Information Security Officer:

Job profile, necessary qualifications,
and awareness raising explained

In a practical way

Basis: ISO/IEC 2700x, BSI Standards 200-x, and
IT-Grundschutz Compendium

Geférdert von
Technische

Hochschule
Wildau
‘ Technical University
|

Horst Gortz of Applied Sciences
WILDAU

I Stiftung I







Margit Scholl (ed.)

Information Security Officer:
Job profile, necessary qualifications, and
awareness raising explained in a practical way






Information Security Officer:
Job profile, necessary qualifications, and awareness raising
explained in a practical way

Basis:

ISO/IEC 2700x, BSI Standards 200-x, and IT-Grundschutz Compendium

Prof. Margit Christa Scholl, PhD

Business computing and administrative informatics
Faculty of Business, Computing, and Law
Technical University of Applied Sciences Wildau (TH Wildau)

Ernst-Peter Ehrlich

Laboratory engineer
Faculty of Business, Computing, and Law
Technical University of Applied Sciences Wildau (TH Wildau)

N Buchwelten Verlag

FRANKFURT AM MAIN



Bibliographic information from the German National Library

The German National Library lists this publication in the Deutsche
National bibliography; detailed bibliographical data is available on the Internet
http://dnb.d-nb.de available.

The printing of this book was funded by the Horst Gortz Foundation (HGS) as part
of the project “Information Security Awareness for Everyday School Life
(SecAware4school).”

Publisher’s edition 2020 for selected readership
All rights reserved

Imprint

Information Security Officer:

Job profile, necessary qualifications, and
awareness raising explained in a practical way

© Prof. Dr. Margit Scholl 2020

This eBook is a noncommercial item and shall not, by way of trade or otherwise,
be resold or otherwise circulated without the publisher’s or editors’ prior consent
in any form.

© Published by

Bubans Buchwelten Verlag

60437 Frankfurt am Main
https://www.buchwelten-verlag.de

Copyediting: Simon Cowper

Download additional image files, posters, and graphics at
https://www.buchwelten-verlag.de/dl/29105/content/is02020.zip

ISBN: 978-3-945740-12-5



The Authors

Prof. Margit Christa Scholl, PhD
Actively engaged in research since 1981; professor since 1994, at TH Wildau since 1997

Professor for business computing and administrative informatics and head of the laboratory for ad-
ministrative informatics at TH Wildau since 2001

Founder (2010) and director of the Wildau Institute for Innovative Teaching, Lifelong Learning, and
Creative Evaluation (WILLE) in the Technology Transfer and Continuing Education Center (TWZ e.V.) at
TH Wildau

Qualification partner of the Federal Academy of Public Administration (BAkoV) at TH Wildau:
e Since 2010, advanced training course with certification exam “IT Security Officer I”
e Since 2017, advanced training course with certification exam “Data Protection Officer in Com-
pliance with the EU GDPR”

Since 2018, advanced training course with certification exam as “Security Awareness Officer” based on
research findings from her research team and project partners

Since 2019, basic training “IT-Grundschutz Practicioner” in line with the requirements of the Federal Of-
fice for Information Security (BSI)

Since 2019, advanced training "IT-Grundschutz Consultant” in line with the requirements of the Fed-
eral Office for Information Security (BSI)

Since 2016, DLGI test center for the International/European computer driving license (ICDL/ECDL) and
the data protection driving license

Ernst-Peter Ehrlich

Laboratory engineer in the Faculty of Business, Computing, and Law, active in Prof. Scholl’s labora-
tory for administrative informatics at TH Wildau since 2015

IT security officer certified in line with BAk6V/BSI since 2014
¢ Implementation of technical training/exercises in the field of data protection, and
e [T security and DLGI tests for the ICDL/ECDL and the data protection driving license

Training courses and awareness-raising events can be booked through the Technology Transfer and
Continuing Education Center at TH Wildau (TWZ e.V.), at the Wildau Institute for Innovative Teaching,
Lifelong Learning and Design Evaluation (WILLE):

https://twz-ev.org/institute/wildau-institut-fuer-innovative-lehre-lebenslanges-machen-und-gestal-
tende-evaluation/#tab-id-1



The following symbols are used in the book to denote specific passages of text:

- Training information
9
)
s g Here we refer to factors that should be kept in mind when the training is be-
§0 ing organized and suggest particular aspects that require focus during plan-
S ning.
Notes on theory and literature
>
é The literature we use in the book is shown in full at the end in a reference list.
= This symbol is used to draw attention to works that, in our opinion, provide
particularly good theoretical explanations.
Recommended exercises
g 5
2 . We use this symbol to denote descriptions of our training exercises. This can
g relate to individual project work or interpersonal exchanges and may include
fn experience-oriented learning scenarios or technical instructions for software.
" Can you explain? (Check yourself)
S —
-J: —
£ — Terms or situations that readers should be familiar with after study and prac-
a tice are summarized under this symbol as a tool for self-testing.
Practical examples for administrations, companies, and institutions
T ﬁ
=
*g £ - Here we list practical suggestions and examples accompanied by specific in-
a % — structions wherever possible.
(Personal) watch list
3 |
2 . We use this symbol to draw attention to important things. In addition, each
S chapter ends with space for your own list.
(Personal) ideas
~ »
© —-— =
§ e ~ We use this symbol to draw attention to a good idea. In addition, each chap-
= ter ends with space for your own ideas.
- (Personal) summary
@
g We use this symbol for our short summary. Each chapter also ends with a
A space for a personal summary.
" What are the advantages/disadvantages in terms of content?
Pl
(0]
%’ E + After reading each chapter, you may notice certain advantages and disadvan-
S g tages in how things are organized in your institution. There is room for you to
=B make a note of this!
<3




Acknowledgements

At this point, we would like to thank all of you who supported and motivated us during the production
of this book. Understanding the importance of information security and raising the level of awareness
(information security awareness) for every individual can only succeed if there is an exchange with
helpful suggestions and constructive criticism. We thank SerNet GmbH, Berlin, for their feedback on
our tutorial covering the software-based development of a security concept using the verinice tool.
We would like to thank Dietmar Pokoyski (known_sense) for his imaginative support as a contractor in
our projects.

We are very grateful for input from the “Research Group Scholl” at TH Wildau in its 2019/2020
incarnation and would like to recognize the following individuals for their steadfast commitment:

Denis Edich, Josephine Gerlach, Stefanie Gube, Peter Koppatz, Frauke Prott, and Regina Schuktomow.
We are also grateful to the staff of the research group for their input over the past years.

Special thanks go to Stefan Borchert, who, as engineer for Prof. Scholl’s laboratory for administrative
informatics at TH Wildau, provided creative support in the development of the BAk6V/BSI qualification
course from 2010 to 2014.

We would like to thank the Horst Gortz Foundation (HGS), and especially Dr. Gértz, for providing ex-
ternal funding for our research and the printing of this book.

Margit Christa Scholl and Ernst-Peter Ehrlich

Wildau, July 2020






Content

FOIBWOIM ..ottt e st e e st e e e e sttt e e s st eeeesaabeeeessanbeeeesastaeessstaeessseeeesaseanesaseeeesanss 1
1. Aroadmap and the BSI “IT-Grundschutz” brought up to date........ccceeciieiiriiiie e, 3
00 R 1 4 e 1o (1 o1 [ ] o U PPPPPPRRNE 3

1.2 Summary of the ISO’s range of tasks.......ccccuriiiiie i 13

2. Standards and norms for information security: Basis of an institution’s security concept .......... 15
2.1 Theinternational series of standards ISO/IEC 2700X fOr IS.......uutvveieeiieireeeeeirieeeeereeeeseenees 15
Implementation and traiNing EXErCISES ......ciiviceciiiierire ettt st et sbe st sreseeneans 17

2.2 The BSI Standards 200-X......cccueierrureeeriiieeeeniieeesnieeesssreeesssseeesssseeessssseeesssssesesssseessssssens 19
Implementation and training EXErCISES ... st ste e snenenes 38

2.3 The BSIIT-Grundschutz COMPENiUmM ..............ceeeeeeeeeciiiiieeeeeeecccteeee e e e eecraee e e e e e e e enrteeeeeas 43
Implementation and training EXErCISES ......cuiiirieiieriee st stesresan e e enes 46

3  Tool-supported development of a security concept based on the IT-Grundschutz approach to

L= [ 01 = e I oo ] =T ot 4 o o PRSI 47
3.1 Preparing and defining the scope (information domain)..........cccccceveieiiieeceiiiee e, 47

Implementation and training EXErCiSES. ... iiiiiiiee et e re e e e e e e eennes 47
I ) U Tor (UL - | I [ =1 VA LSRR 50
3.3 The determination of protection requirements (protection need categories................... 69
B R Y [ Yo 11 11 o~ TSR 75
3.5 The IT-Grundschutz check (PArt 1) .....ccccueiiieiiiee e e e e 80
3.6 Realization PlanNiNg | ......uueeieiieeeeee e e et e e e e e s e e e e e e e e e e enrrrae s 83
K A CT=T o T=T L T TN (=T o Yo 84
3.8 Risk analysis and consolidation ..........ccccuiiiiiiiiie i e 86
3.9 The IT-Grundschutz check (part 2) and the final implementation planning...................... 93

4. Sustainable awareness-raising and training geared to specific target groups as the basis for

ensuring security Measures are aCCEPLEM ......ccuviiiiiiiiie it e e e e e 97
4.1 Findings from research and training ........cccceciiiiiiiiiie e e 100
4.2  Examples from the BAkOV awareness campaign Sicher gewinnt (Security Wins) ............ 102
4.3 Examples from the projects IT-Sicherheit@KMU and SecAware4job ...............cccuueeeeen... 107
4.4  Examples from the projeCt SECUIILY ...t e e 109
4.5 Examples from the project SECAWAredschool ..............cccoveeiecvieieieciieeeecieee e 111

4.6 Learning scenarios Risk Management and Social Engineering for SMEs in the
manufacturing SECtor (DIZ PrOJECE) ...ueeiicriee ettt e et e e e e raee e e eearaeaeeaes 113

4.7 Examples from student projects at TH Wildau........cccceeeeeiiiiiiiiiiiicceeeee e, 114



5. Specific focuses of information security: Technical and Organizational Measures (TOM)

Fodo L L= IR o N I O 1 PPNt 117

5.1 Infrastructure for employees: entry — admisSion — @CCESS .....eceercvieeeecrereeeeirieeeecieee e e 117
Implementation and training exercises to raise awareness of IS.........c.ccceecveeeeeiieeeennen. 123

5.2 Data backup concept and data media.........ccueveieiiiiiiciiei e 135
Implementation and training exercises to raise awareness of IS...........cccceeveeeveciieeeenen, 140

5.3 Software management, software vulnerabilities, and malware in a nutshell .................. 149
Implementation and training exercises to raise awareness of IS.........ccccceeeeveeeeeiieeeennen. 152

5.4  Introduction to data protection for ISOS...........cocciiiiecciie et 159
Implementation and training exercises to raise awareness of IS...........cccceecvveevicieeecnen, 162

5.5  Networks in @ NUESHEll......cooiiiiiiiiie ettt sae e 171
Implementation and training exercises to raise awareness of IS...........cccceecveeeeecieeeennen. 174

5.6 Interesting facts about encryption and electronic signatures...........ccccoceeeecieeeeccieeeennee, 179
Implementation and training exercises to raise awareness of IS.........ccccceeeeveeeeeiieeeennen. 182

6 Ideas for business continuity management based on BSI Standard 100-4 ..........ccccceeevvveerveennnn. 199
Implementation and training exercises to raise awareness of IS........cccccvvveeivivieeevcciee e, 203

/A V= {1 =] Vol T3PPSR 207
S I e =W TSP 217
S B 1 B o i - ] LRSS 229
O I TS e =1 o] o =V =Y o o [P 231
Short biography Of The EITOr.......ccicuiee e e tee e e e abee e e e are e e e anes 233



Scholl

Foreword

The Federal Academy of Public Administration within the Federal Ministry of the Interior, Building, and
Community (BAkoV) has been working with the Federal Office for Information Security (BSI) since 2007
to train and certify IT security officers (IT-SO) for public administration. This successful concept has so
far been adopted by only a few universities as part of their training and further education program.
This is probably because the concept and certification relate to public administration, and to federal
administration in particular. Under my leadership, the Technical University of Applied Sciences Wildau
(TH Wildau), where administrative courses have been an established part of the curriculum since 1997,
adopted this certification concept in 2010 and focused on its successful implementation in an appro-
priate form. From the start, the aim was to make a significant contribution to the quality of information
security in the Brandenburg region and beyond. After attaining recognition as a BAkoV qualification
body, | have since expanded this training for students from a wide variety of courses and for external
employees. The course’s content and methodology have been continuously updated. Having inte-
grated information security in the different courses, especially in non-technical contexts, TH Wildau is
undoubtedly a pioneer in the field. The certification of students at TH Wildau was funded by the Horst
Gortz Foundation (HGS) in the period 2018 to 2020.

With almost 3,700 students, TH Wildau is the largest (technical) University of Applied Sciences in the
state of Brandenburg. Its attractive range of courses currently comprises forty-one bachelor’s and mas-
ter’s courses in science and engineering as well as in economic, administrative, and legal disciplines.
Another special feature of the university is its internationality. Some 25 percent of the students come
from more than sixty countries. Partnership agreements and student and lecturer exchanges connect
TH Wildau with over 140 academic educational institutions worldwide. The university has had a top
position in applied research nationwide for years and has a recognized reputation as a center of excel-
lence for important scientific disciplines. We are pleased to have a productive ongoing cooperation
with the BAk6V and the BSI that provides education and training in information security and helps raise
awareness of the topic.

Our range of further training courses and the final certification are based on a manual that was created
by the BAk6V and the BSI in cooperation with the Fraunhofer Institute for Secure Information Tech-
nology (SIT) and is currently available in a revised version 6.2 [1]. This manual is not public and can only
be obtained as part of the BAk6V/BSI training. The contents of the manual may only be used in consul-
tation with the BAkOV. In devising this book, we have no intention of reduplicating this manual. Rather,
we want to acquaint our readers with our diversity of experience in the implementation of further
education in information security, with the aim of integrating theory and practice. This ranges from
the individuals responsible for and involved in security management to the designated information
security officers, who are also required to initiate qualification measures themselves as part of their
function. We essentially refer to publicly available sources, in particular the international family of
standards for information security ISO/IEC 2700x, the national BSI Standards 200-x, and the IT baseline
protection (/T-Grundschutz Compendium). To ensure a consistent level of security, it is increasingly
important that information security officers (1SO) are properly qualified. It is therefore necessary that
this group of people has a defined and solid body of specialist knowledge, a sound training, and the
option of obtaining the relevant certification.

This includes consideration of how an abstract, theoretical understanding of security information can
be conveyed to participants in an advanced training course in a clear and understandable way. The
quality of our advanced training with certification is ensured by current, practice-oriented knowledge
transfer with interactive and participative teaching/learning methods.
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This is supported by the size of the classes, which are limited to a maximum of eight participants. Here,
there is also the possibility of individual design, depending on the specific needs of the participants.
This makes the design of the training flexible and takes into account the previous knowledge, profes-
sional experience, and areas of responsibility of the target group. Participants also have the oppor-
tunity to exchange ideas grounded in their previous experience as a means to solve challenges. Psy-
chologically based research results in the fledgling discipline of corporate information security suggest
this is a crucial element in raising awareness in learners with long-lasting effect [2].

In this respect, all the activities undertaken by my research group “Information Security Awareness” in
developing and applying methods and tools for raising awareness and training in information security
are important for this book—these have been incorporated into teaching and training for years. At the
meeting of the BAk6V’s and BSI’s partners at TH Wildau in 2017, for example, the participants were
impressed by the extensive results of my research group—especially by the way experience-oriented
analog and digital learning scenarios on current risk situations such as phishing, password hacking, and
social engineering can be integrated into teaching and further training. Such examples from our re-
search projects with different target groups as well as ideas from student projects should also be out-
lined here as a suggestion for ISOs to raise the awareness of colleagues. In advanced training courses,
such experience-based and game-based learning scenarios can be used as an effective warm-up tool
with a serious background, while at the same time serving to consolidate knowledge.

To ensure a high level of security in all institutions, whether public or private, the ISOs and everyone
responsible for information security must be properly qualified. Ernst-Peter Ehrlich has supported me
as a lab engineer in my laboratory for media-integrated administrative informatics at TH Wildau since
2015 and actively contributed to the implementation of the advanced training courses with certifica-
tion. He is specialized in technical training exercises and also provides valuable input for all readers in
this book, especially if they want to or need to work actively as ISOs.

It is hoped that this book will enrich the methodology of further training in information security: our
experience-oriented scenarios and the teaching we offer in discursive didactics aim to engage partici-
pants in communication and discussion as a basis for action.

Prof. Margit Scholl, PhD

Wildau, July 2020



1. A roadmap and the BSI “IT-Grundschutz” brought up to date

1.1 Introduction

There are a wide range of questions to be considered with regard to information security
(IS). Not only do technical and organizational problems need to be clarified but legal,
economic, and social answers must also be found. The growth in IS is an increasingly
important factor in all institutions as digitization becomes increasingly prevalent. Secu-
rity is crucial to any organization, as is the competence of those responsible for it—IT
security officers (ITSOs) or information security officers (1ISOs)—as well as all the tasks
that fall within the remit of information security management (ISM).

Norms and standards define the establishment, development, and maintenance of an
institution’s information security management system (ISMS) as well as its certification
processes. Beyond delineating the importance and purpose of IS, they also specify the
roles that should be filled in an institution if an ISMS is to be successful. This extends to
the appointment of relevant staff. However, the people concerned are often not aware
of the tasks involved and their specific functions, while the procedures themselves may
also be unclear. This book attempts to shed light on this.

At the meeting of the BAk6V qualification partners with the BSl in 2011, a roadmap was
discussed to facilitate the creation of an implementation plan catering to the minimum
IS requirements for the federal administration (in German: UP Bund). On the basis of this
roadmap and the updated basic protection program, we have developed a new overview
(see fig. 1 and table 1) which, to the best of our knowledge, can be used as a “common
guideline” for all institutions. In the following chapters, we will refer to this figure and
table again with regard to the specific topics under consideration in order to provide
readers with a practical way of building a security concept and culture in an institution.

In the upper part of fig. 1, the project management milestones are shown for the crea-
tion of an ISMS. Table 1 (continued in part 3) shows that an institution’s Business Conti-
nuity Management (BCM) can be established in parallel from the start. The areas of re-
sponsibility for the key staff are also listed in table 1. Such a complex project is usually
made public with a kick-off meeting, in order to make everyone involved aware of the
vision, goals, and scope of the project (see fig. 1 and table 1). A project usually ends when
the results are put into operation: thereafter, the concepts and processes in the institu-
tion should be continuously improved while an ISMS and a BCM are being set up in ac-
cordance with the relevant standards and norms (see chapter 2).

Before the actual ISMS and BCM projects begin, the business processes must be identi-
fied, analyzed, and modeled, because they form the starting point for both the security
and the emergency concept.

Chapter 1
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Fig. 1

Graphic roadmap for setting up an “Information Security Management System (ISMS)” and “Busi-
ness Continuity Management (BCM)” framework in an institution (see table 1).

An idealized project schedule for a small institution with manageable business processes and a
limited information network as well as comprehensive availability for all actors. The BCM can also
be set up in parallel to the ISMS with its security process and the development of the security con-
cept. In both cases, the business processes must already be identified and known—this is usually
the responsibility of the organization, as well as the management. With ISMS, the business pro-
cesses are necessary for the definition of protection requirements specific to the organization (see
chapters 2 and 3). With BCM, the business processes are important for the so-called Business Im-
pact Analysis (BIA), which is dealt with in chapter 6. The information security officer (ISO) and busi-
ness continuity officer (BCO) begin their duties after their official appointment.
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The top management of an institution is responsible for the initiation of projects and the  ~
appointment of an ISO and business continuity officer (BCO) right at the start of the pro- P
cess. As per fig. 1 and table 1, it should be noted that the BCM can also be set up in
parallel to setting up an ISMS (it does not need to wait until afterwards!). In practice, it
means that the ISO takes care of the general control and coordination of the entire se-
curity process and the creation of security concepts right across the institution. At the
same time, the BCO focuses on critical business processes in order to ensure continuous

operation, especially of these critical functions. This also includes the development of
emergency preparedness concepts and emergency plans.

-~ -
Level 1 Level 2 - -
Project Kick-off meeting is held. 4 ~
Management %

ISO work is started.

BCO work is started.

ISMS team is appointed.

BCM team is appointed.

IS policy is published.

IS protection needs are defined.

Individual, specific IS concepts are created.
Security guidelines are created.

An entire security concept is created for the information network.
Measures are implemented to establish IS.
IS is revised to ensure basic security.

Emergency management is put in place.

Top Management has a knowledge of the core business processes, which are identified
Management and analyzed from an IS perspective.
Project is initiated and expounded so it can serve as a model.

IS goals and strategy are developed.

The entire IS strategy is aligned with the business processes.
ISO is appointed.

BCO is appointed.

Management assumes overall responsibility for IS.

Resources are made available.

IS policy is initiated.

IS policy is checked and signed off on.

Monitoring of the overall IS process is initiated.

Ongoing responsibility is assumed when reviewing IS reports.

Management support is ascertained for the security process.

Tab.1  Part 1: Important milestones of a roadmap for setting up an “Information Security Management
System (ISMS)” and a “Business Continuity Management (BCM)” framework in an institution, pre-
sented from the point of view of the general project management and showing the tasks of top
management. Level 1 indicates the particular role, while level 2 lists the associated milestones.
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| Level 1 Level 2 Level 3 Level 4
" ISO Further education
Coordination and training ISMS

Carry out personal ISO training.

Develop IS training concept for the institution.
Initiate IS awareness and training measures, possibly after tender-
ing; carry out in-house as necessary.
Framework ISMS Design the IS policy.
Participate in the ISMS organization.

Plan ISMS resources.
- thlzll/cljsprrizcr)'n;tlg:ient Plan reporting for IS.
Plan information reports for employees.
Schedule reports for technical personnel.
ISMS protection level Clarify basic, core, or standard protection approach.
Clarify information domain.
. Implement specific o
ISMS security concept Data backup concept is in place.
concepts.
Malware protection concept is in place.
Security incident handling is in place.
Concept for virtualization is in place.
Concept for secure network operation is
in place.
Encryption concept is in place.
Create security guidelines for the individual, specific concepts.
Security guidelines are in place.
Create security concept Choose a support tool.  Support tool is selected.

Set up information . o
] Information domain is in place.
domain.

Analyze structure of the information domain.

Determine protection requirements for the information domain.
Model the information domain.

Perform IT-Grundschutz check (part 1) of the information domain.
Carry out implementation planning (part 1).

Generate reports.

Perform risk analysis of the information network and consolidate.
Perform IT-Grundschutz check (part 2) of the information domain.

Plan implementation of measures for the information domain.

Map out documenta- L .

. Documentation is coordinated.

tion.

Plan and review continuous " . . .

. Initiate quick checks. Quick checks are in place.

improvement of ISMS

. . IT revision is integrated into everyda

Initiate IT revision. . & yday
routines.

Initiate penetration . .
Penetration tests are carried out.

tests.
Schedule continuous . L .
g Continuous review is established.
repetition.
ISMS is routine. Full report is created.

Tab.1 (cont.) Part2:Important areas of responsibility for ISO as a roadmap for coordinating the estab-
lishment of an “Information Security Management System (ISMS)” in an institution. Level 1 indi-
cates the role, while level 2 lists the main functional aspects and levels 3 and 4 specify the mile-
stones.



BCM framework

Development of the emergency
preparedness for the institution
Coordinated creation of the
emergency concept

Plan and review continuous
improvement of BCM

Level 1 Level 2 Level 3 Level 4
BFO Foor- Further BCM gd_u- Implement in-house BCO training.
dination cation and training

Develop a training concept for emergency preparedness.

Initiate training measures.

Design BCM policy.
Design structure of the BCM or-
ganization.

Plan BCM resources.

Write BCM reports for top man-
agement.

Reporting is in place targeted to
specific groups.

Create concept in collaboration.

Plan implementation.
Plan emergency response.
Plan evaluation.

Emergency concept is in place.

Schedule continuous repetition.

Plan revision.

Overall concept is in place.

BCM policy is in place.

Structure of the BCM organization

isin place.

BCM resources are approved.
Plan and complete management
reports.

Staff have access to continuous in-

formation.

Ongoing technical staff reports are

generated.

Set up coordination with all actors

in the institution.
Set up participation in the emer-
gency organization.

Schedule is in place.

Practice exercises are carried out.

Practice exercises are evaluated.
Report is created.

Continuous review process is es-
tablished.

Revision is integrated into every-
day routines.

Full report is created.

Chapter 1

Tab.1  (cont.) Part 3: Important areas of responsibility for business continuity officers (BCO) as a road-

map for coordinating the establishment of a “Business Continuity Management (BCM)” in an insti-
tution. Level 1 indicates the role, while level 2 lists the main functional aspects and levels 3 and 4
specify the milestones.

When the ISO and BCO are appointed by the top management, their qualifications and
basic training must be verified. In practice, resources such as time and money are neces-
sary and must be provided by the institution. The management of the institution bears =
the overall responsibility for the business processes, the ISM, and the BCM. In addition,
the executives of an institution need to act as role models from a security point of view—
in practice, this is not obvious to all executives. An institution’s security regulations apply
to everyone and must be made clear to everyone, which is why the awareness-raising

and training measures are extremely important. These should not be underestimated
(see chapter 4).

Top management, executives, and ultimately all employees must be continuously in-
formed about the specific security situation in their institution and for the specific con-
text in which they work. In agreement with the management, ISO and BCO therefore
have to set up a meaningful reporting system targeted to specific groups (see fig. 1 and
table 1, parts 2 and 3). In addition, it should be made clear that ISM and BCM involve a
continuous improvement process that in practice is known in all areas of management
as a Plan-Do-Check-Act (PDCA) cycle or Deming model [3] [4].
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Continuous improvement is necessary because the work of institutions and their employ-
ees is fluid, estimated risks may change, and concepts need to be re-evaluated accord-
ingly. According to Arne Schonbohm (2016), president of the BSI, the “IT-Grundschutz of
the BSl is the proven method for establishing a solid management system for information
security in companies and administration. The dynamic area of information security, a
new political framework, such as the IT security law, and the needs of users were the
deciding factors in necessitating a fundamental revision of the IT-Grundschutz” [5]. This
fundamental revision is referred to as modernization. The first edition of the updated
(“modernized”) IT-Grundschutz was presented by the BSI in October 2017 after an inten-
sive development process in which users, IT and information security officers, and audi-
tors and tool manufacturers were involved.

The modernization of the IT-Grundschutz affected

e the BSI Standards for the ISM, which in addition to changes in content also received
the new numbering 200-1, 200-2, and 200-3, and

e the IT-Grundschutz catalogs, which contained the individual IT-Grundschutz modules
and have now been replaced by the IT-Grundschutz Compendium, which contains the
updated modules in a new grouping and leaner text form.

The BSI standards, which are also based on the international ISM standards (ISO/IEC

2700x), and the IT-Grundschutz Compendium are supplemented by the

e implementation instructions for the individual IT-Grundschutz modules, in which the
options for fulfilling the requirements of a module are described based on recognized
best practices, and

e the IT-Grundschutz profiles, in which model solutions for the application of IT-Grund-
schutz are shown for selected application scenarios.

Overall, the modernization of IT-Grundschutz should make its methodology and recom-
mended measures more flexible and efficient, so that they can be used in different insti-
tutional sizes and application scenarios and more easily adapted to changing technical
conditions.

“The goal of modernization [of the BSI IT-Grundschutz] is to enable small and medium-
sized companies [SMEs] in particular to easily get started with their own security man-
agement.” The German IT-Grundschutz is too complex, which is why new forms of entry
have been defined (see fig. 2): there is now a basic entry and a core entry, in addition to
the familiar standard entry.

The first step in security management is basic security, which, however, is not sufficient
for the certification of an institution—see fig. 2 and table 1 (cont.), part 2. With core
protection, the focus is on key selected areas—i.e., particularly sensitive business pro-
cesses—whose protection requirements are high to very high.



Classic standard protection addresses a normal need for protection and corresponds to
the previous procedure for IT-Grundschutz. It also enables the certification of an institu-
tion according to the international standard ISO/IEC 27001. Norms and standards for IS
should be familiar to the ISO (chapter 2). We examine the standard protection in this
book because this is the only means to actually protect an institution with a normal level
of protection requirements, and, moreover, this level guarantees certification according
to ISO/IEC 27001. On the other hand, we see that starting with basic protection is more
straightforward, even if the effort involved should not, in the end, be underestimated.
Even more noteworthy is the input required for core protection, which will only relate to
a limited area of the institution and can also be certified separately. We cover the tool-
based development of a security concept in terms of standard protection in chapter 3,
where it is looked at step by step.

Protection
needs: |

“normal” | Standard Protection

Basic Protection

Fig. 2 The new procedures of the BSI’s updated (“modernized”) IT-Grundschutz. They comprise three differ-
ent types of protection and are intended to facilitate entry into IT-Grundschutz (original image
source: BSI [5]).

Guaranteeing normal protection is achieved in IT-Grundschutz by attending to the three
basic values of IS—confidentiality, integrity, and availability. We illustrate this in the tool-
based development of the security concept for standard protection in chapter 3. Confi-
dentiality requires protection against the unauthorized disclosure or perusal of infor-
mation. Integrity means ensuring the correctness of information and the correct func-
tioning of systems. Availability relates to the use of services, information, IT systems,
applications, and networks by the user at the scheduled or (contractually) agreed times.

Since the term information security is more comprehensive than the term IT security and
focuses on the protection of information of all types and origins [1], we use the term I1SO
and not IT-SO in this book, as per the updated BSI standards.

Chapter 1
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However, personal BAkoV/BSI-based certification remains unaffected as long as the
BAkoV adheres to the term IT-SO with a certificate in its advanced training course “IT
security officers in public administration.”

What importance do ISOs have in an institution and what tasks do they perform? To
answer this question, we refer to fig. 1, where it explicitly states that they, along with
the top management of an institution, are responsible not only for the IS or ISM but also
for determining the remit of the ISMS. This includes the appointment of an ISO, depend-
ing on the size of the institution, even if it is not currently required by law in all institu-
tions. The BSI and the BAk6V recommend the organizational integration of the top man-
agement as a staff unit [1] with responsibility for all questions and activities of the insti-
tution related to IS. This includes coordinating participation in the development of con-
cepts and guidelines as well as the orchestrated selection of specific security measures.

ISOs should base their work on recognized international norms and national standards
for IS. According to the BSI, this ensures that nothing important is overlooked and facili-
tates coordination between those responsible for the necessary security measures.
Meanwhile, the compilation of “Best Practices” provides a great deal of information on
how to ensure that the work required to implement IS within the institution remains
within the bounds of what is reasonable. This is looked at in theoretical terms in chapter
2 and run as an explicit practical task in chapter 3 using the tool-based structure of a
security concept for a defined information network.

ISOs should also be able to assess possible threats and their relevance for their own in-
stitution using risk management. Chapters 2 and 3 provide information on this. Checking
the effectiveness and appropriateness of the concepts, guidelines, and measures is also
part of the ISO remit. The so-called IS revision is an important tool, for example, for ad-
vancing the security process and supporting the ISM and ISO in their work. In addition,
IS revision is a procedure for quickly assessing the IS status and associated processes in
an institution. This gives ISOs an overview and information on the targeted use of the
available resources [1].

In order to successfully fulfill their function, ISOs thus need solid specialist knowledge
that can be acquired through appropriate in-house training (see table 1), and this should
be planned as part of making the appointment. Chapters 2 and 3 therefore contain ques-
tions and ideas under the heading Implementation Aspects and Exercises both for train-
ing ISOs and for raising awareness among employees and managers. In addition, ISOs
need detailed knowledge of the structures and processes of the institution because they
should be able to analyze and formulate IS requirements in the context of business pro-
cess requirements (see fig. 1 and table 1).



Because of the need to coordinate a variety of processes with different actors, ISOs need
strong communication skills.

In addition, the ISO is tasked with developing a training concept for specific groups right
across the institution and initiating, commissioning, or personally carrying out appropri-
ate awareness-raising and training measures and reviewing their success. Awareness-
raising measures are intended to holistically attune management and all employees to
the issues involved: these measures are explained in more detail in chapter 4.

In-depth training measures are intended to promote the necessary fields of competence
in the institution, which are necessary for the efficient use of the potentials of IT and
include the establishment of comprehensive information security competence. The ISO
also needs extensive knowledge of the various aspects of IS. You should know which
technical and organizational measures (TOM) can be used to adequately counteract the
dangers and therefore require a basic understanding of the functioning of information
technology systems.

In chapter 4, therefore, we have summarized important findings for the awareness-rais-
ing and training concepts in institutions, while in chapter 5 we take as examples key areas
that the I1SO should be familiar with. ISOs can obtain a variety of information, sugges-
tions, and downloads for their work via the BSI website.

In chapter 6, we present important aspects of emergency management in line with BSI
Standard 100-4 and refer to its modernization, which is still ongoing. Overall, business
continuity officers (BCOs), information security officers (ISOs), and data protection offi-
cers (DPOs) should work hand in hand when setting up an institution’s security system
while at the same time addressing different security angles.

In this book, we use certain symbols, which were explained at the beginning, to enable
a quick overview and clarify our discursive didactics. The symbols are intended to give
readers ideas for communicative participation and lead to a certain amount of argument-
based activity as they read. We use them not only to point out important or interesting
things but also to inspire readers to actively work with the book and to take notes. At
the end of the following chapters, we ask ISOs questions that readers should be able to

answer.

We are open to improvements and additions to this book and look forward to your sub-
missions/comments.

11



A Roadmap and the BSI IT-Grundschutz

Space for your personal comments

@ Personal checklist:

Personal ideas:

vy
41 N

Personal summary:

Advantages and disadvantages:

| +

12



1.2 Summary of the ISO’s range of tasks

The business processes of an institution nowadays are almost completely dependent on
the secure and flawless operation of IT. The activities and skills of the ISO and the entire
ISMS team are of key importance for an institution. In order to be able to perform their
tasks appropriately, ISOs need extensive knowledge of the various IS aspects. Therefore,
they also require well-grounded, ongoing advanced training. For example, you should be
able to assess possible threats and their relevance for your own institution. They should
also know what technical and organizational measures (TOM) can be used to counter the
threats appropriately and effectively. They also have to have very good communication
skills because in IS terms they represent the link between very different roles in the in-
stitution. They thus need to be able to communicate very well with the management,
the managers, the employees in general, and the administrators in particular if an effec-
tive ISMS is to be set up in the institution. The typical tasks of an ISMS, such as the crea-
tion of the policy and additional guidelines, the development of an appropriate organi-
zational structure for IS, the risks associated with performing specialist tasks, and the
topic of security revision often need to be made clear to the management first.

The goals, business processes, and areas of responsibility of an institution are also sub-
ject to change, as are the available resources, organizational structures, and external
conditions. The precautions required to ensure IS must thus be continuously adapted to
changing conditions. Once a security level has been reached, it should be maintained and
enhanced rather than being allowed to deteriorate. Therefore, new security measures
must be implemented and those that have been implemented must be checked regularly
by the ISO for their effectiveness and appropriateness. Their applicability and actual us-
age must be verified. After changes have been made, and in light of security incidents,
identified weaknesses, and gaps, the measures must also be adjusted and improved. The
adjustments must once again be planned, implemented, and checked. It is important to
obtain broad acceptance for the measures at management level and among employees.

The primary job of the ISO is to control and coordinate tasks to create a security concept
with associated sub-concepts, guidelines, and regulations. They play a supporting role
vis-a-vis the management of an institution and must initiate and review tasks for the
implementation of the security measures. They should help shape an effective security
process and practice efficient reporting. In addition, security-relevant IT failures, mal-
functions, and effects must be investigated and awareness-raising and training measures
for IS should be initiated, planned, and coordinated.

Chapter 1
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Poster made by the Research Group Scholl (FS) showing lists of tasks based on the BSI standards

Fig. 3

[12], IT-Grundschutz [5], and the BAkGV manual [1]. Important areas of ISO responsibility and the

basic values of information security and other protection goals are mentioned. The summary covers

the areas of malware and common forms of attack, threats to stored data, data backup require-

ments, active and passive components of network technology, protective measures—both in gen-

eral and specifically for mobile devices—mail client security and encryption methods, legal viola-

tions (StGB offenses), BSI tasks, BSI standards, and IT-Grundschutz modules and procedures.

The poster can be downloaded as a PDF from the book’s download area (Password: is02020).
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2. Standards and norms for information security: Basis of an institu-

tion’s security concept
2.1 The international series of standards ISO/IEC 2700x for IS

As the word series suggests, ISO/IEC 2700x is a combination of various standards focused
on the management of information security. As they are norms, these documents have
undergone a standardization process and are also published in some cases as German
DIN standards. In this context, the abbreviation ISO stands for International Organization
for Standardization and IEC for International Electrotechnical Commission. This “ISMS
family of standards” [6] deals with basic requirements and measures for setting up, op-
erating, and developing an information security management system (ISMS). An over-
view of the current standards can be found in fig. 4.

The ISO/IEC 27000 standard was first published in 2009 and updated in 2012, 2014, 2016,
and 2018. It contains an overview of the principles, concepts, and terms relating to ISMS,
and introduces the family of standards containing the current norms. The fifth edition
from 2018 is available from ITTF as a free download (PDF for individual users) in English
and French [6].

The ISO/IEC 27001 standard generally describes the requirements for the procedure for
introducing and maintaining an ISMS in the context of an institution (see [8], for exam-
ple). What is special about this standard is that it makes an institutional certification pos-
sible. If an institution claims conformity with the ISO/IEC 27001 standard, it must be
compliant with all of the requirements described in it. The requirements relate to the
organization, management, planning, support, operation, evaluation, and continuous
improvement of the ISMS. In Annex A of the standard, reference measures and the ob-
jectives associated with them are identified in fourteen sections, which must be applied
accordingly by an institution in the context of information security risk treatment. Infor-
mation security officers (ISOs) should be aware of the IS norms as a basis of their work
and as a support in arguing for it. For example, the description of an ISMS according to
ISO/IEC 27001 pursues a holistic view of the risks associated with an institution’s IS and
can be used to illustrate the range of a security team’s work. The standard also describes
the coordinated introduction of measures to increase IS for the business processes of the
institution and can be used by ISOs to clarify their role as coordinators.

The ISO/IEC 27002 standard’s title is Code of practice for information security controls
and specifies these security measures as a compilation of best practices, which in version
2017-06 [8] are divided into the fourteen sections (or security control clauses) mentioned
in the appendix to ISO/IEC 27001, with thirty-five main security categories and a total of
114 security controls—i.e., individual measures. The connections to these standards are
set out as examples in the following chapters.
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BSI Standards 200-x

We also consider the ISO/IEC 27004 standard to be important for ISOs. It deals with mon-
itoring, measurement, analysis, and evaluation. This standard describes in general, how
the institution can check the actual success of an ISMS on the basis of key figures and
their measurement. This is of particular importance since our own research indicated
significant shortcomings in this area [9]. Guidelines for IS risk management are summa-

rized in the ISO/IEC 27005 standard. This standard is of particular importance for man-
@ agers and employees dealing with risk management within institutions and for external
service providers who support such activities.

27000

Terminology

27001-15M5
rtification body
I'r;_'*i']uifl‘_*tt'u';*l'ﬂ_'i.
17000 - Additional
redL nent framewaork
sector-specific implementations
of the 15M5

27006

Requirement standards

¥7004 - Monitoring, measurement,

analysis and evaluation
27005 - Risk man ment
'.'1

27013, 27014, TR 27016, 270121

Guideline standards

27010, 27011, 27017
27018, 27019

Sector-specific guideline standards

Fig. 4 ISMS family of standards for establishing an information security management system (ISMS) based
on ISO/IEC 27000. Author’s illustration in line with [6] and [7].
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Detailed knowledge of the other standards of the ISMS family ISO/IEC 2700x is useful, or
indeed necessary, for specific situations or for specific institutions—for example, for the
ISMS certification processes or for the accreditation of certification bodies for ISMS or
for cloud standards. However, such standards are not the subject of this book.

Implementation and training exercises

The international ISMS family of standards ISO/IEC 2700x is also important as a basis
for the German BSI standards and all the tasks ISOs have to deal with. However, convey-
ing the content of these standards with a wealth of terms, definitions, and requirements
is a rather “dry” affair. This kind of approach in frontal teaching methods does not nec-
essarily give learners the ability to put the content into practice.

It is therefore better to have the participants be active themselves. If possible, they
should be given the opportunity to “browse” the standards themselves. Moreover, they
should be able to exchange ideas based on a range of different questions. For example,
the question “What are the essential elements involved in building the ISMS of an insti-
tution in line with ISO/IEC 27001?” can be answered just by using the table of contents
of this standard.

Below are some further examples of questions for exercises based on the ISMS family of
standards ISO/IEC 2700x are:

e (Can you, as an ISO, request a further training from management according to
ISO/IEC 27001?

e How could you, as an ISO, carry out your job of checking whether employees have
sufficient competence for the specific activities related to the ISMS?

¢ What IS-related responsibilities and authorizations must the top management of
an institution give their backing to?

e What impact does chapter 4.2 of the ISO/IEC 27001 standard, which deals with the
perception of the needs and expectations of interested parties, have on the work
of ISOs?

¢ What measures does ISO/IEC 27002 propose to ensure that employees and con-
tractors understand their responsibilities and are suitable for the intended roles?

e What measures does ISO/IEC 27002 set out for management and for employees
(possibly including contractors) to ensure that that they are aware of and comply
with their IS-related responsibilities?

e What measures are specified by ISO/IEC 27002 to ensure information security

when mobile devices are being used?

Another way of involving participants is to exchange ideas about the sequence of steps
required to set up an ISMS in the institution in line with ISO/IEC 27001. The participants
can create a flowchart similar to fig. 5.

Chapter 2
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BSI Standards 200-x

2

18

Definition and demarcation of the area

Definition of guidelines for values, processes, tasks, and technical conditions

Selection of a risk analysis method (requirements, criteria)

Identification and evaluation of security risks

Selection of appropriate measures to defend against security risks

Selection of methods to test effectiveness

Fig. 5 Author’s representation of a sequence of steps for setting up an ISMS in an institution according to
ISO / IEC 27001 based on [1:86f.].

An additional exercise might involve drawing attention to the documents that are refer-
enced. For example, the standard ISO/IEC 27001 in chapter 6.1.3, information security
risk treatment (see [8]), provides an explanation of an important document: the state-
ment of applicability (SoA). The SoA is an essential part of an ISMS. It should be docu-
mented with explanations setting out which security measures are put in place in the
institution to address the risks that have been identified and describing the manner in
which these measures are implemented. The SoA is an important part of the overall doc-
umentation of an institution’s ISMS, especially for certification based on ISO/IEC 27001.

For further exercises, we can recommend the literature listed under [10] and [11], alt-
hough this is only available in German. The former is an entertaining summary of an ISO’s
range of tasks, while the latter provides an in-depth overview of the IT security manage-
ment as a whole as per the standard ISO/IEC 27001.

Space for your personal comments

Personal checklist:



2.2 The BSI standards 200-x

The international standards ISO/IEC 27001, 27002, 27004, and 27005 as well as the mod-
ernized BSI standards for 1IS—200-1 (ISMS), 200-2 (IT-Grundschutz methodology), and
200-3 (risk analysis based on IT-Grundschutz) —are proven tools in practice for creating
a structured and efficient procedure to increase IS appropriately and to introduce, de-
velop, and continuously improve an ISMS in an institution.

The BSI has continuously updated and expanded its standards and, over the years, has
focused more on the standards of the ISMS family ISO/IEC 2700x. Since 1994, the BSI’s
methodology for IS has been geared to the IT-Grundschutz, which can be adapted in a
modular way to different application environments [8:184]. With the current moderni-
zation of the IT-Grundschutz, basic and core protections have been added to the tradi-
tional standard protection (see fig. 2). These three procedures enable the institution to
gradually build up an ISM. They are supplemented by the specific IT-Grundschutz mod-
ules summarized in the IT-Grundschutz Compendium, which are split into two groups:
process-oriented and system-oriented modules (fig. 6). As fig. 6 shows, the IT-Grund-
schutz Compendium has a modular design and includes process and system modules for
typical business processes, applications, systems, communication connections, and in-
frastructure, including rooms, workplaces, and cabling [13] [20]. The IT-Grundschutz ad-
dresses all the different areas that may be found in an institution.

BSI Standards for Information Security IT-Grundschutz Compendium
Information Security and IT-Grundschutz

BSI Standard 200-1 Chapter 1 Introduction
Chapter 2 Layer Model and Modelling

Information Security Management Systems (ISMS)

Elementary Threats |

BSI Standard 200-2 Layer Model

Process-oriented Modules:
IT-Grundschutz Methodalogy ISMS  (Information Security Management Systems)

ORP  (Organisation and Personnel)
. CON  (Concepts)

BSI Standard 200-3 OPS  (Operations)

. . DER (Detection and Reaction)
Risk Analysis based on IT-Grundschutz System-oriented Modules:

IND (Industrial IT)
APP  (Applications)

SYS (IT Systems)
BSI Standard 100-4 NET  (Networks and Communication)

Business Continuity Management = INF (Infrastructure)

Fig. 6  Current structure of the IT-Grundschutz documents of the BSI [8:185]. Image source: BSI [13:12].

An ISMS comprises all the regulations that help to operate, control, and enhance IS. An
ISMS determines which instruments and methods the management of an institution uses
to coordinate the necessary tasks and activities in a comprehensible manner (see [8: 181]
and [13]). In building up an ISMS, top management must not simply relegate IS to the IT
department: it should be a top priority at management level!
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With the three BSI standards and the IT-Grundschutz Compendium, 1SOs have a good set
of instruments at their disposal, as these standards cover all the tasks that they will need
to coordinate. In the following chapters, we will examine the IT-Grundschutz approach
and the background to it in more detail as a way to optimize use of the modules.

This chapter provides a brief overview of the BSI standards. In addition to the printed
edition of the three BSI standards found in the IT-Grundschutz work manual [8], all the
BSI standards can also be downloaded for free as PDFs from the BSI| website [12] and are
the basis for an ISO’s work. BSI Standard 100-4 (business continuity management) is cur-
rently being revised to 200-4 and is equally important for all institutions. This standard is
the basis for the work of business continuity officers (BCOs). In our opinion, these two
roles—ISO and BCO—should not be filled by one person (see fig. 1 and table 1). The role
of the data protection officer (DPO) should also be kept separate. We will come back to
this in a later chapter.

BSI Standard 200-1: Information security management systems (ISMS)

BSI Standard 200-1 is completely compatible with the ISO/IEC 27001 standard; it defines
the overall requirements for an ISMS and broadly stipulates the safeguards that can be
used to initiate, control, and monitor IS in an institution [13]. It explains the four compo-
nents of an ISMS in a general way (see fig. 7). These four ISMS components are [13:16]

as follows:
e management principles (fig. 7, below) 4‘%" ok
e resources (fig. 7, on the left)
¢ employees (fig. 7, on the right) @ Q-] a%
e the security process (fig. 7, above). /‘é >J2

5
7

The management principles include the tasks and du- € ISMS 4 ‘
i

7

\ ’)
ties of management (fig. 7, below), regardless of the ﬁ
concrete form an ISMS takes. This involves taking over-

Q\

all responsibility for IS and defining the IS strategy and \\lﬁ//ﬁ i b
goals for the institution. In addition, the top manage- ~Dy E D
ment level must initiate, control, and monitor the se- RA(&C g%ﬁ{%{?ﬁt
curity process. 6. Verkild

Fig. 7 Flipchart showing the four com-
ponents of an ISMS as per BSI

Moreover, IS is to be integrated as a cross-sectional [13]: management principles

function in all the institution’s processes and projects (below), resources (left), secu-

L . .. . L it, bove), and -

within an organization: this includes setting up incident My process (above), and em
ployees (right).

management.

The holistic approach must take into account the difficult trade-off between the costs of
the security measures and possible risks and damage.




It is also crucial that managers act as role models. Below is a summary of management’s
tasks and duties [13:20-22]:

e assumption of overall responsibility for information security

e initiation, management, and supervision of information security

e integration of information security

e setting of realistic objectives

e weighing of security costs against benefits

e role model function.

Monitoring the success of the ISMS and evaluating the entire security process at man-
agement level should take place continuously. BSI Standard 200-1 formulates questions
for this [13:24f.]. In addition, the necessary, continuous improvement is shown in fig. 5,
indicated by the PDCA cycle [3] [4]. PDCA means plan, do, check, and act, as described in
this BSI standard [13:18-19].

Resources (see fig. 7, on the left) equate to time and effort, budget and personnel. Ac-
cording to the standard ISO/IEC 27001—and thus also to BSI Standard 200-1—sufficient
resources must be made available to the institution’s IS by the top management level.
BSI Standard 200-1 emphasizes here that IT security is often only associated with tech-
nical solutions, and this perspective falls short of the mark. “However, the common be-
lief that security safeguards would inevitably be associated with high levels of invest-
ment in security technology and highly specialized security experts is not true. The most
important success factors include common sense, properly thought-out organizational
regulations, and reliable, well-informed employees implementing the security require-
ments in an independent and experienced manner. Hence, the costs of developing and
implementing an efficient security concept are not necessarily prohibitive, and the most
efficient safeguards may prove surprisingly simple.” [13:26]. This is confirmed by inter-
national research [14] [15].

Employees must be made aware of security issues (fig. 7, right). One key aspect is that IS
must be integrated into specific day-to-day activities and tasks. According to BSI Stand-
ard 200-1, IS affects all employees without exception [13]. Communication about IS and
reporting geared to specific target groups are thus an important aspect of an ISO’s work
in an institution. “The working atmosphere, common moral values, and the commitment
of employees are all factors decisively influencing information security.” [13:26].

The security process is the real goal of an ISMS (fig. 7, top). According to BSI Standard
200-1, the management level must define the security objectives based not only on the
relevant conditions and an analysis of the specific context but also on the objectives of
the company or government agency, while creating the prerequisites for their imple-
mentation [13:27]. The approach is planned with a security strategy in mind to establish
a permanent security process. The strategy is implemented with the help of a security
concept and security organization [13:27].
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This requires an IS strategy defined by the top management, which is reflected in an IS
guideline. It is signed by the management and published internally. Planning the security
process involves first determining the appropriate level of security for the business pro-
cesses, which must be known and modeled (see fig. 1). The scope of the ISMS must then
be established. We would recommend starting with a manageable area, called an “infor-
mation domain.” Afterwards, one can gradually expand and develop the institution’s se-
curity concept. In summary, the security process includes
¢ aninformation security policy, in which the security objectives and strategies for
their implementation are documented;
e the development of the security concept of the institution, including continuous
improvement, because the life cycle of the security concept and all IS processes
must be observed; and

e the establishment of a security organization for the institution.

In addition, BSI Standard 200-1 already deals with the IT-Grundschutz methodology as a
practical example to make clear that it can be used to build an inexpensive ISMS.

BSI Standard 200-2: IT-Grundschutz methodology

We will cover the IT baseline protection (IT-Grundschutz) methodology described in BSI
Standard 200-2 in detail with a software-based tutorial (see chapter 3). We will thus con-
fine ourselves to a brief description of it here. The migration guide of the IT-Grundschutz
Compendium [16] can also be used. In our opinion, the so-called action points of BSI
Standard 200-2 are of particular practical importance for ISOs [17]. Just on the basis of
these action points, the ISOs can clearly specify their areas of responsibility in the overall
context. BSI Standard 200-2 thus concretizes BSI Standard 200-1 in the form of a step-
by-step procedure.

The phases of the security process according to BSI Standard 200-2 are as follows
[17:14]:
e Initiation of the security process
o Management takes responsibility.
o The security process is designed and planned.
o Fundingis put in place.
o Anapproach is selected.
e Drawing up of an IS policy
e Suitable Organizational Structure
e Drawing up of a security concept
* Implementation of the security concept
e Maintenance and continuous improvement
o The ISMS is enhanced.
o The selected approach is extended.



Chapter 2

The individual action points of BSI Standard 200-2 in the IS initiation phase are as follows:

Acceptance of responsibility by management [17:18-19, 3.1]:

Management is informed regularly on the possible risks and consequences of a @
lack of information security.

Management accepts overall responsibility for information security.

Management initiates the information security process within the organization

and appoints an ISO.

Action points for the designing and planning of the security process [17:24-25, 3.2]:

Appoint contact persons for all business processes and specialized tasks. @
Perform basic assessment to determine the value and security level of infor-

mation, business processes, and specialized tasks.

Delineate conditions governing internal and external framework.

Gauge the importance of business processes, specialized tasks, and information.
Set general IS objectives.

Create a consolidated summary of the present assets based on the knowledge
previously gained.

Secure management agreement.

Action points for defining the scope of the security concept [17:27, 3.3.4]:

Define which critical business processes, specialized tasks, or parts of the organi- @
zation should be included.

Clearly delimit the scope of the concept.

Describe interfaces with external partners.

Action points for management decision making [17:28, 3.3.5]:

Elaborate a management template for decision making. @
Decide which approach (basic, core, or standard protection) is to be selected to

protect which areas of the organization.
Document decisions and a schedule for implementation.

Action points for drawing up an information security policy [17:30, 3.4]:
Issue executive mandate to design a security policy.

Convene a group to develop the security policy.

Specify scope and content.

Organize management approval of security policy.
Announce the security policy.

Regularly check and, if necessary, update security policy.
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Action points in the organizational phase of the security process [17:51, 4]:
e Stipulate roles for designing the information security process.
e Assign tasks and areas of responsibilities to the roles.
e Stipulate the human resources required for the roles.
e Document the IS organization.
¢ Integrate information security management into the generic processes.
¢ Take into account the involvement of external experts.

The concrete structure of the IS organization must be clarified and the tasks, responsi-
bilities, and competencies within this IS organization must be defined. Chapter 4 of BSI
Standard 200-2 describes this in detail. The question as to where the ISO or ISOs are
anchored organizationally is also important and depends on the size of the institution.
BSI Standard 200-2 recommends that the position of the main ISO is assigned directly to
the top management level and advises against locating the I1SO in the IT department, as
this can lead to a conflict of roles [17].

In this context, in our opinion, combining the roles of ISO and DSO is not advisable, even
if there are thematic overlaps. The DSO’s focus and control are directed toward personal
data and compliance with the right to informational self-determination (see chapter 5.4),
while the ISO wants to ensure the protection of all information and the entire security
process. Conflicts can arise here: for example, differing opinions about the scope and
extent of logging. BSI Standard 200-2 also problematizes possible conflicts of interest if
the tasks of the DSO are transferred to people who already have other roles [17]. We
think it is appropriate that within an institution the two functions should be carried out
by different people performing a list of tasks at an appropriate skill level, while also work-
ing in close cooperation with one another.

Furthermore, in the organizational phase of the security process, the documentation
before and during the security process becomes relevant. The documentation should be
meaningful and comprehensible, while at the same time remaining within an appropri-
ate framework. BSI Standard 200-2 envisages the following action points.

Action point for the classification of information [17:46, 5.1]:
¢ Create a classification scheme to enable the correct, uncomplicated, and clear classi-
fication of information.

The action points on information flow in the information security process [17:50, 5.2]:
¢ Document basic specifications on information flow and reporting routes for infor-
mation security process and present this policy to management for approval.
¢ Inform management of the results of checks and the status of the information
security process.
e If required, obtain decisions on the necessary corrective measures.



e Document all sub-aspects of the whole information security process clearly and keep
the documentation up to date.

e Assess the quality of the documentation and, if necessary, improve or update it.

e Keep reporting routes that relate to the information security process up to date.

¢ Find synergies between the information security process and other management pro-

cesses.

As already mentioned, the updated (“modernized”) IT-Grundschutz offers three options
in the phase in which a security concept is created (see fig. 2). In this book, we clarify the
procedure for standard protection, which is summarized in fig. 8 based on BSI Standard
200-2 [17:63].

The holistic approach of IT-Grundschutz can already be seen in the definition of the
scope, because it is based on the business processes, organization, infrastructure, IT
structure, and employees involved. We will deal with the individual steps in the process,
from structural analysis and the determination of protection requirements and modeling
through to the IT-Grundschutz checks 1 and 2—including risk analysis and the implemen-
tation of the measures where applicable—with a software-based step-by-step tutorial in

chapter 3.
Specification of the Structure Analysis
Scope: Analysis of the Status Quo
Organization S s = : ==
Protection Requirements <
Infrastructure PR v
T Systems naﬁo e Status Quo !— %
Applications Modelling §
Employees Selection and Adaption of Requirements o
. N . N . N . N ¥
IT-Grundschutz Check (Part 1) a
Status of the Requirements Q
i = -
Risk =
Analysis 2
N B ;H’
Consolidation °
(o]
i = i 8 § 8 i B 3
IT-Grundschutz Check (Part 2) E
Status of the Requirements =
R R R i N
Implementation of Safeguards H

Fig. 8 Drawing up of the security concept for standard protection based on BSI Standard 200-2 [17]: step-
by-step creation of the security concept of an information domain. Image source [17:63] improved
for part 2.
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The individual action points of BSI Standard 200-2 in the phase of creating a security
concept according to the standard protection procedure are as follows:

Action points for reducing complexity through the formation of groups [17:67, 8.1.1]
e Form groups of similar objects for all sub-tasks in the structural analysis.
¢ Note the type and number of each of the grouped objects.

Action points for recording the business processes and related information [17:68,
8.1.2]

¢ Draw up a summary of the business processes.

¢ Label the business processes with unique numbers or codes.

¢ Show the correlation between business processes and applications.

Action points for registering the applications and related information [17:71, 8.1.3]

¢ Find out the applications required for the business processes under consideration by
involving the people responsible for the applications and/or their users.

e Draw up a list of the applications and label them with unique numbers or codes.

Action points for determining a network plan for the information domain [17:73, 8.1.4]

e Examine existing graphical depictions of the network—e.g., the network topology
plans.

e Update or produce network plans as necessary.

¢ Examine existing additional information on the IT, ICS, and loT systems involved and
update and improve them as necessary.

e Examine existing additional information on the communication links involved and up-
date and improve them as necessary.

Action points for listing IT, ICS systems, and other devices [17:77,8.1.5,8.1.6 and 8.1.7]

e Check whether existing databases or summaries of the existing or planned IT, ICS sys-
tems, and other devices are appropriate as the basis for other procedures.

* Produce or update and improve list of networked and stand-alone IT systems, loT,
and ICS devices.

e Assign IT, ICS, loT systems or system groups unique names or codes.

e Assign the applications to the IT, ICS, and loT systems (servers, clients, network
switching elements, etc.) required for execution.

Action points for inventorying the physical space [17:78, 8.1.8]

¢ Produce aninventory of all the properties, buildings, and rooms listed when acquiring
the IT, ICS, and loT systems.

¢ Add in other rooms in which sensitive information is stored or otherwise processed.



After completing the structural analysis, the institution must specify the protection cat-
egories normal, high, and very high, depending on the organization. In order to deter-
mine the appropriate protection need categories for the business processes of an insti-
tution, supporting applications, IT systems, and communication links, as well as its phys-
ical premises, BSI Standard 200-2 [17:79] recommends the use of the following six typical
damage scenarios:

¢ violation of laws, regulations, or contracts

e impairment of the right to informational self-determination

e impairment of the physical integrity of a person

e impairment of the ability to perform tasks

* negative internal or external effects

¢ financial consequences.

Action points for defining the protection need categories [17:82, 8.2.1]
e Consider typical damage scenarios for defining protection need categories.
¢ Define “normal,” “high,” and “very high” protection requirements categories, or
adapt them to the individual organization.

Action points for determining the protection needs for business processes and applica-
tions [17:85, 8.2.3]
e Define the protection needs of the acquired business processes and applications
using the damage scenarios and lists of questions.
e Document the protection needs of the business processes and applications and
their corresponding rationales in tables.

Action points for defining the protection needs for IT, ICS systems, and other devices
[17:89, 8.2.4,8.2.5 and 8.2.6]
e Determine protection needs of the IT, ICS systems, and other devices on the basis
of the protection needs of the business processes and applications.
e Consider dependencies, the maximum principle, and, if necessary, cumulative or
distribution effects.
e Document the results for confidentiality, integrity, and availability as well as the
rationales for each system (group).

Within this procedure, the following three principles relating to the three basic values
of IS—confidentiality, integrity, and availability—must be considered:
e The maximum principle means that the damage or the sum of the damage with the
most serious effects determines the protection needs of, for example, an IT system
[see 17:85].
e The cumulative effect, on the other hand, means that processing several applica-
tions with smaller levels of individual damage on one IT system can cause a higher
level of damage overall [see 17:86].
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e The distribution effect is the opposite effect and can occur if, for example, only in-
significant parts of an application run on one IT system, so that the application’s
high need for protection is not transferred to the system, particularly if correspond-
ing safeguards are implemented [see 17:86].

Parallel considerations must also be taken into account in the action points for defining
the protection needs for physical spaces [17:90, 8.2.7]:
¢ Infer the protection needs of the physical spaces from the protection needs of the
business processes, applications and IT systems, ICS, and other devices.
e Consider dependencies, the maximum principle, and, if necessary, the cumulative
effect.
e Document results and rationales clearly.

Action points for defining the protection needs for communication links [17:92, 8.2.8]
e Acquire external connections and document them in tabular or diagrammatic form.
¢ |dentify connections that are used to transfer critical information.

e Document all critical communication links in tabular or diagrammatic form.

The action points for conclusions drawn from the results of the protection needs assess-
ment [17:94, 8.2.9] complete this documentation:
¢ Check whether objects with increased security requirements can be concentrated
in secure zones.
e Earmark objects with increased security requirements for risk analysis.

The structural analysis and determination of specific protection needs provide all the
necessary data for the information domain in question. The next step is the so-called
modeling of the information domain (see fig. 8). IT-Grundschutz protection involves se-
lecting the necessary modules and making decisions on the measures required. The ele-
mentary threats are also referenced in the individual IT-Grundschutz modules. These
constitute the first stage in a simplified risk analysis for typical information processing
environments in order to ensure an appropriate level of IS for the institution.

As BSI Standard 200-2 says, “This list of threats is part of the first level of the sim-
plified risk analysis for typical environments of information processing and represents
the basis on which the BSI compiled specific requirements for ensuring an appropriate
level of information security in an organization. The advantage of this is that the users
are not required to use costly or further analyses for typical application cases in order to
achieve the security level required for normal protection needs. Instead, it is sufficient
to identify the modules relevant for the business processes under consideration and
their required resources, and to rigorously and completely fulfil the requirements rec-
ommended there.” [17:95].



Action points for modeling an information domain [17:104, 8.3]

e Work through the Section Layer model and modeling in the IT-Grundschutz Com-
pendium systematically.

e Determine the target objects in the information domain under review to which each
module in the IT-Grundschutz Compendium is to be applied.

e Document the assignment of modules to target objects (“IT-Grundschutz model”)
and the relevant contact people.

e Note target objects for a risk analysis that cannot be modeled appropriately.

e Determine an order for implementing the modules.

e Carefully read the security requirements of the identified modules and determine
relevant security safeguards on this basis.

The next step is the so-called IT-Grundschutz check (1), a target-performance compari-
son, which consists of the following action points:

Action points for the organizational preliminary work for the IT-Grundschutz check
[17:106, 8.4.1]

¢ Examine internal documents to identify responsibilities and rules and clarify who is

responsible for these documents.

¢ Determine to what extent external assistance is required.

¢ Stipulate main contact person for all the modules used in the modeling.

e Agree appointments for interviews.

¢ Assemble team for interviews.

Action points for carrying out the target-performance comparison and performing gap
analysis [17: 107, 8.4.2]

e Prepare checklists in advance for each specialized area.

e Explain the objective of the IT-Grundschutz check to the interview partners.

e Ask for the implementation status of the individual requirements.

e Verify answers using samples in situ.

¢ Inform the interviewee of the results.

Action points for the documentation of the results [17:108, 8.4.3]
¢ Acquire master information for every target object.
¢ Document information on the IT-Grundschutz check and its implementation status.
¢ Include fields or placeholders for implementation planning.

This is followed in BSI Standard 200-2 procedure by the treatment of risk analysis, which
is summarized as a complete process (risk management) and detailed in BSI Standard
200-3 on the basis of IT-Grundschutz. However, a risk assessment for areas with normal
protection needs and typical hazards is implicitly carried out when the IT-Grundschutz
modules are applied.
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With the modeling and use of the implementation instructions of the IT-Grundschutz,
this implicit risk assessment is included in the security concept of an information domain.
The advantage for users of IT-Grundschutz is that they do not have to carry out any fur-
ther individual threat and vulnerability analysis for a large part of the information do-
main [see 17:109]. However, such an explicit risk analysis must be carried out, for exam-
ple, if the information domain contains target objects that
¢ have high or very high protection needs in at least one of the three basic areas of
confidentiality, integrity, or availability, or
e cannot be adequately modeled with the existing IT-Grundschutz modules, or
e are operated in application scenarios that are not provided for in the context of IT-
Grundschutz [17:109].

In practice, the question often arises as to whether such an explicit and complex risk
analysis should be carried out immediately after the IT-Grundschutz check (part 1; see
fig. 8) or only after the full implementation of security measures for normal protection.
BSI Standard 200-2 summarizes the advantages and disadvantages of these alternative
sequences [17:111]. Ultimately, this must be decided by each institution according to its
overall framework, security risk management, and the type of information domain se-
lected. The ISO once again has the role of central communication and coordination.
Moreover, the institution is free to use another established method—outside of BSI
Standard 200-3—for the analysis of information risks.

BSI Standard 200-2 describes the following action points for risk analysis [17:111, 8.5]:

e Document the basic procedure of the organization for the performance of risk anal-
yses and present this policy to management for approval.

e Determine the target objects or groups of target objects for which a risk analysis
should be performed.

e Systematically work through BSI Standard 200-3 risk analysis based on IT-Grund-
schutz.

e Integrate the results of the risk analyses into the security concept.

According to fig. 8, the implementation of the selected security measures still needs to
be planned, carried out, supervised, and monitored. It should be noted that only limited
resources are available for the implementation of the measures in the institution, so that
it is important to choose the most efficient means of implementation.

There are often different ways to meet the security requirements with suitable technical-
organizational measures (TOM). However, implementation instructions with practical
recommendations are already in place for the IT-Grundschutz modules. In any case, man-
agement must be kept informed of the outcomes of the security investigation and make
relevant decisions regarding safety requirements and the TOM and its alternatives.



ISOs usually have to raise awareness at the management level. To do this, they can list
security needs and requirements that have not been met or where deficiencies have
been noted, identify specific threats from the IT-Grundschutz modules, or use the cross-
reference tables. These provide an overview for each IT-Grundschutz module, including
information about which requirements work against which elementary threats, making
it possible for residual risks to be listed [see 17:114]. “The residual risk relating to any
chance or wilful threats should be described clearly and presented to the management
level for a decision. The remaining steps can only occur after management has decided
that the residual risk is acceptable, as they must bear responsibility for the conse-
quences.” [17:114].

The management must decide on the budget for the measures. After that, the order of
implementation must be determined and a binding decision made about who will imple-
ment which measures by when and report on them after completion. Typically, the im-
plementation work will be reported to the ISO as the central coordination point. Accord-
ing to BSI Standard 200-2, ISOs must be continuously informed about the progress and
results of implementation. They regularly inform management about the associated re-
duction in existing risks. The implementation plan should contain the following infor-
mation at a minimum [17-116]:
e description of the target object as operational environment
e number and/or title of the module in question
e title and/or description of the requirement to be fulfilled
e description of the safeguard to be implemented and/or reference to the descrip-
tion in the security concept
e implementation scheduling, budget planning—e.g., for provisioning and operat-
ing costs of components
e persons responsible for implementation of the safeguards.

Action points for implementing the security concept [17-117, 9]

e Summarize missing or only partially implemented IT-Grundschutz requirements
as well as additional security safeguards in a table.

e Consolidate security safeguards—i.e., delete unnecessary safeguards, adapt
general safeguards to the particular situation, and check all safeguards for suit-
ability.

¢ Determine one-off and repeat costs and expenses for the safeguards that are to
be implemented.

e Determine replacement safeguards for those that cannot be financed or pro-
vided.

e Take decisions on which resources are to be used to implement the safeguards.

e If necessary, highlight residual risk and obtain decision on this from manage-
ment.
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e Specify, provide rationale for, and document order in which safeguards are to be
implemented.

e Stipulate implementation deadlines and assign responsibilities.

e Monitor implementation and adherence to deadlines.

e Train and raise awareness of affected employees.

It is still necessary thereafter to ensure the maintenance and continuous improvement
of an institution’s IS: to achieve this, a success control and evaluation of the IS process
should take place at management level. For this purpose, ISOs must clearly sample the
relevant information. The effectiveness of an institution’s ISMS can be assessed using
(well-chosen) key figures or a so-called maturity model. In addition, after the introduc-
tion of new security measures, the ISO should check whether there is the necessary ac-
ceptance of them among employees. The causes of any lack of acceptance must be
worked out and eliminated as per BSI Standard 200-2. For this purpose, awareness and
training concepts need to be designed, implemented, and evaluated (see chapter 4).
Overall, “the task of the ISO is to collect and process such information and to edit [it] for

the management level in a brief and clear manner.” [17: 118].

It is also important that the information security strategy should make key statements
on measuring the achievement of objectives. At the very least, according to BSI Standard
200-2, it is necessary to define [17:118]
¢ which objectives are monitored or measured in which form (WHAT),
e who is responsible for monitoring or measuring the items previously specified
(WHO), and
e when and how often the results are to be evaluated (WHEN).
A maturity model can help to clearly document the temporal development of the insti-
tutional ISMS without providing too many details about individual protective measures.
BSI Standard 200-2 contains the following maturity assessment of an ISMS [17: 119]:
e Maturity level 0: There is no ISMS and there are no plans for establishing an
ISMS.
e Maturity level 1: An ISMS is planned but not established.
e Maturity level 2: An ISMS is partially established.
e Maturity level 3: An ISMS is fully established and documented.
e Maturity level 4: In addition to maturity level 3, the ISMS is checked regularly for
effectiveness.
e Maturity level 5: In addition to maturity level 4, the ISMS is improved on a regular
basis.
However, it should be noted that the assessment of the maturity level of an ISMS can be
multidimensional and quite complex if all the aspects are considered, based on the layer
model of the IT-Grundschutz Compendium (see fig. 6).



According to BSI Standard 200-2, the relevant action points for maintaining and contin-

uously improving information security are as follows [17:123, 10]:

Record the organization’s basic approach to checking and improving the infor-
mation security process in a policy document and present this to management for
approval.

Integrate measurement of the degree to which objectives have been achieved into
the security strategy.

Check adherence to the implementation plan.

Check implementation of the safeguards agreed.

Check the effectiveness and efficiency of the safeguards agreed.

Check whether the security safeguards have been accepted, and improve if neces-
sary.

Consider any conflict of roles between creator and auditor.

Ensure confidentiality of the examination results.

Check suitability and currency of security objectives, strategies, and concept.
Check appropriateness of resources provided and the cost-effectiveness of the se-
curity strategy and security safeguards.

Allow the results of checks to flow into improvements in the information security

process.

If an institution is looking for certification, the action points on ISO 27001 certification
based on IT-Grundschutz are as follows [17:124-125, 11]:

Read information on the scheme for ISO 27001 certification on the basis of IT-
Grundschutz.

Check whether work regarding information security should be made transparent by
means of an ISO 27001 certificate on the basis of IT-Grundschutz.

If necessary, check whether the information security management and the security
status meet the relevant requirements.

If necessary, initiate the certification process.

BSI Standard 200-3: Risk analysis based on IT-Grundschutz

The risk analysis based on IT-Grundschutz as specified by BSI Standard 200-3 covers all

risk management—i.e., the entire process of identifying, assessing, evaluating, and ad-

dressing risks. According to the relevant literature and international I1SO/IEC 27005

standard, the term risk analysis usually denotes just one step in the context of risk man-

agement. Fig. 9 shows a general outline of the process loop for risk management. Its

components are risk identification, risk assessment, risk analysis, risk treatment, and risk

documentation.
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Risk
identification

Risk Risk
documentation assessment

Risk Risk

treatment analysis

Fig. 9 General process outline for risk management.

Since risks change over time or may arise from a change in tasks, risk management must
be constantly reviewed.

According to BSI Standard 200-3 [18:6], the first step involves risk identification through
examination of the forty-seven elementary threats summarized in the standard or IT-
Grundschutz Compendium (see fig. 6 and table 2). If necessary, additional threats need
to be identified that may arise from the institution’s specific business process and oper-
ational scenario. In particular, the BSI’s elaboration and description of the elementary
threats based on IT-Grundschutz should lead to the efficient implementation of risk man-
agement with regard to the three basic values of IS. In order to ensure confidentiality,
integrity, and availability, the BSI shows which basic value is directly affected by which
elementary threat, as indicated in table 2 (right column). The second step based on BSI
Standard 200-3 [18:6-7] is to undertake risk classification, which consists of two compo-
nents: risk assessment and risk evaluation. Risk assessment means determining the fre-
qguency of occurrence and the extent of any damage. Risk evaluation means determining
the risk category. In distinction to fig. 9, this is a summary of the risk assessment and
actual risk analysis. In the new German standard version of ISO/IEC 27005, risk identifi-
cation, risk assessment, and risk analysis are jointly referred to as risk judgment [11:41].
So, the terminology for risk management is not really consistent.



Elementary threats according to BSI IT-Grundschutz Core values
GO0.1 Fire A
GO0.2 Unfavorable environmental conditions I, A
GO0.3 Water I, A
G0.4 Soiling, dust, corrosion I, A
GO0.5 Natural catastrophes A

G 0.6 Catastrophes in the environment A
GO0.7 Major events in the environment C I A
GO0.8 Disruption or malfunction of power supply I, A
GO0.9 Failure or malfunction of communication networks I, A
G0.10 Failure or malfunction of supply networks A
GO0.11 Failure or malfunction of service providers C Il A
G0.12 Electromagnetic interference I, A
G0.13 Interception of compromising radiation C
G0.14 Espionage C
G0.15 Line tapping C
G0.16 Theft of devices, data media, and documents C A
G0.17 Loss of devices, data media, and documents C A
G0.18 Poor planning or lack of adjustment Gl A
G0.19 Disclosure of information that should be protected C
G0.20 Information from unreliable sources ClA
G0.21 Manipulation of hardware or software Gl A
G 0.22 Manipulation of information I
G0.23 Unauthorized entry into IT systems (on
G0.24 Destruction of devices or data media A
G0.25 Failure of devices or systems A
G0.26 Malfunctions of devices or systems Gl A
G0.27 Lack of resources A

G 0.28 Software vulnerabilities or errors Gl A
G0.29 Violation of laws or contracts C Il A
G 0.30 Unauthorized use or administration of devices and systems ClA
G0.31 Incorrect use or administration of devices and systems Gl A
G0.32 Misuse of authorizations ClA
G0.33 Loss of personnel A
G0.34 Attack Gl A
G0.35 Coercion, extortion, or corruption Gl A
G 0.36 Identity theft ClA
G0.37 Repudiation of actions (o]

G 0.38 Misuse of personal data C
G0.39 Malware Gl A
G 0.40 Denial of services A
G041 Sabotage A
G0.42 Social engineering (on
G043 Importing messages C I
G0.44 Unauthorized entry into rooms Cl A
G0.45 Loss of data A

G 0.46 Loss of integrity of information that should be protected |
G0.47 Harmful side effects C Il A

Tab. 2 Overview of the elementary threats with the relevant affected core values of BSI Standard 200-3
[18:12]. The main values affected in the right column are abbreviated to the English terms: C for

confidentiality, | for integrity, and A for availability.
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In general, risks have two sides to them, relating to cause, usually connected with a prob-
ability of occurrence, and damage, the extent of which needs to be assessed. On the
causal side, the measures used should ultimately lead to the avoidance of such causes.
Measures used on the damage side should lead to a reduction in the negative effects of
such damage. These two sides form the so-called risk matrix, which the updated BSI
Standard 200-3 has now adopted in four stages (see fig. 10). The task of the institution
is therefore to specify the categories of occurrence frequency rarely, medium, frequently
(called “often” in fig. 10), and very frequently (called “very often” in fig. 10) for the causes.
The BSI standard makes suggestions for this [18:21]. Likewise, the damage categories
need to be defined for the institution and the operational scenario: negligible, limited,
significant, and life-threatening (i.e., threatening the existence of the organization).
However, the explanations for the damage categories given in the standard are too gen-
eral (see [18:21-22]).

Potential Damage

»>

life-

threatening mediurm high very high | very high

significant | | medium medium high very high

negligible low

rarely medium often very often
Fig. 10  Matrix for classifying risks as per BSI Standard 200-3 [18:22].

medium high

_ Frequency of
" Occurence

The risk categories specifed in BSI Standard 200-3 [18:22] (see fig. 10) have the following
meaning:

e [ow: The security measures implemented or envisaged in the security concept offer
sufficient protection and can therefore be accepted in practice, although these
threats should still be monitored.

e Medium: The security safeguards already implemented or at least envisaged might
not be sufficient.



* High: The security measures implemented or envisaged do not provide adequate
protection against a particular threat.

e Very high: The security safeguards implemented or envisaged in the security
concept do not provide adequate protection against a particular threat and can-
not be accepted in practice.

The third step of the IT-Grundschutz risk analysis is risk treatment [18:7], for which the
following four strategies are listed in BSI Standard 200-3 [18:27]:
e Risk avoidance—if the cause of the risk is excluded
e Risk reduction—using security measures that qualify the classification (reduce
the risk catagories)
e Risk transfer—transferring risks to other parties
e Risk acceptance—if the risks can be lived with and there are opportunities to be
grasped.

The BSI standard emphasizes that the next step in this risk treatment strategy differs
considerably from organization to organization [18:22], and no general recommendation
can be made for all institutions. The strategy must take into account many individual
aspects of the institution as a whole, and the institution has to make specific decisions.
Management will have different risk preferences and a different level of risk acceptance.
BSI Standard 200-3 speaks of “risk appetite” within the individual organization [18:23].
Chapter 6 of the standard covers the risk treatment options by asking a number of ques-
tions, and chapter 9 explains them using various practical examples.

The final step, according to fig. 9, is risk documentation. This fourth step according to IT-
Grundschutz involves the consolidation of the security concept (see also fig. 8). In prac-
tice, this is usually the integration of additional safeguards in the security concept. Based
on the risk management, the security measures for each target object in the information
network are checked based on the following criteria:

e Suitability of the security measures to prevent threats

¢ Interaction of security measures

e Ease of use of security measures

e Appropriateness and quality assurance of the security measures

e Integration into the existing security concept of the requirements ascertained

from risk management.

After applying this procedure based on BSI Standard 200-3, we can return to BSI Standard
200-2 and continue the IT-Grundschutz methodology (see fig. 8):
e |T baseline protection check (IT-Grundschutz check part 2)
¢ Implementation of all safeguards within the security concept
e Review of IS process at all levels and flow of information in the entire IS process
e |SO 27001 certification (where applicable) based on IT-Grundschutz.
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It should be noted that the BSI provides an online course (in German only) on information
security, in which every step of the IT-Grundschutz training is explained [19]. Lesson 7.7

[19] is part of the subject matter discussed here.

BSI Standard 100-4

BSI Standard 100-4 for business continuity management, which has not yet been com-
pletely updated, is described in chapter 6 of this book.

Implementation and training exercises

ISOs in Germany, especially in public administrations, must know and understand the BSI
standards. The many practical tips and explanatory examples can also be a great help for
ISOs in other countries. Therefore, appropriate further training should enable partici-
pants to work actively with these standards. BSI Standards 200-x should be worked
through by participants to enable them to exchange implementation ideas. This means
that there are questions or prompts that require participants to read the BSI standards
in more detail to answer them.

Examples of questions for BSI Standard 200-1:

¢ Explain the four components of an ISMS.

¢ What are the tasks and duties of the top management when setting up an ISMS?

¢ What does “management responsibility” mean in the security process?

¢ What should the exchange of information and reporting look like?

e Give reasons why security should be an integral part of planning, designing, and
operating business processes and information processing.

e List the most important success factors crucial to building an ISMS.

¢ Why s it often difficult in practice to establish an appropriate and adequate level of
security and to maintain it over the long term?

e Whatis an institution’s IS guideline? What does IS revision mean?

¢ How can a security level, once it has been achieved, be maintained and improved
over the long term?

e Canyou give a brief explanation of BSI Standard 200-1 to your management?

¢ Canyou explain the life cycle of the security concept to your management?

With regard to BSI Standard 200-2, ISOs should be able, at a minimum, to deal with the
following questions or requests for clarification:
¢ What does BSI Standard 200-2 actually represent?

e What is the structure of the information security organization in your institution?



e What is the ideal structure of the information security organization for a large insti-
tution? What adjustments in the ideal structure of the information security organi-

zation should be made for a medium-sized or a small institution?

The six damage scenarios specified—along with explanations—in the appendix to BSI
Standard 200-2 can be optimally used for an awareness-raising exercise. We created the
scenarios in the form of cards along with some examples (see example in German in fig.
11, top). Likewise, the three basic IS values are indicated on the cards using symbols. The
three categories covering the possible protection needs are also shown on the cards,
which are assigned with magnets on a board (see fig. 11, bottom). First, all six damage
scenarios are discussed and attached to the board. The selected examples are then dis-
tributed to the participants with the request that they read the particular example out
loud, before deciding which damage scenario it can be assigned to—followed by an ex-
planation of their decision. Once all the examples have been assigned, participants dis-
cuss which particular basic value is primarily involved.

\.fer'crnull:hk':it

Fig. 11 The appendix of BSI Standard 200-2 as a card set for an experience-oriented learning scenario geared
to the game-based learning (GBL) method (here in German, although you can create something sim-
ilar with the English version of the standard).

Fig. 12 An intermediate result of the experience-oriented learning scenario for BSI Standard 200-2 produced
by participants in an ISO training course (here in German, although you can create something similar
with the English version of the standard).
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The participants receive the cards with the three basic IS values and should assign them
to the different examples while justifying their choices (see fig. 12). Ultimately, the par-
ticipants understand in a playful way that, according to IT-Grundschutz, all the target
objects in the information domain must be checked for these three basic values. The last
phase in the experience-based learning scenario is the discussion and assignment of the
protection needs categories. Here, too, the exchange of experience between the partic-
ipants is an important element of awareness raising, because at the beginning the cate-
gories high and very high are often assigned too thoughtlessly. A look at BSI Standard
200-2 leads to the internal definition of the three protection requirement categories.
This discussion can best clarify the original importance of IT-Grundschutz as a means to
secure a (normal) standard level of protection. With regard to the modernization of IT-
Grundschutz, the discussion also expands the focus on the lower basic security level and
on higher levels of risk (core security protection).

Since the IS guideline is a central document in the security process, and the top manage-
ment of an institution needs to express to employees the importance of IS, intensive
exercises are a useful way to convey the level to be striven for and the mandatory prin-
ciples of IS. Such guidelines for IS must deal with the specific structure and scope of the
institution by posing a variety of questions, which can be used as part of the training.
Moreover, there are many public examples of specific guidelines on the World Wide Web
(WWW). According to BSI Standard 200-2, the institution’s trained IS management team
is responsible for the development, review, and revision of such a security guideline [17].
An ISO coordinates the draft guidelines and submits them to the top management of an
institution for approval. The final version officially comes into force when the top man-
agement approves it.

Questions in the exercise to guide participants in creating an IS policy for their institution
might include the following:

e Whatis an IS policy according to BSI Standard 200-2?

e What s the IS policy in your institution (scope, content)?

e What is the level of awareness vis-a-vis the IS policy in your institution?

e How easily can you find your institution’s policy?

¢ How often and why should an IS policy be reviewed and improved?

e Suppose your institution has had an IS policy for years. What changes should be
made to an existing policy if its scope is to be extended to the use of mobile IT sys-
tems?

e What does the definition section of an IS policy contain, and what is found in the
analysis and regulatory sections?

e Why should the policy of an institution be officially reaffirmed after a change? And
what does this mean in practice?

e BSI Standard 200-2 speaks of the establishment of a development group to help ge-
nerate the security guideline if the ISM is just being set up and no IS team exists.



¢ Who should be a member of this kind of development group, and who specifically
would that be in your institution?

For BSI Standard 200-3, we have designed the following interactive exercise for partici-
pants (fig. 13): on the board, a risk matrix is drawn with the four categories for each of
the two dimensions (damage and frequency of occurrence). All the people involved agree
on a specific information domain for the exercise. The total of forty-seven elementary
threats are noted on cards, and these are distributed in full or as a selection to all partic-
ipants. One person begins by reading a threat out loud. Afterwards, the group discusses
where this threat should be located in the matrix, and the card is then put there. This
procedure is repeated for all the BSI Standard 200-3 elementary threats that have been
distributed, so that each of the participants is actively involved as well. Our experience
shows that the moderator in the discussion between the participants should refer to the
descriptions defined in the standard [18]. For example, in assessing the amount of dam-
age, the four categories are negligible, limited, significant/considerable, and threatening
the existence of the organization, whereby the difference between limited and consider-
able is a matter of some controversy. BSI Standard 200-3 [18] defines the frequency of
occurrence as follows:

e Rarely (the event could occur every five years at most)

e Medium (the event occurs once every five years to once a year)

e frequently (the event occurs once a year to once a month)

e Very frequently (the event occurs several times a month).
In the next step, participants can discuss additional threats. In our experience, there are
very few additions.

@ | e \l
e ;'"-:':', (= !'bz{‘l‘}g ).

Fig. 13  Anintermediate result for the exercise risk matrix using the elementary threats as per BSI Standard
200-3 and a selected defined information domain (here in German, although you can create some-
thing similar with the English version of the standard).
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Test yourself with the following questions and comments on chapter 2.2:

e Whatroles do you need for the design of the information security process, and what
tasks and areas of responsibility can be assigned to these roles?

e How should the reporting system for the IS process be structured?

¢ Name the sequence of steps for the standard protection of IT-Grundschutz.

e What does basic protection in the updated (“modernized”) IT-Grundschutz mean?

e What does core security in the updated IT-Grundschutz mean?

e What needs to be specifically defined and by whom during the structural analysis?

e What does the “normal” protection need category mean according to IT-Grund-
schutz?

e What do the protection need categories “high” or “very high” mean and what are
the consequences?

e What tasks are to be done specifically, and by whom, when determining protection
needs?

e What does the term modeling mean in the IT-Grundschutz approach?

e What is actually done in an IT-Grundschutz check?

e What does gradual implementation of the security concept in IT-Grundschutz
mean?

Space for your personal comments

Personal checklist:

Personal ideas:

Personal summary:

Advantages and disadvantages:



2.3 The BSI IT-Grundschutz Compendium

According to the BSI, the IT-Grundschutz Compendium is the key IT-Grundschutz publi-
cation, which, together with the BSI standards, deals extensively with the topic of IS [20].
As shown in fig. 6, the compendium consists primarily of the IT-Grundschutz modules,
which in turn deal with a specific security topic and its requirements in context. All IT-
Grundschutz modules have a uniform structure: first, the relevant threats to the security
topic are explained, and then the important security requirements are broken down into
basic, standard, and core security for an institution.

The total of ten IT-Grundschutz modules are divided into the two categories process and
system modules according to fig. 6. The BSI also speaks of the division into ten different
layers, which range thematically from applications (APP) through industrial IT (IND) to
security management (ISMS) [20]. The IT-Grundschutz Compendium is continuously up-
dated. It is published in a new edition every February and can be downloaded as a PDF
from the BSI website.

In addition to the IT-Grundschutz modules, suitable implementation instructions are also
published (in German), which describe in detail how the requirements of the modules
are met and how individual measures can be implemented. Proper implementation in-
structions do not as yet exist for all the modernized modules. Further implementation
information will be added and published. The modules already include a risk assessment
for areas with “normal” (standard) protection needs, and their requirements reflect the
current state of the art.

In the following chapters of this book, we will repeatedly refer to these IT-Grundschutz
components and the implementation instructions of the IT-Grundschutz Compendium
when dealing with the individual security concept and security issues. At this point, we
would like to show just one example that fits directly within the previous chapters: the
ISMS Security Management process module [21] and its implementation notes (still in
the 2019 edition and in German) [22]. This deals with the following content [22]:
1 Description
1.1 Introduction
1.2 Objective
1.3 Delimitation and modeling
2 Threat situation
2.1 Lack of personal responsibility in the security process
2.2 Lack of management support
2.3 Inadequate strategic and conceptual requirements
2.4 Inadequate or misguided investments
2.5 Inadequate enforceability of security measures and guidelines
2.6 Failure to update the security process
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2.7 Violation of legal regulations and contractual agreements

2.8 Disruption of business processes caused by security incidents

2.9 Inefficient use of resources due to inadequate security management
3 Requirements

3.1 Basic protection requirements

3.2 Standard protection requirements

3.3 Requirements for increased protection needs
4 Further information
5 Appendix: Cross-reference table for elementary threats.

We can connect the following requirements with fig. 1 and table 1. Basic protection

o I

yields the following requirements, which MUST be prioritized for security management
[22] [23]:

ISMS.1.A1 Assumption of overall responsibility for IS by the management level
[institutional management] (B)

ISMS.1.A2 Definition of security goals and strategy [institutional management]
(B)

ISMS.1.A3 Creation of a policy on information security [institutional manage-
ment] (B); in practice, this is often delegated to the ISO, but adoption of the pol-
icy must be the responsibility of the top management of an institution
ISMS.1.A4 Appointment of an information security officer [institutional manage-
ment] (B)

ISMS.1.A5 Drafting of contract when appointing an external 1SO [institutional
management] (B)

ISMS.1.A6 Establishment of a suitable organizational structure for IS [institu-
tional management] (B)

ISMS.1.A7 Definition of security measures (B)

ISMS.1.A8 Integration of employees in the security process [line manager] (B)
ISMS.1.A9 Integration of information security in organizational procedures and
processes [institutional management] (B).

Together with these basic protection requirements, the following additional require-

o e
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ments apply to the standard protection and SHOULD be implemented in line with IT-
Grundschutz [22] [23] (see also fig. 1 and table 1):

ISMS.1.A10 Creation of a security concept (S)

ISMS.1.A11 Maintenance of information security (S)

ISMS.1.A12 Management reports on information security [institutional manage-
ment] (S)

ISMS.1.A13 Documentation of the security process (S)

ISMS.1.A14 Awareness raising on information security (S)

ISMS.1.A15 Economic use of resources for information security (S).



We would like to note that an institution should, in principle, apply all of the IT-Grund-
schutz modules relevant to the specific situation. To facilitate a seamless implementation
sequence, the BSI has marked all modules with R1, R2, or R3. Ultimately it is up to the
institution itself which order it chooses. However, the BSI gives the following recommen-
dations to indicate the significance of Rx [23]:
¢ R1 modules should be implemented primarily because they form the basis of an
effective security process.
¢ R2 modules should be implemented next, as they are essential for sustainable
security in key parts of the information domain.
¢ R3 modules must also be implemented in order to achieve the desired level of
security. However, it is recommended that they are looked at one by one.

We can also recommend another work produced by the BSI: the checklist manual con-
taining all the test questions from the IT-Grundschutz Compendium relating to the effec-
tiveness of an established ISMS [24]. As Holger Schmidt from the BSI wrote in the preface
to the checklist manual, it is based “on the requirements that are described in the mod-
ules in the IT-Grundschutz Compendium. The checklists are a helpful addition for all users
who want to use IT-Grundschutz to get a realistic view of the status quo of information
security in their institution. The test aspects can be used to understand how high the
level of information security is in individual processes or systems, or where there is a
need for action.” [24].

s‘ﬂiﬁ%
::-{ o ISMS.1 Sicherheitsmanagement
L
Nummer: Erfasstam: Befragte Personen:
Bezeichnung: Erfasst durch: e
Standort: -
ISMS.1.A1 Ubernahme der Gesamtverantwortung fiir Informationssicherheit durch die Leitungsebene Basis
Umgesez Umseczang b re——— ‘Bemdr.ug«: Kosemschznmg
ISMS.1.A2 Festlegung der Sicherheitsziele und -strategie Basis
Umgesecz Umseczng bis Vermtwordich \mmgm Kosemschanng
ISMS.1.A3 Erstellung einer Leitlinie zur Informationssicherheit Basis
Umgeseiz |Lbsx:\:\;‘:|'s Vermwordich ‘ — Kosemtrznng
ISMS.1.A4 B g eines Infor i icherheitsbeauftragten Basis
Umgesez \\U:s eezng s [\'e:m'.wr'.li:h \Bem-.ngu Kosemchanng
Umgesezt?: ja / teilweise / nein ODER entbelrlich Seite 1 von 4

Fig. 14  Example of a BSI checklist for the ISMS module (page 1 of 4 in German) [25]. An important aspect
here is how the implementation is carried out. The categories are “yes,” “partially,” “no,” or “un-
necessary.”
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The checklists (currently in the 2019 edition, in German and without explanations) can
be downloaded as electronic files from the BSI website [25]. For the ISMS module ex-
plained above, the first page of this checklist from [25] is shown in fig. 14. These check-
lists are useful templates for the ISO and make their coordination, communication, and
recording work much easier. If the institution is striving for certification of its ISMS, these
checklists are an indispensable internal orientation before the actual inspection by the

I} -

external auditors of a certification body begins.

Implementation and training exercises

The compendium is very extensive. That is why only selected examples of practical exer-
cises are available. The checklists prove to be a very helpful tool for discussing the re-
quirements and practicing the procedure with participants.

We present a concrete tool-based exercise in the next chapter.

Space for your personal comments

Personal checklist:

o B

Personal ideas:
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Chapter 3

3 Tool-supported development of a security concept based on the IT-

Grundschutz approach to standard protection

3.1 Preparing and defining the scope (information domain)

As already noted in the introduction, we will use the standard protection approach in
this chapter to demonstrate the tool-based development of a security concept. For all
German authorities covered by the Federal Implementation Plan (UP Bund), this stand-
ard protection is a minimum requirement and is to be coordinated by the ISOs. For all
institutions that strive for an ISO/IEC 27001 certification based on IT-Grundschutz, the
standard protection approach is also mandatory, because certification only applies to
this and to the core protection approach. With the basic protection approach, an ISO/IEC
27001 certificate cannot be obtained. Regardless of whether the institution is striving for
such a certification or not, the first step is to determine the field of application for which
the IS concept is to be developed. In line with the IT-Grundschutz terminology, this is
called the information domain. We have already pointed out that the information do-
main does not necessarily have to encompass the entire institution from the start. In-
stead, you can start with a reasonably delimited, sufficiently large section and then grad-
ually expand it.

According to BSI Standard 200-2 [17], all the infrastructural, organizational, personnel,
and technical components that serve to fulfill business tasks and information processing
in a particular area must be taken into account when specifying the information domain
for the security concept that is being drawn up (see fig. 8, left). This may include certain
organizational units within an institution [17:63], although it can also relate to specific
business process and tasks and the infrastructure needed to support them. The compo-
nents covered by the IT-Grundschutz Compendium are part of the relevant information
domain [17:63]. For the standard protection approach, the organizational structure in-
volving the business processes, the infrastructure, the IT systems, the software applica-
tions, and the employees and other users must be taken into account as part of the in-
formation domain (see fig. 1 and table 1). Developing the security concept means that
the defined field of application is to be safeguarded by IS measures in accordance with
the associated modules from the IT-Grundschutz Compendium [22] [23] [24] [25]. Before
the security concept can be drawn up, the information about the business processes,
support, network plans, interfaces, etc., must be available and up to date.

Implementation and training exercises

The concrete steps for drawing up a security concept based on the IT-Grundschutz ap-
proach are explained in the following sections using a brief example selected from the
Research Group Scholl (in German, “Forschungsgruppe Scholl” or FS). So far, we have
only used this exercise in our German-language training courses and in university classes
taught exclusively in German.
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Location:

Building 100, room U13

OpenSim Server

Server OS: Windows 2012 R2

SAN network

Datenbase Server

TEDS Server

Server OS: Ubuntu 18 LTS
Applications: OPENSIM and  Applications: TEDS Datenbase
and TEDS Webserver

NextCloud Server
Server OS: Ubuntu 18 LTS
Applications: NextCloud
Datenbase and NextCloud
Webserver

I

SAN QNAP

Release (Freigabe) Server
Server OS: Windows 2012 R2
Applications: user shares

Building 100, room 122
18 APCs, OS: Windows 10

Exercise: Draw up of the

security concept

based on a small network

Fig. 15

Intranet Clients

APC Mrs. Prott

|
|
|
|
| Building 100, room 304
|
| 08: MacO$§ X
|

Building 100, room 106
Notebook Prof. Scholl
0OS: Windows 10

Building 100, room U03
Notebook Mr. Ehrlich,
0OS: Windows 10
Notebook Mr. Edich
0OS: MacOS X

Example exercise “information domain FS” [Research Group Scholl (in German, “Forschungsgruppe

Scholl” or FS)].



For this reason, we show the screenshots of the software used in the German version.
However, we think that English-speaking readers who download a free trial version of
the software will still be able to understand our example. Our exercise is small and man-
ageable to allow readers to build it independently themselves. We have structured this
exercise in a modular way for different target groups. Depending on the course, individ-
ual aspects can either be further expanded or reduced. Nonetheless, even our small ex-
ample illustrates that drawing up a security concept is a complex process.

Software is required for this exercise. The state administrations in both Berlin and Bran-
denburg have focused on the tool verinice, so that we are using this software for our
example. Verinice (version 1.20) can be downloaded in a free, open-source version (see
[26]) so that readers can follow our proposed exercise as described. The verinice tool
that is used offers a lot more options, settings, and system properties than we present
in this exercise. Our sole aim here is to indicate a practical approach to creating the se-
curity concept in line with BSI Standard 200-2 and fig. 16. Our exercise is not intended to
be a comprehensive tool-based training but should rather provide useful support in de-
vising the security concept. In a second part, we also give an example of tool-based risk
analysis, including consolidation of the security concept and the IT-Grundschutz check

(part 2; see fig. 8).

Specify information domain

We will explain the information domain FS, an example especially created for this exer-
cise, using the following network plan (fig. 15). This network plan, along with other ex-
ercise-relevant documents, is made available for readers in the book’s download area.
The information domain FS uses various software systems for its external and internal
projects. These applications are used by four members of the research group at their
office workstations and in the “Laboratory for Administrative Informatics.” The students
at TH Wildau also have access to some of the applications. A restriction applies that the
use of the various software products is only possible via the TH Wildau intranet. Apart
from the SAN network, the network infrastructure is completely operated and adminis-
tered by the university’s computer center (in German Hochschulrechenzentrum or HRZ)
at TH Wildau. The protection needs for the confidentiality, availability, and integrity
of the data are classified as normal. In the example, we define a high protection need for
the confidentiality of user folders and the intranet of the servers. The network plan (fig.
15) provides a simplified overview of the individual systems and their networking.

Below we show the sequence of steps for the tool-based development of the IS concept
for the information domain FS (see figs. 8 and 16):

e Perform a structural analysis and draft the results.

e Carry out a protection requirement assessment.
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¢ Model the information domain.

e Carry out a sample IT-Grundschutz check (part 1) only for the server room
¢ Plan the implementation of safeguards for the server room.

e Draw up an IT-Grundschutz report for the server room.

Specify information domain

Link of the master data

i T T S e r—

Protection requirements (determining protection needs)

Selection of requirements and adapting safeguards (modeling)
- Gathering the IT-Grundschutz modules Change the modules

Exercise example: server room

Realization planning

Create a report

Fig. 16  Model sequence of steps for the tool-based development of an IS concept based on the IT-Grund-
schutz and standard protection approach (see BSI Standard 200-2 [17]).

3.2 Structural analysis

The structural analysis is a study of the current status of the information domain. It con-
sists of the following three steps: collecting, structuring, and linking the master data.

Structure analysis
Collect master data Structure master data Link of the master data

According to IT-Grundschutz, the goal of the structural analysis is to compile and prepare
the necessary knowledge for the information domain. Processes, applications, and IT sys-
tems may already have been examined in an initial survey to determine the information
domain. Since a graphical network plan of the type presented in fig. 15 provides a helpful
additional overview for the tabular compilation of all IT systems, it should be created
prior to the analysis. In the structural analysis, these initial documents are completed
systematically.

1. Startthe verinice software and switch to “updated (modernized) BSI basic protection”
(Modernisierter BSI-Grundschutz) by clicking on the “perspective” option (Zeige Per-
spektive) in the “view” menu (Ansicht) (see fig. 17):



V. verinice 7
Datei Bearbeiten | Ansicht | Hilfe
3 \ ]‘ = In neuem Fenster éffnen ‘4 @ g Pic
L Kataloge ‘&gr i@ Mewneulsden StgzkS lET\ ¥ Modernisisrtar IT-Grundschutr 52
> %o Datenschuts| Zeige Perspektive... > | & Information Security Management F
s LB Forschungs Zeige View... > | €®  BSI-Grundschutz
> LB IT-GrundscH Informationsverbiinde nach Vorgehensweise der Absicherung filtern lg Mod BSI-Grundschutz
> Ly IT-Grundschutz-Kompendium 7.0 Edition Z01Y B[ Securisy Assessmnt:
> Ui Serverraum/Rechenzentrum angepasst
Andere...
[t 8

Fig. 17 Changing the perspective view to the updated BSI Grundschutz.

2. For this exercise, you need both the module “IT-Grundschutz Compendium, version
8.0, 2020 edition” and the module “IT-Grundschutz Catalog EL 15 for use in the up-
dated IT-Grundschutz.” You can find both downloads on the manufacturer’s website
at https://verinice.com/produkt/# download. Import both files using the catalog im-

port function in verinice (see fig. 18).

3. Create the information network “Research Group Scholl” (Forschungsgruppe Scholl)
with the abbreviation FS (see figs. 19 and 20). Select “standard” (Standard) for stand-

ard protection approach. Then click on the save button iEl in the upper left corner of

the screen.

v.verinice
Datei Bearbeiten Ansicht

H2eedee2-BeEvi o lasdloFBeean O
o[ sl 8|

V. Import - o

Hilfe

& Modernisierter IT-Grundschutz 53

BB ®HJ

LU Kataloge 52 |
> Lp) IT-Grundschutzkataloge EL 15 zum Einsatz im Modemisierten IT-Grundschutz

Operationen auf Datenbestand

Wshlen Sie eine oder mehrere Operationen aus:
| Einfigen Neue Objekte in Verinice anlegen
Aktualisieren  Objekte in Verinice aktualisieren
Ldschen Objekte in Verinice l8schen
“lIntegrieren  Objekte integrieren (keine zukunftigen Updates méglich)

Katalog

! Importieren als Katalog )as verinice-Archivwird schreibgeschitzt in den Katalog-View importiert

Verschlisselung
®) Keine Verschliisselung benutzen

|

| [Wwshte X509 Zetifikat...|

O Entschlisselung mit Passwort:

I IWShle private key PEM-Datei... l

|

l
O Entschlisselung mit Zertifikat: |
|
|

Private-Key Passwort:

Datei
Geben Sie den Pfad fir die Importdatei an.

[ Ci\verinice\wverinice_work\IT-Grundschutz-Kompendium_8.0_Edition_2020.wna } [ Datei auswahlen... ]

[Vl Immer dieses Verzeichnis benutzen

| OK H Abbrechen ]

Fig. 18 Catalog import in the tool verinice. Note: The folder c:\verinice\verinice_work is always used as the
working folder for all functions such as import, export, and reports.
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& Modernisierter IT-Grundschutz 53 L

= 0 |

EEHCoBE

Ok o

Neuer Informationsverbund

Fig. 19  Creating a new information domain.

Tags I
Anzahl Mitarbeiter |
|

| B} FSFoschungsgruppe ... 2 l

& Modernisierter IT-Grundschutz 52 = B8
BEH OB [
> Lgy FS Foschungsgruppe Scholl Titel
Abkirzung

Organisation

Geltungsbereich

Vorgehensweise der Absicherung | STANDARD v

I Foschungsgruppe Scholl
| FS

Fig. 20  The Research Group Scholl (Forschungsgruppe Scholl—abbreviated as FS) is created as an infor-

mation domain.

0 Modermnisierter IT-Grundschutz &2 l

BEH e PG

v |j) FSFoschungsgruppe Scholl

M prozesse |

) Anwendy B/ ‘Offnen

Lol lT-Systerr[ sow  Neuer Geschiftsprozess...

=] Andere/fld

@Y 1CS-Syste = Tnese Geschiftsprozess-Gruppe...

Fig. 21  Structural analysis in the tool: creating business processes. Note: New objects or subgroups below
an object group are always created by right-clicking on the respective group.

BEHC BB 0o
v |f FSFoschungsgruppe Scholl Kiirzel
v i Geschaftsprozesse

Titel
saw Lehre Durchfilhrung und Vorbereitung der Lehre
[ Anwendungen
B IT-Systeme
- .
8% 1CS-Systeme Beschreibung

=) Andere/loT-Systeme

&, Kommunikationsverbindungen
B Raume Tags
B Personen
=, Dokumente

& Modemisierter IT-Grundschutz 52 | = O || Lehre Durchfishrung ... 52

Personenbezogene Daten

I Lehre
I Durchfiihrung und Vorbereitung der Lehre

=, Vorfalle Prozess-Art Kerngeschift
| Aufzeichi . . unbearbeitet
3 SEREngE Mitarbeiter Kerngeschaft
Doktiment nterstlitzender Prozess
Fig. 22  The “Lehre” business process is set up as a core business. Note: Abbreviations should be unambig-

uous identifiers that always allow clear assignment within an extensive information domain. Since
abbreviations are not absolutely necessary, we will not always work with them in our small sample

exercise.



4. In addition to the various objects from the network plan (fig. 15), we assume that
the university’s FS research group has only two business processes:
¢ “Implementation and preparation of teaching” (Durchfiihrung und Vorbereitung

der Lehre), abbreviated as “teaching" (Lehre)

e “Administration” (Administration)
Teaching is represented as a “core business” (Kerngeschdft) and administration as a
“supporting process” (Unterstiitzender Prozess). Now create these two business pro-
cesses accordingly (see figs. 21, 22, and 23).

& Modemisierter IT-Grundschutz 53 } = =
BEHCOR G [ede

v Lfy FSFoschungsgruppe Scholl
v lsi Geschaftsprozesse |

saw Administration Administration
saw Lehre Durchfithrung und Vorbereitung der Lehre

Fig. 23  The two business processes in our sample exercise are created.

After the two business processes in the information domain FS that serve as the starting
point for the structural analysis have been created, we use the network plan (fig. 15) to
create the IT systems in the tool. Here, for the first time, the so-called grouping option
can be used. Grouping is an important option for reducing the complexity of objects or
the structure of the information domain by creating groups. According to BSI Standard
200-2 [17:66], objects can be assigned to one and the same group “if all components

e are of the same type,

¢ have similar tasks,

e are subject to similar framework conditions, and

¢ have the same protection needs.”

“In case of technical objects, formation of groups will also be reasonable if they
e are configured similarly,
e are integrated similarly into the network (in the same network segment),
e are subject to similar administrative and infrastructural framework conditions,
e operate similar applications, and
¢ have the same protection needs.

On the basis of the requirements stated for forming groups, it can be assumed for the
purposes of information security that a sample of a group usually represents the secu-
rity status of the group.” [17:66].

5. Study our network plan of the exercise (fig. 15): group (as far as possible) and record
all the clients in the information network FS taking into account the grouping rules as
follows (see figs. 24-26):
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v | [ FSFoschungsgruppe Scholl
v aio Geschiftsprozesse
5o Administration Administration

=% Anwendungen

saw Lehre Durchfihrung und Vorbereitung der Lehre

TS
@ ICs-S B, | Offnen

= Andel B Neues IT-System...

&, Ko [9 ' Neue IT-System-Gruppe...

Fig. 24  Structural analysis in the tool: creating an IT system.

Q Modernisierter IT-Grundschutz &3 l =

BE®HCBE B

C.
E|o

v [ FSFoschungsgruppe Scholl
v s Geschiftsprozesse
i3 Administration Administration
sou Lehre Durchfithrung und Vorbereitung der Lehre
[ Anwendungen
v B |T-Systemne
= CL122 Clients Labor 122
8% ICS-Systeme
=) Andere/loT-Systeme
&, Kornmunikationsverbindungen
{7 Riume
g) Personen
%, Dokumente
=, Vorfille
| o Aufzeichnungen

B CL122 Clients Labor... &2
Karzel [ cL122
Titel | Clients Labor 122
Tags |
Beschreibung
Plattform / Baustein |
Aufstellungsort |
Anzshl [18
Status Betrieb v
Netzadressen ?hbgarbeitet
Interfaces Planung
Test
Benutzer Reserve

Fig. 25  Creating the clients of the PC Laboratory 122 with the status “Operation” (Betrieb).

BH e B [0des
v |jJ FSFoschungsgruppe Scholl
> .;?3 Geschiftsprozesse
7% Anwendungen
v ) IT-Systeme
| BCM Biiro Client MAC
[ BNM Biro Notebook MAC
[ BNW Baro Notebook WIN |
| CL122 Clients Labor 122
2% ICS-Systeme

Q Modernisierter IT-Grundschutz &2 = B ||# gNW Biro Notebook W... &3

UT) Andere/loT-Systeme Plattform / Baustein |
&, Kommunikationsverbindungen
'3 R Aufstellungsort I
! Rdume
‘Q) Personen Anzahl I 2
q" DokymiEn Status Betrieb v
== Marfille

Kirzel | BNW
Titel I Buro Notebook WIN
Tags I

Beschreibung

Fig. 26  Four IT system clients of the information domain FS

are created in the exercise according to the

network plan (fig. 15), taking grouping rules into account.



e 18 clients of the laboratory 122 (CL122)—grouped

e 1 office notebook MAC (BNM)

e 2 office notebooks WIN (BNW)—grouped

¢ 1 office client MAC (BCM).

We use the expressions in brackets as an abbreviation of the four client systems to be

created.

In the next step, we check the servers of the information domain FS (fig. 15) and identify
five server systems. With the release server (Freigabe Server), for example, files of the
FS can be released in the network. With “Nextcloud,” the research group FS operates a
collaboration platform for online collaboration. The server “OpenSim” stands for Open
Simulator and the construction of virtual 3D worlds. The “TEDS” server can be used to
carry out evaluations of information artifacts. “SAN” stands for Storage Area Networks

and is designed for high-speed transfers of large amounts of data.

6. Create the server systems as an exercise! Since it is not possible to group the servers,

all five systems must be created individually (see figs. 27-28):

e Release server (Freigabe Server, Fserv)
e NextCloud Server (NextCloudServ)

e OpenSim Server (OpenSimServ)

e TEDS server (TEDSServ)

e QNAP SAN system (QNAP).

& Modemisierter IT-Grundschutz Ki = [=
BB 6, :f/ (B B\_‘ﬁ
v i FSFoschungsgruppe Scholl
> &i7 Geschéftsprozesse

7% Anwendungen
v B IT-Systeme
= BCM Buro Client MAC
BNM Biiro Notebook MAC
BNW Buro Notebook WIN
= CL122 Clients Labor 122
| OpenSimServ OpenSim Server
&2 |CS-Systeme
LT Andere/loT-Systeme
&, Kommunikationsverbindungen
' Raume
D, Personen
%, Dokumente
=, Vorfille
- Aufzeichnungen

=
=

=
=

¥ OpenSimServ OpenSim... &2 |

Kurzel ] OpenSimServ
Titel ] OpenSim Server
Tags 1

Beschreibung

Plattform / Baustein [

Aufstellungsort I

Anzahl [1
Status Betrieb v
Netzadressen

unbearbeitet
Betrieb
Planung

Interfaces

Fig. 27

Creating the “OpenSim” IT server system with the status “Operation” (Betrieb) in the tool.
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‘@ Modernisierter IT-Grundschutz &3 ’ = O ||E QNAP QNAP SAN System &3
| BEH O BE] B
v i FSFoschungsgruppe Scholl Kurzel | QNAP

> aey Geschaftsprozesse
%) Anwendungen

v B |T-Systeme Tags I
=1 BCM Biiro Client MAC
= BNM Buro Notebook MAC
=) BNW Buro Notebook WIN Beschreibung
B CL122 Clients Labor 122
= FServ Freigabe Server

Titel | QNAP SAN Systemn

) NextCloudServ NextCloud Server Plattform / Baustein |
&) OpenSimServ OpenSim Server

5 QAP QAP SAN System| Autitelimgion; |
) TEDSServ TEDS Server Anzahl E

Fig. 28  All five IT server systems in the information domain FS in the exercise have been created (see the
network plan in fig. 15). Note: In the case of larger information domains, it makes sense to add
further subgroups to the IT system group in order to maintain clarity.

7. When entering the master data, the communication connections or networks
should not be forgotten. Based on this network plan (fig. 15), the three connections
visible there are intranet clients, intranet server WIR, and SAN network. They are
created in the communication connections of the tool and grouped as follows (fig.

29):
& Modemisierter IT-Grundschutz £2 = 08 \]‘2 Intranet Clients &3 \
BEHC PG [k
v [ FSFoschungsgruppe Scholl Kurzel |

> aeo Geschiftsprozesse
|77 Anwendungen
> [ IT-Systeme Tags |
&2 ICS-Systeme
T Andere/loT-Systeme
v k&, Kommunikationsverbindungen Beschreibung
= Intranet Clients
= Intranet Server WIR

Titel | Intranet Clients

A SAN Netzwerk Plattform / Baustein I
[ Raume '
B Personen Status Betrieb v
‘) .
%, Dokumente Benutzer unbearbeitet
= Vorfille

o A Planunn

Fig. 29  Structural analysis using the tool: all three networks in the information domain in the exercise are
created with the status “Operation” (Betrieb) in accordance with the underlying network plan (fig.
15).

Today, without well-functioning networks, tasks related to digitization will no longer be
possible. Therefore, 1ISOs need to understand the general threats and requirements for
networks and their components. For example, the IT-Grundschutz Compendium [20] con-
tains the modules NET: Networks and Communication with a total of ten modules. We
will briefly cover the secure operation of networks, their key components, and a sensible



structure of firewalls in section 5.5 of this book. For the next steps in our exercise, it is
important that the networks and communication links in the information domain FS are
entered into the tool.

8. After the network acquisition, the intranet firewall is still needed to complete the
process of setting up all the active IT systems. In our opinion, it is most useful to assign
this to the group “Other/IoT Systems” (Andere/loT-Systeme) (fig. 30):

& Modemisierter IT-Grundschutz 52 = O ||[= Intranet Firewall &2 \
BEHCRE Ok
v [} FSFoschungsgruppe Scholl Kurzel l

> &y Geschiftsprozesse
77 Anwendungen
> B IT-Systeme Tags l
&%) ICS-Systeme
v [T Andere/loT-Systeme
= Intranet Firewvall Beschreibung
v &, Kommunikationsverbindungen
& Intranet Clients

Titel I Intranet Firewvall

& Intranet Server WIR Plattform / Baustein I
= SAN Netzwerk
0] Rsume Anzahl lT

D, Personen Status

Fig. 30  Structural analysis using the tool: The intranet firewall of the information domain FS in the exercise
is set up with the status “Operation” (Betrieb) in accordance with the underlying network plan (fig.
15).

The technical elements of our information network are model components and grouped
in the support tool. These are followed in the next steps of the exercise by the software
products used, the employees, and the buildings or rooms in accordance with the net-
work plan (fig. 15).

0 Modernisierter IT-Grundschutz &3 | = 0 l (=] TEDSwwwr TEDS Webser... &3 ‘
BEHC DG 0dae
v | FSFoschungsgruppe Scholl Kurzel ITEDSWWW

> aiy Geschiftsprozesse

v 7 Anwendungen
(7] NC DB NextCloud Datenbank Tags l
(=2 NCwww NextCloud Webserver
[==] OSA OpenSim Anwendung
[z=] OS DB OpenSim Datenbank Beschreibung
[==] SMB Benutzerfreigaben
| TEDS DB TEDS Datenbank

Titel | TEDS Webserver

(=] TEDSwanw TEDS Webserver Plattform / Baustein I
> B9 IT-Systeme
&% ICS-Systeme et [ !
> [T Andere/loT-Systeme Status Betrieb v
> x, Kommunikationsverbindungen unbearbeitet
F RS Benutzer
-} Réume

Fig. 31  Structural analysis in the tool: The seven applications of the information domain FS in the exercise
are created with the status “Operation” (Betrieb) according to the network plan (fig. 15).
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Z @ Modernisierter IT-Grundschutz &3
v @ FS Foschungsgruppe Scholl
Q ~ & Geschiftsprozesse
-ﬁ- s Administration Administration
sam Lehre Durchfihrung und Vorbereitung der Lehre
v [E7] Anwendungen
== NC DB NextCloud Datenbank
[ NCwww NextCloud Webserver
== OSA OpenSim Anwendung
=] OS DB OpenSim Datenbank
SMB Benutzerfreigaben
|==| TEDS DB TEDS Datenbank
TEDSwww TEDS Webserver
v @ IT-Systeme
[ BCM Biire Client MAC
[ BMM Baro Notebook MAC
B BNW Biire Notebook WIN
[ CL122 Clients Labor 122
[ FServ Freigabe Server
¥ NextCloudSery NextCloud Server
¥ OpenSimServ OpenSim Server
[ QNAP QNAP SAN System
I8 TEDSServ TEDS Server
2] |CS-Systeme
v 5] Andere/loT-Systeme

v E{J Kemmunikationsverbindungen

E Intranet Clients
= Intranet Server WIR
= SAN Netzwerk

E, Ridume

&J Perscnen

=, Dokumente

= Vorfille

| Aufzeichnungen

Fig. 32  Interim status | in the structural analysis: master data acquisition modeled for the business pro-
cesses, the IT systems including networks, and the server software in the information domain FS in
the exercise based on the underlying network plan (fig. 15).
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9. Inthe context of this exercise, we limit ourselves to the server applications of the four ﬁ
main server systems in the information domain FS. Based on the network plan in fig. ﬁ
15, the following seven applications must be recorded in the corresponding group
(see figs. 31-32):

¢ NextCloud database (NC DB)

¢ NextCloud web server (NCwww)
e OpenSim application (OSA)

e OpenSim database (OS DB)

e User approvals (SMB)

e TEDS database (TEDS DB)

e TEDS web server (TEDSwww).

The previous intermediate status of master data acquisition modeled in the structural
analysis can be seen in fig. 32. We have recorded the business processes, IT systems (cli-
ents and servers), and server software as well as networks, components, and communi-
cation connections for our defined information network. In order to keep the exercise
manageable, we have greatly reduced the complexity inherent in a real-life scenario. If

you have followed the exercise yourself using the verinice tool, your current status
should look like fig. 32.

As personnel for the information domain FS in the exercise, we only include a part of the
research group in accordance with the network plan (fig. 15). In addition, there are stu-
dents from the faculty of the university and the staff of the university computing center
(HRZ).

10. The following people should be recorded in the tool as an example (see fig. 33): ﬁ
e Students (Stu)—1,000 is the accepted number ﬁ:
e University computing center (HRZ)—20 is the accepted number

e Research group—Margit Scholl (MS), Frauke Prott (FP), Denis Edich (DE), and
Peter Ehrlich (PE).

> &, Kemmunikationsverbindungen Telefon |
i Raume E-Mail |
v B Personen
- Org.-Einheit
£ DE Edich, Denis rg.-Einheit |
£ FP Prott, Frauke Erlduterung l
,ﬂ, HRZ Hochschilrecﬂze_ntruﬂf Tags |
£ MS Schell, Margit
B PE Ehrlich, Peter Anzahl | 20
‘SL Stu Studenten Rollen |
7' Dokumente
= Vorfille Dokument

Fig. 33  Structural analysis in the tool: sample recording of various employees and other individuals for the
information domain FS in the exercise based on the underlying network plan (fig. 15).
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The last step in the master data acquisition within the structural analysis is to create the
rooms and buildings. Rooms in IT-Grundschutz and the tool verinice are a broad concept
that could covering a building or a mobile sales car, for example. We first create the
building “Haus 100” on the university campus as a group of rooms and then all the indi-
vidual rooms within it.

11. As a prelude to registering all the different rooms, it is a good idea to create room
groups in advance. Then the individual rooms are created. For our exercise example,
right-click on the Research Group FS (FS Forschungsgruppe Scholl) to create a room
group for building “Haus 100” (see fig. 34):
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Fig. 34  Structural analysis in the tool: creation of the room group “Buildings” (Gebdude) as part of master
data acquisition.

12. For the building in the exercise, “Haus 100” (H100), all the necessary rooms for the
information domain FS can be created in accordance with the network plan (fig. 15).
The rooms (see fig. 35) are as follows:
e Laboratory 122 (L122)
e Room 106 (R106)
e Room 304 (R304)
e Room UO03 (RU03)
e Server room U13 (RU13).

v [} Gebaude |
l:] H100 Haus 100: Plattform / Baustein l
v [ Raume Anzahl [1
{0 1122 Labor 122
f) R106 Raum 106 2gs l
B R304 Raum 304 Benutzer I
@ RUO3 Raum U03
@] RU13 Serverraum U13 Dokument

Fig. 35  Structural analysis in the tool: All the necessary buildings and rooms for the information domain FS
in the exercise are recorded in accordance with the network plan (fig. 15). Note: If you work with
several buildings and subunits, it is advantageous to provide the respective rooms with clear ab-
breviations. In practice, it also makes sense to form different groups of rooms in order to maintain
an overview.



Chapter 3

~ Lu-;y FS Foschungsgruppe Scholl]
v so7 Geschéaftsprozesse

son Administration Administration
som Lehre Durchfuhrung und Verbereitung der Lehre

v =3 Anwendungen .&Q

|

NC DB NextCloud Datenbank
NCwww NextCloud Webserver
OSA OpenSim Anwendung
OS DB OpenSim Datenbank
SMB Benutzerfreigaben
TEDS DB TEDS Datenbank
[=2] TEDSwww TEDS Webserver
~ [ IT-Systeme
BCM Bare Client MAC
BNM Barc Notebook MAC
BNW Burc Notebock WIN
B CL122 Clients Labor 122
¥ FServ Freigabe Server
| NextCloudServ NextCloud Server
¥ OpenSimServ OpenSim Server
] QNAP QNAP SAN System
¥ TEDSServ TEDS Server
£22] ICS-Systeme
v [ Andere/loT-Systeme

AEEEEE

i

.

L

v &5 Kemmunikaticnsverbindungen
= Intranet Clients
& Intranet Server WIR
& SAN Netzwerk
v @} Gebiude
] H100 Haus 100
~ ‘3 Raume
] L122 Labor 122
Bl R106 Raum 106
@0 R304 Raum 304
@] rRUO3 Raum UOD3
] RU13 Serverraum U13
v & Perscnen
£, DE Edich, Denis
£ FP Prott, Frauke
£, HRZ Hechschulrechenzentrum
£ MS Schoell, Margit
£ PE Ehrlich, Peter
Stu Studenten
=% Dokumente
=5 Veorfélle

e

| - Aufzeichnungen

Fig. 36  Intermediate status Il in the structural analysis: All the relevant master data for the information
domain FS in the exercise is recorded in accordance with the underlying network plan (fig. 15).
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The sample master data acquisition is now complete. You can compare your work results
using the summary presented in fig. 36. The intermediate status of the master data ac-
quisition for the structural analysis (fig. 36) as a whole forms the inventory of all the
objects that have been structured and possibly grouped for the information domain FS.
Please note that this is not yet a structural analysis but only a categorized inventory. The
actual structural analysis now follows. Please refer to fig. 16: it is only in the third step
that the actual structural analysis takes place, where all the master data needs to be
linked! According to fig. 16, steps 1 and 2 of the structural analysis have now been com-
pleted. This is now followed by the actual work of structural analysis in step 3.

13. The business processes of the information domain FS are linked. To do this, double-
click on the administration business process (Administration) that you have created,
and switch to the links tab (Verkniipfung) (fig. 37, bottom right). This enables access

-ﬁ- to the connection of each structural characteristic that has been recorded.
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Fig. 37  Step 3: The “linking” aspect of the structural analysis in the tool (see fig. 16). A sample set of linking
options based on the master data business process administration (Administration) for the infor-
mation domain FS in the exercise, based on the network plan used (fig 15).

ﬁ 14. The administration process (Administration) supports the teaching process (Lehre).
ﬁ At the same time, the names of the responsible persons must be entered in the tool.
In order to create the links (Verkniipfungen), we first select the desired link tar-

gets—e.g., a person in the menu—and click on the “Add” option (hinzufiigen). Now

we can select the relevant people from the full personnel list. Link according to figs.

38-39 and also link the “Teaching” process (Lehre) with specific people (see fig. 40).
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Fig. 38  Step 3, “Linking,” in the structural analysis in the tool (see fig. 16): Add three “responsible people”
to the process administration (Administration) for the information domain FS in the exercise based
on the underlying network plan (fig. 15).
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Fig. 39  Step 3 of the structural analysis in the tool: linking the administration process (Administration) with

individuals responsible for the information domain FS in the exercise.
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Fig. 40

Step 3 of the structural analysis in the tool: The link between the teaching process (Lehre) and

individual people has also been completed for the information domain FS in the exercise.

Initially, a total of seven software products were created for the servers in the exercise.
The corresponding links must be created for each of these applications. Readers who
understand this structural analysis as part of the tool-based creation of an IT security
concept are asked to link all the applications according to their own ideas. Our exercise

solution is shown in fig. 41.

15. In the next step, the seven applications entered in the information domain FS are

connected to the IT systems and people. To complete the process in real situations,

please note that interdependent applications must also be linked to one another.

Connect our server applications in the exercise independently using the following

illustration (see fig. 41).

16.

Since we have not defined any applications for our client IT systems to simplify this

Analogously, all client IT systems are linked with people, networks, and rooms.

exercise, a direct link to the business processes is necessary (see fig. 42).

17.

Since no application was defined for the QNAP SAN in the exercise, it is linked to

the administration process (see fig. 43).

The server IT systems must also be linked to people, networks, and the server room.
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Fig. 41

Step 3 of the structural analysis in the tool: The linking of the individual application is complete.

Note: You can mark all the applications by holding down the CTRL key (STRG) and the left mouse
button, then release the CTRL key and finally drag and drop the entire group onto the teaching
process. The system then closes the manual link screen and creates the link.
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Fig. 42  Step 3 of the structural analysis in the tool: All the client IT systems are linked.
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Fig. 43  Step 3 of the structural analysis in the tool: All the server IT systems are linked.
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Next, the firewall (reduced to one for the exercise) must be integrated into the structural
analysis. There are several ways to illustrate the need for our firewall for business pro-
cesses. You can treat it as a system without an application and create links to all the other
IT systems that communicate with it. Alternatively, you could connect it to the applica-
tions or directly to the corresponding business process. For the purposes of our example
shown in the network plan, it makes sense to connect the firewall with the IT systems.

18. The next step is to connect the firewall (fig. 44) and the communication connections

with the HRZ as the main entity responsible for them. This can be done in the tool

using the link view for the HRZ, instead of checking every single communication

connection (see fig. 45):

& Modernisierter [T-Grundschutz 52 = B ||[= Intranet Firewall &3
B E & [B] [ odeu
v [ FSFoschungsgruppe Scholl Verknupfungen | <alle Elernente» v Hinzufiigen E
’:E Geschiftsprazesse Werkniipfung Titel Scope
; mg::::zgen @ natig filr = BCM Biro Client MAC Foschungsgruppe Scholl
EE% ICS-Systeme £ nbtig fir B BMM Biro Notebook MAC Foschungsgruppe Scholl
" :_" AnderefloT-Systeme & natig fir &' BNW Biro Notebook WIN Foschungsgruppe Scholl
B & Intranet Firewall & nétig fir B CL122 Clients Labor 122 Foschungsgruppe Scholl
&, Kommunikationsverbindungen & natig fr B FServFreigabe Server Foschungsgruppe Scholl
l’] Gebiude & natig fiir B NextCloudServ NextCloud Server  Foschungsgruppe Scholl
v ﬁ Riume £ natig fir B OpenSimServ OpenSim Server Foschungsgruppe Scholl
I] 1122 Labor 122 & notig fir B TEDSServ TEDS Server Foschungsgruppe Scholl
{1 R106 Raurn 106 @ bendtigt = Intranet Clients Foschungsgruppe Scholl
ﬂ R304 Raum 304 &  bendtigt = Intranet Server WIR Foschungsgruppe Scholl
ﬂ RUO3 Raurm L03 & befindet sich in ﬂ RU13 Serverraurm 113 Foschungsgruppe Schall
{1 RUA3 Serverraurn U13 @  Hauptverantwortlicher £ HRZ Hochschulrechenzentrum  Foschungsgruppe Schall

Fig. 44

Step 3 of the structural analysis in the tool: linking the university computing center (HRZ) as the

main entity responsible for the intranet firewall. The HRZ is also linked as the main entity respon-

sible for all the networks of the information domain FS.

& Modemisierter T-Grundschutz 53 = B | fL HRZ Hochschulrechen... 52
H H }:‘5 ) [T — HRZ Hochschulrechenzentrum
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_L” ICS-Systeme & Administratorvon B CL122 Clients Labor 122 Faschungsgruppe Scholl
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5_‘ Kommunikationsverbindungen @& hauptversntwortlich fur B0 MextCloudSery NextCloud Server  Foschungsgruppe Schall
l—| Gebiude @ hauptverantwortlich fir B OpenSimServ OpenSim Server  Foschungsgruppe Scholl
l’|: Riume &  hauptversntwortlich far ® TEDSServ TEDS Server Foschungsgruppe Scholl
v ‘F' Personen & hauptverantwortlich far = Intranet Firewall Faschungsgruppe Schall
‘ﬂ' DE Edich, Denis & hauptverantwortlich fir & Intranet Clients Foschungsgruppe Scholl
‘Q‘ FP Prott, Frauke & hauptverantwortlich fir 2 Intranet Server WIR Faschungsgruppe Scholl
‘Q, HRZ Hochschulrechenzentrum | @& hauptverantwortlich fir s SAN Netzwerk Foschungsgruppe Scholl

Fig. 45  Step 3 of the structural analysis in the tool: Linking the university computing center (HRZ) as the
main entity responsible for all the networks of the information domain FS is completed.

19. The dependency between the building “Haus 100” and the HRZ must also be de-
fined, as shown in the screenshot (fig. 46). In addition, the building must be linked

to the rooms, and the people must be assigned (fig. 47).



& Mademisierter IT-Grundschutz &2 = B '] H100 Haus 100 &3
m B 2[&] [ b
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e AndE}riE!loT-Systeme & beinhaltet [l R34 Raumn 304 Foschungsgruppe Schall
B Kommunikationswerbindungen £ beinhaltet [l RU03 Raum L03 Faschungsgruppe Scholl
v l!"\ Gebsude &2 beinhaltet 0 RU3 Serverraum U13 Foschungsgruppe Scholl
) [i] H100 Haus 100 £  Hauptverantwortlicher £4  HRZ Hochschulrechenzentrum  Foschungsgruppe Scholl

Fig. 46  Step 3 of the structural analysis in the tool: The building “Haus 100” (H100) in the exercise is linked
to the HRZ and all the rooms.

The structural analysis in line with the standard protection approach set out in the BSI’s
IT-Grundschutz is now complete. The master data of all the objects in the information
domain FS is properly linked.

The structural analysis is not an inventory list. Rather, it assumes the existence of such a
list and a current network plan. During the structural analysis, a compilation was made
of all the objects that are to be taken into account in the security concept for the defined
information domain, but it only becomes an analysis when the objects have been
properly linked. At this point, you can see how precise the ISO needs to be in involving
all the other responsible parties in the security process: management, organizers, spe-
cialists, administrators, etc. (fig. 1). The precise nomenclature of the business processes
in the information domain also becomes clear. These should be modeled graphically so
that interfaces and weaknesses can be seen as quickly as possible. The work of master
data acquisition and the modeling of the business processes are absolutely necessary in
order to be able to precisely analyze the technical-organizational interaction of all the
parties involved and the technical systems.

Space for your personal comments

Personal checklist:

Personal ideas:
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Fig. 47  All the rooms in the building in the exercise scenario (Haus 100, H100) are linked to the responsible

persons. The structural analysis of the exercise scenario “Research Group Scholl” (Forschungs-
gruppe Scholl, FS) is now complete.
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3.3 The determination of protection requirements (protection need categories)

After the structural analysis, the protection need categories need to be defined specifi-
cally. What do the protection requirements categories “normal,” “high,” and “very high”
mean for your entire institution and your specific information domain? For the latter,
you have to determine the protection requirements with regard to confidentiality, integ-
rity, and availability for each individual object within the defined information domain.
We have already pointed out in chapters 1 and 2 that IT-Grundschutz seeks to ensure a
normal level of protection for the standard protection approach. The six damage scenar-

=)

ios from the appendix in BSI Standard 200-2 [17] are helpful in making this assessment.
Each institution must clarify its protection needs individually.

The following exercise steps are based, in general, on the assumption of a normal pro-  ~ -

tection need (see fig. 16): - ~
‘Protection requirements [determining protection needs)

1. First of all, the protection need categories for the information society must be de- Q

fined. After you have double-clicked on the Research Group Scholl (FS), which rep-

resents the information domain of this exercise, the verinice tool offers the possi-
bility of customizing the categories non-critical, normal, high, and very high based
on the needs of your organization. Corresponding to the six damage scenarios con-
tained in BSI Standard 200-2 (violation of laws, regulations, or contracts, impair-
ment of the right to informational self-determination, impairment of the physical
integrity of a person, impairment of the ability to perform tasks, negative internal
or external effects, and financial consequences), you can create individualized def-
initions in the tool or adopt the BSI defaults (fig. 48):

v j FSFoschungsgruppe Scholl
> i Geschiftsprozesse
> (77 Anwendungen
> B9 T-Systeme
8% 1CS-Systeme
> [ AnderefloT-Systeme
> k&, Kommunikationsverbindungen
] Gebsude
> ﬂ Raume
> D Personen
% Dokumnente
=5 Vorfille
- Aufzeichnungen

Titel | Foschungsgruppe Scholl
Abkarzung [Fs

Organisation |

Tags |
Anzahl Mitarbeiter l
I

Geltungsbereich

Vorgehensweise der Absicherung | STANDARD v

Dokument

Andem..

}» Schutzbedarfskategorie: unkritisch
» Schutzbedarfskategorie: Normal

» Schutzbedarfskategorie: Hoch

v Schutzbedarfskategorie: Sehr Hoch

Fundamentaler Versto gegen Vorsc
ftungsschaden ruings sind,

hriften und Gesetze, Vertragsverletzungen, deren

Gesetze / Vorschriften / Vertrige

v

Es handelt sich um personenbezogene Daten, bei deren Verarbeitung eine Gefahr fur Leib A

und Leben oder die persénliche Freiheit des Betroffenen gegeben ist.

Fig. 48
(in German).

Example of a definition of the protection need category “very high” in the information domain FS
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v |} FSFoschungsgruppe Scholl
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€ He ;
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3 Aufzeichnungen Notiz hinzufiigen ...
¥ | Bufgaben >
I = Masseneditor.., Strg +Umschalttaste +B I

Fig. 49  Using the tool’s bulk editor to define the protection need for all the business processes in the infor-
mation domain FS.

V. Bearbeiten mehrerer Objekte -

TWITaroeer

Dokument

~ Schutzbedarf
Vertraulichkeit ableiten nach Maximurprinzip [

Vertraulichkeit nach Verteilung/Kumulationseffekt -

Vertraulichkeit Marmal v

Unbearbeitet
Unkritisch

Begrindung Vertraulichkeit Hoch

Sehrhoch

Integritat ableiten nach Maximumprinzip O
Integritat nach Verteilung/Kumulationseffekt
Integritat Mormal v

Fig. 50  Assignment of the protection need category “normal” to all business processes.

2. Since neither of the two business processes in the information domain FS created
in the exercise has an increased need for protection, we define these as normal.
Using the tool’s bulk editor, you can do this in one step by making the selection and
right-clicking (figs. 49 and 50):

3. The next step is to check all the applications. In our scenario, we assume that only
the protection needs of the user clearances are classified as “high” in the area of
confidentiality, since personal data is processed. This must be set explicitly in the
tool (see fig. 51). Using this assumption, we can show a risk analysis in our exercise

later on.

Note that the tool automatically specifies the maximum principle for all three basic IS
values—this may need to be changed (see fig. 51, right). For our exercise, we therefore
remove the maximum principle for the basic value of confidentiality for the user clear-
ances (“SMB Benutzerfreigaben”) application in order to be able to determine a high
protection need with regard to the personal data that has been processed. However, we

leave the maximum principle for all the other applications.
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, Aufzeichnungen I -
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Fig. 51  Determining the protection needs for the user clearance application “SMB Benutzerfreigaben.” For
practice purposes, the maximum principle for the basic value of confidentiality should be removed
so that a high protection need can be set.

The abolition of the maximum principle in fig. 51 has further consequences for the linked
clearance server “FServ Freigabe Server” (see fig. 52).

4. The protection need for the linked clearance server “FServ Freigabe Server” must
be checked according to fig. 52. We retain the maximum principle for all the other

IT systems.
¥ Modemisierter [T-Grundschutz 52 | = B || ESery Freigabe Serv., 52 |
=RA =[] [ wa Dokument
v |} FSFoschungsgruppe Scholl ¥ Schutzhedarf
u:j Geschiftsprozesse I\.’ertraulichkeit ableiten nach Maximumprinzip

=7 Anwendungen
v B IT-Systeme
BCM Biro Client MAC Wertraulichkeit
BMM Biro Motebook MAC
BMNWY Biro Motebook Sl
CL122 Clients Labor 122
FServ Freigabe Senver
MNextCloudSery NextCloud Server
OpenSimSery OpenSim Server
| QMNAP QNAP SAN System

B TEDSServ TEDS Server
2% 1C5-Systeme Integritét Norrmal
T Andere/loT-Systerne
&, Kommunikationsverbindungen
E Gebiude
ﬂ Réaurme
B Personen
% Dokurnente
=, Vorfille

Lufreichnunaen
Fig. 52  Checking the protection requirement determination for the linked clearance server “FServ Freigabe
Server.” The maximum principle triggers a high protection requirement for the basic value of con-
fidentiality.

Wertraulichkeit nach Verteilung/Kumulationseffekig yinbearbeitet

ol N

Begrindung Vertraulichkeit

|
L

ol o

Integritdt ableiten nach Maximumprinzip

LR |

Integritst nach Verteilung/Kumulationseffekt Unbearbeitet

Begrundung Integritat

Werflgbarkeit ableiten nach Maximumprinzip

Werfligbarkeit nach Verteilung/Kurmulationseffekt | Unbearbeitet

Next, the need to protect the networks is checked in this exercise. Note how, according
to the maximum principle, the high level of protection from one application was inher-
ited by the structures via the individual links in the structural analysis.
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~ #  For exercise purposes, we define two exceptions to the maximum principle for the fol-
v ~ lowing reasons:

—3

~ e Because the SAN network, as an encapsulated network, contains only encrypted,

temporary backups, a normal protection requirement with regard to confidentiality
is sufficient. Since only temporary backups are included, no impact on overall oper-
ations is expected in the event of a malfunction. Therefore, its availability can even
be downgraded to “non-critical” based on the “distributive effect” (see fig. 53).

e Because of the maximum principle, the “WIR intranet server” already has a high
need for protection with regard to confidentiality. Since none of the server pro-
cesses are available without this particular network, a “high” protection need with
regard to its availability is also required based on the “cumulative effect” (fig. 54).

ﬁ 5. All the settings for the networks that have been created and linked need to be
'ﬁ' checked—we leave the maximum principle in place in all instances except for the
I”

SAN network. For exercise purposes, we specify a “norma
SAN network (fig. 53):

protection need for the

& Modermisierter IT-Grundschutz 3 O || & SAN Netzwerk &3
-
! | & e [%] m, v Schutzbedarf
v Ly FSFoschungsgruppe Scholl Vertraulichkeit ableiten nach Maximumprinzip [
a3 Geschiftsprozesse )
Vertraulichkeit nach Verteilung/Kumulationseffekt | Unbearbeitet v
Anwendungen
v B IT-Systeme Vertraulichkeit Normal V‘

B BCM Buro Client MAC
& BNM Biiro Notebook MAC
B BNW Buro Notebook WIN
B9 CL122 Clients Labor 122
B FServ Freigabe Server
B NextCloudServ NextCloud Server
B OpenSimServ OpenSim Server
B QNAP QNAP SAN System Integritat nach Verteilung/Kumulationseffekt
¥ TEDSServ TEDS Server

2% ICS-Systeme

7 Andere/loT-Systeme

v i, Kommunikationsverbindungen

& Intranet Clients
= Intranet Server WIR
= SAN Netzwerk

gekapseltes Netz welches nur verschlisselte, temporére Backups enthilt

Begrundung Vertraulichkeit

Integritdt ableiten nach Maximumprinzip

Integritat

Begrundung Integritat

i) Gebsude Verfugbarkeit ableiten nach Maximumprinzip |

u "
I Rsume Verfugbarkeit nach Verteilung/Kumulationseffekt | Verteilungseffekt v
& Personen Verfugbarkeit Unkritisch V[
%, Dokumente

Fig. 53  Determination of protection needs for the “SAN network” (see fig. 15). Because we are dealing here
with encrypted, temporary backups of the server, the high protection requirement that was inher-
ited is reset to “normal” in the exercise.

6. The protection need categories for the “WIR” intranet server are determined ac-

ﬁ cording to fig. 54. Set the values accordingly in your own tool. The client network is

ﬁ: separated from the server network by the firewall and therefore only a normal pro-
tection requirement for all three basic values is set.

ﬁ 7. The protection needs and the links of the intranet firewall must be checked (fig. 55).
'ﬁ: No changes are required in the protection requirements check for the intranet fire-
wall, since the maximum principle has correctly defined the protection needs via

the linked clearance server.
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Fig. 54  Protection need determination for the intranet server “WIR”.
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Fig. 55  Protection need determination for the intranet firewall. In our exercise, no changes are required in

the protection requirements check for the intranet firewall.
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Fig. 56
cise.

Checking the protection need settings for the server room of the information domain in the exer-
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After setting the protection requirements for all the IT systems, the on-site rooms can be
checked to monitor their protection needs. As expected, according to the maximum prin-

ciple, a high protection requirement applies only to the server room (fig. 56).

8. The protection requirements of the server room must be checked according to fig.
56.

As the last step in this tool-based exercise, the building “Haus 100” should be checked,
because its protection requirements must also be derived from the previous protection
settings. The inheritance rules must be checked in the tool. The protection requirement
is set to normal for this publicly accessible university building. For this purpose, the max-
imum principle as an inheritance principle for the basic value of confidentiality is lifted
and the distributive effect is set in the tool (see fig. 57). However, the server room secu-
rity must be adequately designed with a high protection need in the subsequent model.

9. The protection requirements for the building “Haus 100” are adjusted in accordance
with fig. 57.

@ Modernisierter IT-Grundschutz 52 = 8 ||l H100 Haus 100 22
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77 Anwendungen
B IT-Systeme Vertraulichkeit
W ICS-Systeme Serverraumabsichrung hinreichend
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v F Gebdude

(] H100Haus 100
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Verfligbarkeit MNormal
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Fig. 57  Checking the protection needs determined for the university building in the information domain in
the exercise. A normal protection requirement should apply to all three basic values. In the exercise,
we remove the inheritance of the maximum principle (a high level of protection from the server
room to the entire building) and define a normal level of protection for the building, even for the
basic value of confidentiality.

Our exercise on the tool-based determination of protection needs has been completed,
and we can now turn to modeling (see fig. 16). It should be noted that, according to IT-
Grundschutz, a normal protection requirement means that it is generally sufficient to
meet the standard security requirements. If the protection requirement of a target ob-
ject is determined to be high or very high, a risk analysis is necessary.
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3.4 Modeling

In the IT-Grundschutz approach, modeling means the selection of security requirements.
In principle, this consists of two steps (see fig. 16): first, the acquisition of the modules
of the IT-Grundschutz Compendium and second, if necessary, the modification of these

modules. The latter might be the case, for example, if there is no immediately suitable
module—and therefore a similar module is used—or a separate module is defined as a
result of a risk analysis. Each suitable module describes the requirements that have to
be met with measures for a desired level of protection. In the following exercise, we will
limit ourselves to just a few examples to achieve a normal protection requirement and

s

then focus on the server room in the risk analysis. The high protection need is only taken
into account for the subsequent risk analysis.

safeguards (modeling)
Gathering the IT-Grundschutz modules Change the modules

A 4

The aim of the modeling as per IT-Grundschutz is to assign appropriate modules from

the IT-Grundschutz Compendium for each systematically linked object in the selected in-

formation domain based on the protection need that has been defined and justified, and @
to decide which of the identified security requirements must or should be fulfilled, and

which measures from the implementation guidelines would be suitable for this.

We model our FS information network as an example, including some overall features of
the following process components from the IT-Grundschutz Compendium [20]:

LY
VA

¢ ISMS.1 Information security management systems
e ORP.1 Organization z

* ORP.2 Staff

¢ CON.1 Crypto concept

e CON.2 Data protection ﬁ
® CON.7 Information security when traveling abroad -
e OPS.2.1 Outsourcing for customers

e OPS.3.1 Outsourcing for service providers

e DER.2.1 Handling security incidents
e DER.4 Business continuity management.

The modeling in the verinice tool consists of an automatic link, which is applied to the

relevant modules using drag and drop. Therefore, at the beginning of the modeling of an
information domain, the necessary modules must be selected from the IT-Grundschutz @

Compendium for the entire information domain.
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ﬁ This list only represents a small selection of all the necessary modules. When setting up
= the exercise, we used the current IT-Grundschutz Compendium, version 8.0, 2020 edi-
tion.

1. Mark all of the modules in the list and drag them to the Research Group Scholl “FS

% |

III

Forschungsgruppe Scholl” for modeling (see fig. 58, left side):

SEE Bl = O
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| CON.2 Datenschutz
(z| CON.3 Datensicherungskonzept
(2 COMNL4 Auswahl und Einsatz von Standardsoftware
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=] CON.B Software-Entwicklung
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2| OPS.1,1.6 Software-Tests und -Freigaben

2| OPS.1.2.2 Archivierung

] :> [l FSFoschungsgruppe Scholl

“J—_‘ Geschaftsprozesse

=7 Anwendungen

B IT-Systeme

@2 |CS-Systerne

[T Andere/loT-Systeme

=, Kommunikationsverbindungen
ﬂ Gebdude

ﬂ Raume

‘P,‘ Personen

- ISMS.1 Sicherheitsmanagerent
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- CON.1 Kryptokonzept
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Fig. 58  The IT Grundschutz Compendium, version 8.0, 2020 edition, used for this exercise in the verinice

tool (left): modeling of some modules from the list directly on the information domain (drag marked
modules to the right). The result is seen in the red box on the right.

If, for example, the module ISMS.1 is clicked on, all the modeled parts of the security
management module in the FS information domain as well as the ISMS.1.A1 requirement
are shown as examples. In addition to the module requirements, the threats that can be
reduced as well as the necessary measures were linked in the form of instructions (see
fig. 59).

LY
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In the case of a larger information domain, you can organize the modules, the threats,
and the measures in your own subfolders after the modeling. This is done in the same
way as for the building of a room group (see fig. 34).
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2. Take alook at the basic requirement ISMS.1.A1 in the domain you have created—
as per fig. 59:

& Modemisierter IT-Grundschutz 53 Bed [E] [ a2 = O |[0 1svs1.01 pass 0. 2
v Fg“":":‘g'””' Schol <atle L/SMS.1AT (BASIS] Ubemahme der Gesamtverantwortung fur Informationssid
%, Geschaftsprozesse
=% Anwendungen
B (T-Systeme Verknupfung Titel
89 1CS-Systeme @ modelliert 5 FSFoschungsgruppe Scholl
=) Andere/loT-Systeme @ reduzient Eintrittshaufigkeitvon & G 0.18 Fehlplanung oder fehlende Anpassung
k&, Kommunikationsverbindungen @  reduziert Eintri igkeitvon & G 027R nangel
! Gebsude & erfallt durch % 1SMS.1.M1 [BASIS) Ubernahme der Gesamtverantwor...
I Rsume
B, Personen
v 2] ISMS.1 Sicherheitsmanagement
W) ISMS.1.A1 [BASIS] U der g far

T ISMS.1.A2 [BASIS] Festlequng der Sicherheitsziele und -strategie

Fig. 59 Modeling details for ISMS.1.A1 for the information domain FS.

3. Now model the CON.3 module directly for the administration process. Here too, the

modules, threats, and measures are created in groups and are automatically linked
(fig. 60):

LU Kataloge 52 BB B = B || ¥ Modemisierter IT-Grundschutz 2 BB P (=]
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[z=) CON.5 Entwicklung und Einsatz von Individualsoftware ) COM.3.A8 [STANDARD] ENTFALLEN
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[z CON.8 Software-Entwicklung W) CON.3.A11 [STANDARD] Sicherungskopie der eingesetzten Software
1z CON.9Informationsaustausch ) CON.3.A12 [STANDARD] Geeignete t f g der Backup-D:
] ops %) CON.3.A13 [ERHOHT] Einsatz kryptografischer Verfahren bei der Datensicherung
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4 G 045 Datenverlust
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®) CON.3.M2 [BASIS] Festlegung der Verfahrensweise fir die Datensicherung
%) CON.3.M3 [BASIS] Ermittlung von rechtlichen Einflussfaktoren auf die Datensiche...
@ COR 2 MA TRACIS) Eveballiinn sinas M L L

Fig. 60  The administration process is modeled with the CON.3 module. This means that the process module
CON.3 is assigned to the administration process of the information domain FS—i.e., it is moved via
drag and drop from the left side to the right side to the appropriate screen position.

4. Next, model APP.3.1 web applications on the “NextCloud web server” application
and APP.3.2 web server on the “TEDS web server” application (fig. 61).

It can then be seen in fig. 61 that the APP 3.2 system module has not yet been completed
or is incomplete, since no measures or instructions for action have yet been entered by
the BSl in the IT-Grundschutz Compendium, version 8.0, 2020 edition.

The background to the following exercise is as follows: after searching in the IT-Grund-
schutz Compendium and by using the relevant implementation information, we engaged
in talks with the responsible parties to clarify technical concerns.
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Fig. 61

Modeling using the APP.3.1 and APP.3.2: APP.3.1 system modules is assigned to the “NextCloud

web server” application in the information domain. The system module APP.3.2 is assigned to the
“TEDS web server” application in the information domain created for the exercise.

We can determine that the basic requirement APP.3.2.A5 “Authentication (B)” is per-

fectly fulfilled by the APP.3.1.M1 measure “Authentication” for web applications. Based

on this, we create the APP.3.2 web server module for the “TEDS web server” (fig. 62).

5. Right-click on the “TEDS web server” and create a new group “APP.3.2 web server”

(fig. 62):

[l

v 7] TEDSwwaw TEDS Webse

) APP.3.2 Webserver | 4
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Pt
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Fig. 62  Create a new measure group “APP.3.2 web server” for the “TEDS web server.”

6. Afterwards the individual measures can be copied from the IT-Grundschutz Com-

pendium (fig. 63):

v || IT-Grundschutz-Kompendium 8.0 Edition 2020
|| Bausteine
|0 Gefshrdungen
v B Umsetzungshinweise
& Prozess-Bausteine
v i System-Bausteine
- g AP
B APP.1.1 Office-Produkte
B APP.2.2 Active Directory
B APP.2.3 OpenlDAP
v [ APP.31 Webanwendungen
S AP LM [PRRIET At b
© app3amz| B Offnen
) APPIIMI ||ﬁ Kopieren
O cer31MI
) APP2IMS|
) APP.31ME
%) APR3AMT| [§]  Unterelemente aufklappen

Strg+C
Strg+Umschalttaste +C
Strg+R

Kapieren mit Verknapfungen | i

Zugriffsrechte.. ..

riwend...

v |[j) FSFoschungsgruppe Scholl
525 Geschaftsprozesse
v [ Anwendungen
(7= NC DB NextCloud Datenbank
w (2] NCupwir MextCloud Webserver
= APP.31 Webanwendungen
» (4 Elementare Gefhrdungen
» & APP.3.1 Webarwendungen
(| 0S4 OpenSim Anwendung
(7= 0SDB OpenSirm Datenbank
=] SMB Benutzerfreigaben
(== TEDS DB TEDS Datenbank
w (7] TED S TEDS Webserver
) APP.3.2 Webserver
» (4 Elementare Gefshrdungen
v B APP 3.2 Webserver
%) APP.3.1.M1 [BASIS] Authentisierung bei Webarwendungen
B T-Systeme

Fig. 63
Right-click on the measure group—insert.

Measure APP.3.1.M1 is copied into the individual measure group: right-click on the measure—copy.



In order to fulfill the APP.3.2.A5 authentication requirement, a corresponding link must
be created in the next step of the exercise (fig. 64).

7. Create a corresponding link analogous to fig. 64:
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Fig. 64  The APP.3.1.M1 measure is linked to the APP.3.2.A5 module requirement (i.e., it is “modeled”).

In order to achieve correct modeling, these steps must be carried out for each module
requirement, no matter if it is a basic requirement for basic protection (B) or an addi-
tional standard requirement for standard protection (S). If the deviations are larger and
there are no measures that can be copied or adapted from the old IT-Grundschutz cata-
logs or in the new IT-Grundschutz Compendium, a risk analysis is required, along with the
creation of individual measures. For the next steps, the modeling of the server room
must also be linked manually, since there are no measures in the updated IT- Grund-
schutz approach at the time of our exercise (April 2020).

8. Check the screen with the following catalog view (see fig. 65):

= ) <& = (Bl
LB IT-Grundschutzkataloge EL 15 zum Einsatz irm Modernisierten IT-Grundschutz
> @ IT-Grundschutz-Kompendium 8.0 Edition 2020
~ |[El Serverraurmn/Rechenzentrurm angepasst|
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L. Kataloge &3
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~ & Gefdhrdungen
4 Elementare Gefdhrdungen
~ B8 Umsetzungshinweise
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~ Eoa IMNF
> @ IMNF.2 Sen.-'erraum|

Fig. 65 Completed module INF.2 (data center and server room) for the exercise.
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As there are no implementation notes or measures for the server room available in the
current IT-Grundschutz Compendium (April 2020), this object was modeled using
measures from the old IT-Grundschutz protection catalogs. In this case we speak of hy-
brid modeling (using a mix of the old catalogs and the new compendium). However, the
BSI migration tables can be found in the migration guide [16] to help you locate suitable

measures.

In general, in the absence of measures to reduce the risks to the information domain,
the current compendium should be searched before old measures from the protection
catalogs are used. After this, and only then, should individual measures be created, since
this work can usually only be done by the relevant specialist and takes a considerable
amount of time. The modeling of our information domain is now complete.

3.5 The IT-Grundschutz check (part 1)

An IT-Grundschutz check is a target-actual comparison, in which a check is made of the
extent to which the selected information domain fulfills the relevant security require-
ments. According to BSI Standard 200-2 [17] the following four evaluation results can
occur:
* “Not necessary,” meaning that the fulfillment of the particular requirement is not
relevant in the present application scenario;
¢ “Yes,” meaning that the module’s requirements have been fully and effectively met;
e “Partially,” meaning that some aspects of the security requirements have been met;
¢ “No,” meaning that the security requirements from the modules in the IT-Grund-
schutz Compendium have essentially not been met.

For this part of the tool-based exercise, we will, from now on, only concentrate on the
defined server room of our information domain FS (see fig. 16).

IT-Grundschutz check

Exercise example: server room

A 4

For the IT-Grundschutz check in the exercise, we assume a (simulated) survey of all those
responsible for the target-actual comparison. The following status information on these
module requirements was recorded as an example:
¢ INF.2.A2 Creation of fire zones
0 M 1.47 Discrete fire zone
Discrete fire zone is present (implemented).
¢ INF.2.A8 Use of a fire alarm system
0 M 1.75 Fire detection in buildings
Fire detectors are available and regular checks are carried out (imple-
mented) by the fire protection officer.



o

M 1.47 Discrete fire section

See above (implemented).

o

M 1.48 Fire alarm system in the data center

Chapter 3

There is a fire alarm system, but it is not linked to the air conditioning

(partially implemented).

e INF.2.A11 Automated monitoring of the infrastructure

o

M 1.31 Remote display of faults

There is no remote display of faults (not implemented).

e INF.2.A15 Surge protection device

o M 1.25 Surge protection

This is already included in the central UPS systems (not necessary).

all six measures. Also complete the “Standard” approach. Note the change in the
symbol’s color for all the measures that have been processed, depending on the

implementation status (fig. 66):

Open the respective measures in the tool and enter the implementation status for
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Fig. 66
mation domain created for the exercise.

ments must be checked. Here, the implementation status of the measures (also for
several measures) is derived from the links and marked with symbols. Compare the

After all the assumptions for the measures have been entered, the module require-

Setting up the five sample results from the IT-Grundschutz check for the server room of the infor-

requirements with the linked measures according to figs. 67 and 68.

The IT-Grundschutz check has been completed for the example. Unfortunately, we can-

not show the exact content control of the respective measures in this book. Since ISOs

do not have to be experts in the particular area relating to the measure or process, it is

customary to turn to the relevant specialists in the institution. Those responsible can be
linked directly to the measures using the link option in the tool. Documents and further

information can also be stored.
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¥ M 1.49[] Technische und organisatorische Yorgaben fir das Rechenzentrum
D M 1.53 [] Videotiberwachung
®) M 1.54[] Brandfrihesterkennung / Léschtechnik
@ M 1.55 [] Perimeterschutz
®) M 1.56[] Netzersatzanlage
B M 157 [] Aktuelle Infrastruktur- und Baupléne
¥ M 1.58[] Technische und organisatorische Vorgaben fir Serverraurne
¥ M 1.70[] Zentrale unterbrechungsfreie Strommersorgung
@ M 1.71 [] Funktionstests der technischen Infrastruktur
¥ M 1.72 [| BaurnaBnahren wihrend des laufenden Betriebs
¥ M 1.73[] Schutz eines Rechenzentrums gegen unbefugten Zutritt
¢ |V M 1.75 [] Branderkennung in Gehéuden|

®) M 1.79[] Bildung von Sicherheitszanen

% M 1.25 [SANDARD] ... 52 |

M1.25

Titel Uberspannungsschut

Identifier

Worgehensweise | STANDARD v |

Beschreibung

Tags

Dokurnent

Letzte Anderung [25.09.2018

Wertraulichkeit  [v]
Integritat [l
Verfugbarkeit  [v]

* Umsetzung

Umsetzungsstatus |Enthehrlich v

Erlduterun
Daten | Verkniipfungen | Anderungsmets

<» Objektbrowser &3

M 1.25 Uberspannungs

Verantwortlich fiir Initiier
Verantwortlich fiir Umsetz

In jedem elektrisch leitenden
Uberspannungen durch ander|
Schadenspotential.

Nicht nur iiber die im Haus ve
dort betriebene IT gelangen.

Die erforderlichen MaBnahme
"Blitzschutz" (entspricht der I
vorher den Blitz- und Uberspy

Auf Basis der neuen Norm DI

Die DIN EN 62305 beschreibt
baulichen Anlagen und Perso

Ton Tk lesinl

Fig. 67

settings in their own exercise tool example.

Setting up the six sample survey results for IT-Grundschutz check I. Readers may create plausible

T INF.2.81 [BASIS] Festlegung von Anforderungen Vertraulichkeit [
C> @ INF.2.A2 [BASIS) Bildung von Brandabschnitten Integritt [

) INF.2.83 [BASIS] Einsatz einer untetbrechungsreien Stramversorgung Verfiigbarkeit [ ]

) INF.2.44 [BASIS] Notabschaltung der Stramuersorgung ST

) INF.2.A5 [BASIS] Einhaltung der Lufttemperatur und -feuchtigkeit ] )

) INF.2.06 [BASIS] Zutittskontrolle Aus Manahme zbleten v

@ INF.2A7 [BASIS] VerschlieRen und Sichem Umsetzungsstatus Teilwieise
:p Q) INF.2.48 [BASIS] Einsalz einerBrandmeldeanIage}

) INF.2A9 [BASIS) Einsatz einer Losch- oder Brandvermeidungsanlage

) INF.2.810 [BASIS] Inspektion und Wartung der Infrastruktur Erlauterung
> % INF2.A1 [BASIS] Automatisierte Uberwachung der Infrastruktur

@) INF.2412 [STANDARD] Entwurf und Umnsetzung eines Perimeterschutzes fir das Rech.., =

T INF.2.413 [STANDARD)] Planung und Installation von Gefahrenmeldeanlagen " Kok

) : ¥ Kosten

) INF.2.814 [STENDARD] Fmsaizemer Netcersauénlége Daten‘VerknDpfungen e

$ 0 INF.2.415 [STANDARD] Uberspannungsschutzeinrichtung —

Fig. 68

may create plausible settings in their own exercise tool example.

Setting up the specific implementation status for the information domain in the exercise. Readers



With the IT-Grundschutz check, the security measures already implemented are com-
pared with the requirements of the IT-Grundschutz Compendium in order to identify the
security level achieved and to point out opportunities for improvement. The check is an
efficient instrument for answering questions such as:
1. Are the information and information technology in the defined information sys-
tem sufficiently protected?
2. What else must/should be done?

Readers may complete this IT baseline protection check in their own exercise.

3.6 Realization planning |

Realization planning takes place after the IT-Grundschutz check has been completed. In
this case, only the estimated costs and efforts play a role with regard to the tool used.
The links during the check should already have defined the responsible people and their
tasks.

Realization planning

Estimate costs Define responsible persons

A 4

The tool used does not pass the costs on through the links to the measures in the re-
quirement modules. Before making the general settings, thought must be given to
whether the costs are assigned to the individual measures or the requirement modules.

Since only a few implementation instructions or measures are considered in our exercise,
we will look at the following three measures as an example of implementation:
e M 1.75 Fire detection in buildings
O Fixed costs: 45,000 euros
O Material costs: 130 euros per month.
e M 1.31 Remote display of faults
0 Fixed costs: 25,000 euros
O Material costs: 50 euros per month.
e M 1.48 Fire alarm system in the data center
0 Fixed costs: 20,000 euros
0 Material costs: 150 euros per month.

Readers may supplement their own exercise independently.

1. Fill in the costs of the individual measures in your exercise tool as per fig. 69 below.

Chapter 3

)

@)

~ »
- -
s ~

o

{é}ﬂ

83



Tool-based development of a security concept

o

{3}!@

& Modemisierter IT-Grundschutz 52 BB ®

i
I

E.
E{

v I:L RU13 Serverraum U13
» 2 INF.2 Rechenzentrum sowie Serverraum
&, Elementare Gefshrdungen
~ @ INF.2 Serverraum

®) M 1.7[] Handfeuerldscher

@ M 1.10[] Sichere Turen und Fenster

®) M 1.15[] Geschlossene Fenster und Tiiren

¥ M1.18[] Gefahrenmeldeanlage

¥ M 1.21[]) Ausreichende Trassendimensionierung

) m1.24() Wermeidung von wasserfilhrenden Leitungen

%) M 1.26[] Not-Aus-Schalter

®) M 1.27 ] Klimatisierung der Technik / in Technikriurmen

%) M 1.28[] Lokale unterbrechungsfreie Stromversorgung

®) M 1.49[] Technische und organisatorische Vorgaben fiir das Rechenzentrurn
®) M 1.53[) Videoiberwachung

®) M 1.54[] Brandfriihesterkennung / Léschtechnik

®D) M 1.55[] Perimeterschutz

®) M 1.56[] Netzersatzanlage

%) M 1.57 [] Aktuelle Infrastruktur- und Bauplane

®) M 1.58() Technische und arganisatorische Yorgaben fir Serverrdume
®) M 1.70[] Zentrale unterbrechungsfreie Stromversorgung

®) M 1.71 ) Funktionstests der technischen Infrastruktur

@ M 1.72 [] BaumaBnahmen wihrend des laufenden Betriebs

®) M 1.73 [] Schutz eines Rechenzentrums gegen unbefugten Zutritt
& M 1.75() Branderkennung in Gebsuden

®) M 1.79[] Bildung von Sicherheitszonen

®) M 2.6[] Vergabe von Zutrittsberechtigungen

) M 217[] Zutrittsregelung und -kontrolle

®) M 2.213 [] Inspektion und Wartung der technischen Infrastruktur
%) M 2.395 [] Anforderungsanalyse far die [T-Verkabelung

®) M 5.5 [] Schadensmindernde Kabelfithrung

®) M 617 [] Alarmierungsplan und Brandschutziibungen

$¢ M 1.25 [STANDARD] Ub!rspannungss:hutz

ﬂ I 1.31 [STANDARD] Fernanzeige von Stérungen

®7 M 1.47 [STANDARD] Eigener Brandabschnitt

%) M 1.48[STANDARD] Brandmeldeanlage irm Rechenzentrurn

®7 1 1.75 [] Branderke... 51 |

Identifier [m175

Titel | Branderkennung in Gebauden

Vorgehensweise |unbearbeitet W

Beschreibung

Tags |

Dokurnent

Letzte Anderung (25093078

Vertraulichkeit  [v]

Inteqritat [

Verfagbarkeit [+
» Umsetzung

~ Kosten

Personalkosten fix EUR
Personalkosten var, EUR

Sachkosten fix EUR 45000

Sachkasten var, EUR 130

IMonat v

|unbearbeitet
b Datenschutzzele nach| 70

Zeitraum

Woche
Daten | Verknipfungen A Quartal n
> Objektt Y-J. Jahr

Fig. 69  Completion of the costs for M 1.75 “Fire detection in buildings”.

2. In addition, the HRZ must be defined as being responsible for the implementation

of the measures. This takes the form of a link between the measure and the HRZ, as

shown in fig. 70:

&) M1.70(] Zentrale unterbrechungsfreie Stromversorqung

) M 1.71{] Funktionstests der technischen Infrastruktur

) M 1.7 [) Baunabnahmen wihrend des laufenden Betriebs

) M1.73 [] Schutz eines Rechenzentrums gegen unbefugten Zutrit
%7 M1.75[] Branderkennung in Gebauden|

%) M1.79(] Bildung von Sicherheitszonen

%) M 28] Vergabe von Zutrittsberechtigungen

) M217{) Zutrittsregelung und -kontrolle

@ M 2,213 [] Inspektion und Wartung der technischen Infrastruktur

Fig. 70

0Mudemi;ienerIT-Grunds(hutz b ‘ CRERA g :J.i |-_ [

%7 M1.75 (] Branderke... 2

Verknipfungen |Person v‘ ‘Umsetung durch

Verknipfung Titel
[} Umselzungdurchﬂ HRZ Hachschulrechenzentrum

3.7 Generating a report

Linking the HRZ as a group responsible for implementation. Note: In adopting a nuanced approach,
other individuals can be defined to take on overall responsibility and to cover IT revision. In reality,
the situation is usually more complex. In the tool, it is possible to separate implementation and
control, as recommended by the BSI.

With all the sample settings and links now completed, we can briefly discuss the creation

of a report. This step in the exercise should illustrate how the data for documentation,

revision, or testing can be prepared from the database behind the tool.

Please note that it is not possible to generate a report in the free version of the verinice

tool: for this, you will need the purchased version of the software.



Create a report

e You can access the reports via the menu “File” 2 “Generate report.” Generate the

baseline protection (“A4 Grundschutz-Check”) and realization plan (“A6 Realisier-

ungsplan”) reports as PDFs as per fig. 71:

V. Report

Report erzeugen

Erstellen Sie einen Report mit den Daten in verinice. Reports kdnnen schidlichen Code oder andere
Sicherheitsrisiken enthalten, Verwenden Sie ausschlieRlich Reports wvon Urhebern, denen Sie vertrauen,

Immer dieses Verzeichnis benutzen [+

Report auswahlen: |(S} ITGS: A4 Grundschutz-Check vl
éeltungsbereich: ’Fuschungsgruppe Schall vl
Ausgabeformat |F'ortab|e Document Format (PDF) Vl
Ausgabedatei | C:\verinice\verinice_wurk\handbuch\AA_Grundschuiz-Check_Fclsch| |Ausw§hlen... ‘
Daturn itn Dateinamen [

| Reportcache zuricksetzen ‘

[ oK || Abbrechen |

Fig. 71  Generation of reports in line with the updated IT-Grundschutz in the tool verinice for the infor-
mation domain created in the exercise: Research Group Scholl (“FS Forschungsgruppe Scholl”).

As only some data was entered
in the tool for the server room
as part of this sample exercise,
the reports in the remaining ar-
eas are relatively empty. How-
ever, you can see the tree-like
structure, which allows the re-
sponsible persons to map out
the implementation of security
measures or deliver the IT-
Grundschutz check. The exam-
ple opposite shows the report
INF.2.A8 “Use of a fire alarm
system” from the IT-Grund-
schutz check (fig. 72).

INF.2.A8
Beschreibung:
Hauptverantwortlicher:
Verantwortlicher:
Umsetzung durch:
Umsetzungsstatus:
Umsetzungserliuterung:
M 148
Beschreibung:
Umsetzung durch

Umsetzungsstatus:

Umsetzungserléuterung:

M 147
Beschreibung:
Umsetzung durch
Umsetzungsstatus:

Umsetzungserlduterung:

M 175
Beschreibung:

Umsetzung durch

Umsetzungsstatus:

Umsetzungserlduterung:

Einsatz einer Brandmeldeanlage

Umsetzung bis:
Teilweise

Brandmeldeanlage im Rechenzentrum

Hochschulrechenzentrum Umsetzung bis:
Teilweise

Eigener Brandabschnitt

Hochschulrechenzentrum Umsetzung bis:

Branderkennung in Gebiduden

Hochschulrechenzentrum Umsetzung bis:

—

Fig. 72 Report INF.2.A8 “Use of a fire alarm system”.
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3.8 Risk analysis and consolidation

In chapter 3.3 of this tool-based exercise, which focused on determining the protection
needs of the information domain, we argued that the server room had a high protection
requirement with regard to confidentiality. We have also established that it is impossible
to comply with this high protection requirement in a public university building, so that
the maximum principle is violated in this case. It is therefore necessary to give special

attention to the server room by conducting a risk analysis.

Before a risk analysis can be initiated in the tool, the parameters of the risk analysis for
the information domain must be clarified and defined with the ISM team and all the
other responsible parties using the six damage scenarios (see chapter 2.2). This includes

e the risk matrix,

e the risk categories,

e the categories of damage effects, and

e the frequency of occurrence of events.

As explained in chapter 2, BSI Standard 200-3 [18] provides general information on this
procedure, which has been adopted in the verinice tool (see fig. 73). These definitions
must be checked and stipulated by each institution on an organization-specific basis.

However, no changes are made to the definitions for this exercise.

1. Open the information domain with a double click in the tool (fig. 73) and look at the
four tabs Risk Matrix (in German: Risikomatrix), Risk Category (Risikokategorie), Im-

pact (Auswirkung), and Frequency of Occurrence (Eintrittshéufigkeit):

Auswirkung Die bereits umgesetzten oder zumindest im S

["" = SicherheitsmaBnahmen bieten einen ausreich]
geringe Risiken zu akzeptieren und die Gefahi
existenzbedrohend ittel hach
.mitte\ Die bereits umgesetzten oder zumindest im S
1

SicherheitsmaBnahmen reichen méglichenve

betrachtlich mitte| mittel hoch

’ hoch Die bereits umgesetzten oder zumindest im S
Sicherheitsmanahmen bieten keinen ausreis

Gefshrdung.
begrenzt gering gering mittel hach
[ sehr hoch Die bereits umgesetzten oder zumindest im S
Sicherheitsmalinah bieten keinen ausrei
=] Gefahrdung. In der Praxis werden sehr hohe
vernachlissighar gering gering gering gering
‘ [Standardwerte wiederherstellen
selten rmittel haufig sehr hiufig
Eintrittshaufigkeit
< n |
Daten i !" k ! isil A k Eintrit keit | And d Daten |Verkniipfungen Rislkomatﬁix; Rmkokategmie I.«'-\uswirkung Eintrittsh3ufigkeit
Daten Risik Risikokategorie| Auswirkung [Eintri And d [Daten |Verknipf Risikomatrix | Risikokategorie | Auswirkung] Eintrittshaufigkeit] 4

Fig. 73  Risk definition for the information domain in the tool (exercise in German).



In this step, we recommend a risk comparison of the server room and the publicly acces-
sible university building: because, in the example, we breached the maximum principle
for the building “Haus 100” in the exercise, it now makes sense to model H100 as a gen-
eral building (see fig. 74). As explained in chapter 2, the updated IT-Grundschutz uses a
total of forty-seven elementary threats for that.

2. Model H100 separately as a general building as per IT-Grundschutz module INF.1
(“INF.1 Allgemeines Gebaude”) (see fig. 74):

1L} Kataloge 52 T B : 2 = O |[@ Modemisierter T-Grundschutz 2
iy IT-Grundschutzkataloge EL 15 zum Einsatz im Modernisierten [T-Grundschutz v [ FSFoschungsgruppe Scholl
v | IT-Grundschutz-Kampendium 8.0 Edition 2020 i Geschiftsprozesse
v i) Bausteine 77 Amwendungen
| Prozess-Bausteine ) IT-Systeme
v 2] Systemn-Bausteine 1% 1CS-Systerne
< APP v & Andere/loT-Systeme
E=) SYS U= Intranet Firewvall
= IND =, Kommunikationsverbindungen
Z NET ~ r Gebaude
v EINF v ({0 H100Haus 100 INF.1 Aligerneines Gebaude
[=—] INF.1 Allgerneines Geb&ude [z INF.1 Allgemneines Gebéude B
[ INF.2 Rechenzentrum sowie Serverraum 4, Elementare Gefahrdungen
[z INF.3 Elektrotechnische Verkabelung 7 INF.1 Allgemeines Gebaude
= INF4T-Verkabelung v [ Réume
[z INF.5 Raumn sowie Schrank fiir technische Infrastruktur ﬂ L122 Labor 122
= INF.6 Datentrigerarchiv ﬂ R106 Raum 106
= INF.7 Burasrbeitsplat B0 R304 Rourn 304
2] INF.8 Hauslicher Arbeitsplatz ﬂ RUQ3 Raum U03
2] INF.9 Mobiler Arbeitsplatz v I] RU13 Serverraum U13
= INF.10 Besprechungs-, Veranstaltungs- und Schulungsriume [2] INF.2 Rechenzentrum sowie Serverraum
§ Gefihrdungen ¢, Elementare Gefshrdungen
B Umnsetzungshinweise B INF.2 Serverraum

Fig. 74  Modeling of “Haus 100” as a general building (“INF.1 Allgemeines Gebdude”) in line with the IT-
Grundschutz module INF.1.

3. This step involves a preliminary analysis of the existing threats. Open the elemen-
tary threats both in H100 and in the server room and compare them.

In practice, we recommend initiating a discussion between those responsible for the
server room and those responsible for the building to compare these elementary threats.
For this purpose, all the requirements and measures from both modules must be looked
at together in order to be able to make a sound assessment of threats that have not been
sufficiently addressed or additional threats to the server room. Measures are to be de-
rived from this discussion in consultation with the top management. For the exercise, we
assume that this process of coordination has produced the following result (see table 2,
figs. 10 and 76):
e G 0.4 Dirt, dust, corrosion (insufficiently addressed threats)
Frequency of occurrence medium (“mittel”), impact significant (“betrachtlich”)
e G 0.9 Failure or malfunction of communication networks (additional threat)
Frequency of occurrence rarely (“selten”), impact limited (“begrenzt”)
e G 0.10 Failure or malfunction of supply networks (insufficiently addressed threats)
Frequency of occurrence rarely (“selten”), impact limited (“begrenzt”)
® G 0.18 Poor planning or lack of adjustment (to be addressed separately)
Frequency of occurrence often (“haufig”), impact significant (“betrachtlich”)
e G 1.18 Failure of a building (e.g., in the event of an attack or sabotage based on the
older BSI standards 100-2/100-3 and the BSI catalogs)
Frequency of occurrence rarely (“selten”), impact significant (“betrachtlich”).
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For the exercise, we think it makes sense to model the risk analysis in a hybrid way, too.
This means working in general with the new BSI standards 200-2 and 200-3, while using
the old BSI Standards 100-2 and 100-3 for the defined threat G 1.18. The alternative to
this hybrid modeling is to create your own new, individual threats and requirements.

4. To depict the facts described in the tool, the risk analysis for the server room must

first be defined as per fig. 75—i.e., you should enter a description of the reason for

carrying out the risk analysis.

) FSFoschungsgruppe Scholl Kirzel
i Geschaftsprozesse Tl
= Anwendungen
B [T-Systeme

7 1CS-Systeme
v [T AnderefloT-Systeme
(=) Intranet Firewall

&, Kommunikationsverbindungen

Beschreibung

[Rut3

[ serverraum U13

v [ Gebsude
~ [ H100 Haus 100
2] INF.1 Allgemeines Gebsude
4, Elementare Gefshrdungen
) INF.1 Allgemeines Gebsude
v [0 Raume
] L122Labor 122
W) R106 Raurn 106
W1 R302 Raum 304
W] RUO3 Raum L03
~ |0 RUT3 Serverreum U13

) INF.2 Rechenzentrurm sowie Serverraum

&, Elementare Gefshrdungen
& INF.2 Serverraum

8, Personen
2 13MS.1 Sicherheitsmanagement

Plattform / Baustein |

Anzshi 1

Tags |

Benutzer [

Dokument

b Schutzbedarf

 Risikaanalyse
Risikaanalyse erforderlich [v]

Der hohe Schutzbedarf beztiglich der Vertraulichkeit kann fiir das Gebsude nicht umgesetzt werden, da es tffentlich zuganglich ist.

Erlsuterung

Fig. 75  Enter the reason for the risk analysis of the server room in the tool (here in German).

Add the additional threats to the server room in a separate risk group. This is done

with a right click on the server room U13 with the abbreviation RU13 (see fig. 35:
“RU13 Serverraum U13”). Then copy the additional threats both from the IT-Grund-
schutz Compendium and from the older BSI catalog to this new risk group (fig. 76).

LIS e
118 Ausfall eines Gebaudes
wstall eines Dienstleisters oder Zulieferers

4 B14Datensicherungskonzept

& B15Datenschutz

B 1.6 Schutz vor Schadprogrammen

B 1.7 Kryptokonzept

B 1.8 Behandlung von Sicherheitsvorfallen

B 1.9 Hard- und Software-Management:

B 1.10 Standardsoftware

B 1.11 Outsourcing

B 1.12 Archivierung

B 1,13 Sensibilisierung und Schulung zur Informationssicherheit
B 1,14 Patch- und Anderungsmanagement

B 1.15 Léschen und Vemichten von Daten

B 1.16 Anforderungsmanagerment

B 1,17 Cloud-Nutzung

B 1,18 Identitits- und Berechtigungsmanagement
B 2.1 Allgemeines Gebaude

B 2.2 Elektrotechnische Verkabelung

B 2.3 Biroraum / Lokaler Arbeitsplatz

B 24 Serverraum

B 2.5 Datentrigerarchiv

B 2.6 Raum fiir technische Infrastruktur

B 2.7 Schutzschrinke

B 2.8Hiuslicher Arbeitsplatz

B 2.9 Rechenzentrum

B 2,10 Mobiler Atbeitsplatz

B 2,11 Besprechungs-, Ver I - und Schull
B 2,12 IT-Verkabelung

B 3,101 Allgemeiner Server

B 3.102 Server unter Unix

B 3,103 Server unter Windows NT

"

] R106 Raumn 106
] R304 Raumn 304
[ RUO3 Raum U03
v [l RU13 Serverraum U13
=7 INF.2 Rechenzentrum sowie Serverraum
~ & Elementare Gefshrdungen

4 GO Feuer
§ G 0.2 Unglinstige klimatische Bedingungen
§G03Wasser

4 G 04Verschrmutzung, Staub, Korrosion

4 G 0.6Katastrophen im Umfeld
§ G 0.7 Grobereignisse im Umfeld
i G08Aysfall oder StAmng der St
| £ G010 Ausfall oder Stdrung von Versorgungsnetzen |
T G UTTAusfall oder Stérung von Dienstleistern
& G015 Abhéren
4 G 0,16 Diebstshl von Gersten, Datentragemn oder Dokumer,
§ G 0.24 Zerstbrung von Geriten oder Datentrigern
£ G 0.25 Ausfall von Gerdten oder Systernen
§ G 0.26 Fehlfunktion von Gerdten oder Systermen
§ G0.29Verstoh gegen Gesetze oder Regelungen
4 G030 Unberechtigte Nutzung oder Administration von Gd
4 G031 Fehlerhafte Nutzung oder Adrinistration von Gerat
§ G032 Missbrauch von Berechtigungen
t G034 Anschlag
|4 G041 Sabotage
& G 0H Unbefugtes Eindringen in Raumlichkeiten

< 1) zusatzliche Gefahrdungen

[ £ G 0.8 Ausfall oder Storung von Kemmmunikationsnetzen
& G018Fehlplanung oder fehlende Anpassung
& 6118 Ausfall eines Gebsudes

g

. 76  Sample overview of threats for the server room in the information domain in the exercise.



6. The next step is to classify the risks or threats in terms of the question “What are

the dangers if the risk is not addressed?” Complete the area “Risk without addi-

tional measures” (in German: “Risiko ohne zusatzliche MalRnahmen”) for all the

threats listed (see fig. 77). Note the automatic risk determination using the pre-

viously defined risk matrix.

G 04 Verschmutzung, Staub, Korrosion

G 0.5 Maturkatastrophen

G 0.6 Katastrophen im Umfeld

G 0.7 GroRereignisse im Urnfeld

G 0.8 Ausfall oder Stérung der Stromversorgung

G 0.10 Ausfall oder Stérung von Versorgungsnetzen

G 0.11 Ausfall oder Stérung von Dienstleistern

G 0.15 Abhdren

G 0.16 Diebstahl von Gerdten, Datentrdgern oder Dokumenten
G 0.24 Zerstérung von Geraten oder Datentrigern

G 0.25 Ausfall von Gerdten oder Systemen

G 0.26 Fehlfunktion von Gerdten oder Systermen

G 0.20erstoR gegen Gesetze oder Regelungen

G 0.30 Unberechtigte Nutzung oder Administration wvon Geraten und Systemen

| ———————

Schwachstelle unbearbeitet
Bedrohung unbearbeitet
Dokurent

Betrifft Vertraulichkeit [ ]
Betrifft Integritat [
Betrifft Verfugbarkeit

w Risiko ohne zusatzliche Maknahmen

Eintrittshaufigkeit

Auswirkung betrachtlich v
Risiko mittel

Fig.

77  Assessment of the risk in the tool (on the right) for the elementary threat G 0.4 Dirt, dust, corrosion
(on the left: “G 0.4 Verschmutzung, Staub, Korrosion”) if no measures were taken.

In order to display an overview of the threats (see fig. 78), the standard view of the

tool must be changed. To do this, go to the Edit menu (in German: “Bearbeiten”),

Settings (“Einstellungen”), General settings (“Allgemeine Einstellungen”) and acti-

vate the option to show the icon overlay for risk analysis values as per BSI IT-Stand-

ard 200-3 (“Zeige Icon-Overlay fir Risikoanalysewerte nach BSI IT-Grundschutz 200-

311)'

The colors of the traffic-light system for the ratings that have been entered show the

risks as per figs. 73 and 78 as defined in the risk matrix. In the current view in your exer-

cise setup, however, the color red should be missing, because our exercise excludes the

risk category “very high.” It is now important to address the risks. In order to maintain

an overview, two new groups are required, which are created below (see fig. 79).

For a better overview, create a new module INF.2 for the additional risk require-

ments (in German: “INF.2 zuséatzliche Risikoanforderungen”) and a new measures

group INF-2 for the additional measures (“INF-2 zusatzliche MaBnahmen”) of the

risk analysis. This is done by right-clicking on the RU13 server room (see fig. 79).

According to BSI Standard 200-3, there are the following four options for addressing risks

(see chapter 2):

e Risk avoidance—e.g., by changing the field of application

e Risk reduction—e.g., by implementing further security measures

e Risk transfer—e.g., by taking out appropriate insurance

e Risk acceptance—e.g., by accepting the residual risk (no action taken).
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Q v ﬂ RU13 Serverraurn U13

-ﬁ- » [ INF.2 Rechenzentrum sowie Serverraum
v ™ Elementare Gefshrdungen
N G0.1Feuer
‘ G 0.2 Unginstige klimatische Bedingungen
‘ G 0.3 Wasser
4 G 04Verschmutzung, Staub, Korrosion
‘ G 0.5 Maturkatastrophen
N 6 0.6 Katastrophen im Urnfeld
‘ G 0.7 GroBereignisse im Umfeld
! G 0.8 Ausfall oder Stérung der Strormwversorgung
Tl G 0,10 Ausfall oder Stérung von Versorgungsnetzen
N G 0.11 Ausfall oder Stérung von Dienstleistern
N G015 Abhiren
N G 0.16 Diebstahl van Geriten, Datentrigem oder Dokumenten
‘ G 0.24 Zerstérung von Gerdten oder Datentrigern
“ G 0.25 Ausfall von Gerdten oder Systemen
N G 0.26 Fehlfunktion von Geriten oder Systernen
! G 0.29Verstol gegen Gesetze oder Regelungen
l G 0.30 Unberechtigte Nutzung oder Administration von Gerdten und Systemen
‘ G 0.31 Fehlerhafte Nutzung oder Administration von Gerdten und Systemen
‘ G 0,32 Missbrauch von Berechtigungen
N 6034 Anschlag
N G 041 Sabotage
“ G 044 Unbefugtes Eindringen in Riumlichkeiten
v E}! zusdtzliche Gefdhrdungen
jj G 0.9 Ausfall oder Stérung von Kommunikationsnetzen
} L] G 018 Fehlplanung oder fehlende Anpassung l
4 G118 Ausfall eines Gebdudes
> B INF.2 Serverraum

Fig. 78  Traffic-light system for risks relating to the server room in the information domain FS in the exer-
cise.

v ” RU13 Serverraum U13

\ [V

Anderungstyp

L] INF.2 zusatzliche Risikaanfurderun_gen‘
> ™ Elementare Gefahrdungen
) fj zusdtzliche Geféhrdungen Anderungsdetails

> B INF.2 Serverraum
@j INF.2 zusétzliche MaBnahmen

Fig. 79  To provide a better overview of the modeling of measures from the risk analysis, the new module
group “INF.2 zusdtzliche Risikoanforderungen” and the new measures group “INF-2 zusdtzliche
Mafinahmen” are created in the tool.
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For the exercise, we assume the following (simulated) results for the coordination be-
tween the responsible persons, the administrators, the building services, and the top
management:
e G 0.4 Dirt, dust, corrosion (insufficient)
Risk reduction through further measures:
0 INF.6.M3 Protection against dust and other dirt (new).
e G 0.9 Failure or malfunction of communication networks
Risk reduction through further measures:
0 INF.4.M1 Selection of suitable cable types (new).
0 INF.4.M8 Fire protection of routes (new).
e G 0.10 Failure or malfunction of supply networks (insufficient)
Risk transfer to the relevant provider
0 Contract extension (new).
e G 0.18 Poor planning or lack of adjustment (new)
Risk acceptance of the top management
0 Management assumes responsibility for the risk (no action taken).
e G 1.18 Failure of a building (e.g., in the event of an attack or sabotage as per the
older BSI standards 100-2/100-3 and the BSI catalogs)
Risk reduction through further measures:
0 M 1.52 Redundancy, modularity, and scalability in the technical infra-
structure as per IT-Grundschutz catalog, category B 2.9 data center
(new).

9. Copy the necessary measures and implementation notes from both the IT-Grund-
schutz catalog and the compendium as per fig. 80:

¥ 11,12 [] Vermeidung von Lagehimueisen auf schitzenswerte Gebiudeteils v B RU13 Serverraum U13

?y M 113 [] Anordnung schitzenswerter Gebaudeteile 2 INF.2 Rechenzentrum sowie Serverraum

-.ij M 1.15 [] Geschlossene Fenster und Taren 2. INF.2 zusitzliche Risikoanforderungen

%) M 1.18[] Gefahrenmeldeanlage T Elementare Gefshrdungen

¥ M 1,23 [] Abgeschlossene Turen v |4 zusstzliche Gefshrdungen

=) M 1,24 (] Vermeidung von wasserfuhrenden Leitungen & G 0.9 Ausfall oder Stdrung von Kommunikationsnetzen

=) M1.25 (] Uberspannungsschutz 41 G 0,18 Fehlplanung oder fehlende Anpassung

®) M 1,26 (] Not-Aus-Schalter b G 1,18 Ausfall eines Gebsudes

¥ M 1.27 (] Klimatisierung der Technik / in Technikrdumen = f_" INF.2 Serverraum

¥ M 1.21 [] Fernanzeige von Stérungen B ~ f‘| INF.2 zusitzliche Malnahmen

W M147(] Eigener Brandabschnitt ®) M 1.52 [] Redundanz, Modularitit und Skalierbarkeit in der tech
¥ M 1.48[] Brandmeldeanlage im Rechenzentrum ) INFAMT [BASIS] Auswahl geeigneter Kabeltypen

¥ M 1.49[] Technische und organisatotische Vorgaben fir das Rechenzentrum ¥ INF.6M3 [BASIS] Schutz vor Staub und anderer Verschmutzung
¥ M 1.50 (] Rauchschutz %) INF.4M8 [STANDARD] Brandabschottung von Trassen

¥ M 1.52 [] Redundanz, Modularitst und Skalierbarkeit in der technischen Infrastr... ‘P Personen

) M 1,53 [] Videotberwachung 2] ISMS.1 Sicherheitsmanagement

Fig. 80 In this exercise, requirement modules and measures are required for three of the five assumed
elementary threats to address the additional risks affecting the server room.

10. Since new elements have been added to the basic structure of our tool-based exer-
cise, the links between these elements need to be added. Use your experience to
model the requirements and threats according to fig. 81:

After this additional modeling, the stipulations that were determined to reduce the risk
must be implemented (see fig. 82). For the exercise, we assume the following situation
after a (simulated) decision by those responsible:
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ﬁ W INF.2.AR0Z [ERHOHT]... &2
-+

ﬁ Verkﬂgpfd INF‘E".“ARC'E [ERHOHT] Anforderung zu GI 0.9 Ausfall oder Stérung von Kommunikationsnetzen
Verknipfung Titel Scope Beschreibung
@& modelliert ﬂ RU13 Serverraum U13 Foschungsgruppe Scholl
@& reduziert Risikowvon G 0.9 Ausfall oder Stérung von Kommunikationsnetzen  Foschungsgruppe Scholl
@ erflllt durch ] IMF.4.M1 [BASIS] Auswahl geeigneter Kabeltypen Foschungsgruppe Scholl
& erfullt durch ) INF.4MB[STANDARD] Brandabschottung von Trassen  Foschungsgruppe Schall

@D INF.2.AR03 [ERHOHT]... &2

Verkn,-_-,pfunJ INF.2.ARO3 [ERHOHT] Anforderung zu G 1.18 Ausfall eines Gebaudes |7, iigen

Verknipfung Titel Scope
& modelliert ﬂ RU13 Serverraurn U13 Foschungsgruppe Sch
@& reduziert Risikowvon 4 G 1,18 Ausfall eines Gebdudes Foschungsgruppe Sch
@& erfullt durch 7] 1 1,52 [] Redundanz, Modularitdt und Skalierbarkeit in der technischen Infrastruktur - Foschungsgruppe Sch
£ G 09 Ausfall oder ... 32
'\ferknﬂpfquf 0.9 -‘-\‘:anlfa!‘clcll'er'?torung von Kemmunikationsnetzen .

Verkniipfung Titel Scope
& beeinflusst ﬂ RU13 Serverraurm U13 Foschung

£ Risiko reduziert durch @ INF.2 ARD2 [ERHC)HTI Anforderung zu G 0.9 Ausfall oder Stérung von Kommunikationsnetzen  Foschung
{ G0.18Fehlplanung ... &2

Yerkniipfungen G 0.18 Fehlplanung oder fehlende Anpassung Hirzuftigen

Werknipf.., Titel Scope Beschreibung Risikobehandlung
& beeinflusst ﬂ RU13 Serverraurn U13  Faschungsgruppe Scholl

L G1.18Ausfall eine... 2

'\fg[knﬂpfu‘ G 1.18 Ausfall eines Geb&udes g vl Hinzufiigen

Werkniipfung Titel Scope Beschre
& beeinflusst l:l RU13 Serverraum U13 Foschungsgruppe Scholl
& Risiko reduziert durch ] ) INF.2,4R03 [ERHOHT] Anforderung zu G 1,18 Ausfall eines Gebsudes  Foschungsgruppe Scholl

Fig. 81  Modeling of some of the additional measures, threats, and requirement modules.

~ e G 0.4 Dirt, dust, corrosion (insufficient)

e
\ /3 O Risk reduction through further measures
= 0 Frequency of occurrence reduced to rarely/unlikely (in German: “selten”)
O Impact reduced to limited/medium (“begrenzt”).
e G 0.9 Failure or malfunction of communication networks (new)
O Risk reduction through further measures
0 Frequency of occurrence reduced to rarely/unlikely (in German: “selten”)
0 Impact reduced to negligible/low (“vernachlassigbar”).
e G 0.10 Failure or malfunction of supply networks (insufficient)
O Risk transfer to the respective provider (contracts).
e G 0.18 Incorrect planning or lack of adjustment (new)
O Risk acceptance of the management (no action taken to address risk).
e G 1.18 Failure of a building (e.g., in the event of an attack, sabotage—from the older
IT-Grundschutz)
O Risk reduction through further measures
0 Frequency of occurrence reduced to rarely/unlikely (in German: “selten”)

0 Impact reduced to limited/medium (“begrenzt”).
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change.

Determine how the risk will be addressed according to the list above and com-
pare your result with fig. 82. As you enter the data, keep an eye on the system
of traffic lights relating to the risk assessment and see how the colors gradually

..

<

« [N RU13 Serverraum U13
[ INF.2 Rechenzentrum sowie Serverraum

INF.2 zusatzliche Risikoanforderungen

T INF.2.AR01 [ERHOHT] Anforderung zu G 0.4 Verschmutzung, Staub, Korrosion
& INF.2.AR02 [ERHOHT] Anforderung zu G 0.9 Ausfall oder Stérung von Kommunikation...
R !

@ INF.2.AR03 [ERHOHT] Anforderung zu G 1.18 Ausfall eines Gebsudes
Elementare Gefahrdungen

MG 01 Feuer

Nioz Unginstige klimatische Bedingungen

N G03Wasser

41 G 04Verschmutzung, Staub, Korrasion

N G 0.5 Naturkatastrophen

N G 0.6 Katastrophen im Umfeld

"N G 0.7 Grolereignisse im Umfeld

M G 0.8 Ausfall oder Stérung der Stromversorgung

4 G 0.10 Ausfall oder Stirung von Versorgungsnetzen

N 60,11 Ausfall oder Stérung von Dienstleistem

N G015 Abhdren

M G 0,16 Diebstahl von Gersten, Datentrigern oder Dokumenten

N G 0.24 Zerstorung von Geriten oder Datentrigern

M G 0.25 Ausfall von Geraten oder Systemen

N G 0.26 Fehlfunktion von Geriten oder Systeren

N G 0.29Verstol gegen Gesetze oder Regelungen

Wi 0.30Unberechtigte Nutzung oder Administration von Gerdten und Systermen
N G031 Fehlerhafte Nutzung ader Administration von Geriten und Systemen
,‘ G 032 Missbrauch von Berechtigungen

N 6034 Anschlag

N G041 Sabotage

M G 044 Unbefugtes Eindringen in Rsumlichkeiten

¢ zusdtzliche Gefdhrdungen

41 G 0.8 Ausfall oder Storung von Kommunikationsnetzen

n

Anderungsdetails

Schwachstelle

unbearbeitet v

Bedrohung |unheavha\tet

Dokument

Betrifft Vertraulichkeit
Betrifft Integritat
Betrifft Verfiigharkeit

~ Risiko ohne zusitzliche MaBnahmen

Enreshaufigkee[sehen ]

Auswirkung betrichtlich ~
Risiko mittel

= Risikobehandlungsoption

Risikobehandlung Risikoreduktion

Erluterung zur Risikobehandlung

v

w Risiko mit zusatzlichen Malinahmen

Eintrittshdufigkeit | selten v
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4 G 0,18 Fehlplanung oder fehlende Anpassung
+ 61,18 8usfall eines Gebsudes| Risike gering
B INF.2 Serverraum
Fig. 82  Result of the action taken to address risk: example of an entry for the threat G 1.18 Failure of a

building (“G 1.18 Ausfall eines Gebdudes”).

3.9 The IT-Grundschutz check (part 2)

After this sample risk assessment, a new (second) IT-Grundschutz check and implemen-
tation check need to be performed (see fig. 16). At this point in the exercise, we simply
assume that all additional (new) measures have been fully implemented at the time of
the IT-Grundschutz check (part 2). We do not consider the measures and requirements
from the first IT baseline protection check again. In reality, all the measures would always
be checked again during the IT-Grundschutz check (part 2). In addition, we assume that
the following costs were incurred in implementing the additional measures:

and the final implementation planning

\
41D

INF.6.M3 protection against dust and other dirt (new):
one-time material cost of 500 euros.

2 1B -

INF.4.M1 Selection of suitable cable types:

one-time material cost of 4,000 euros.

INF.4.M8 Fire insulation of routes:

one-time material cost of 3,500 euros.

M 1.52 Redundancy, modularity, and scalability in the technical infrastructure
(basic protection catalog category B 2.9 data center):

one-time material cost of 120,000 euros and monthly costs of 3,000 euros.
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ﬁ 1. Set the implementation of the measures with the costs incurred as part of the IT-
ﬁ‘_ Grundschutz check (part 2) in the tool and link to the HRZ (entered as “person” in
the tool), which will be responsible for the implementation of these measures (see

fig. 83). Using the previous modeling, the implementation status of the require-

ments is derived step by step from the implemented measures as the data is en-

tered.
@ Modermisierter IT-Grundschutz £ SR » :l | s T O % M1.52[) Redundanz.., &
~ ™ RU13 Serverraum U13 ~

| M 1.52 [] Redundanz, Meodularitit und Skalierbarkeit in def
Identifier ‘ M 1.52

2 INF.2 Rechenzentrum sowie Serverraum

~ 2.7 INF.2 zusatzliche Risikoanforderungen = =
%7 INF.2.AR01 [ERHOHT] Anforderung zu G 0.4 Yerschmutzung, Staub, Korrosion Titel | Redundanz, Modularitst und Skalierbarkeitin dertech
%7 INF.2.4R02 [ERHOHT] Anforderung zu G 0.9 Ausfall oder Stirung von Kommunika Vorgehensweise | unbearbeitet v
%7 INF.2.4R03 [ERHOHT] Anforderung zu G 1.18 Ausfall eines Gebaudes
~ M Elementare Gefshrdungen
MG 0.1 Feuer
M 5 0.2 Ungiinstige klimatische Bedingungen
NG 0.3 Wasser
£ G 04Verschmutzung, Staub, Korrosion
:‘ G 0.5 Naturkatastrophen EF ‘
M G 0.6 Katastrophen im Umfeld Dokument
M G 0.7 GroBereignisse im Umfeld
M 5 0.8 Ausfall oder Stirung der Stromyversorgung

Beschreibung

Letzte Anderung ‘25.09 018

+ G 010 Ausfall oder Stérung von Versorgungsnetzen Release ‘
T 5 0.1 Ausfall oder Stirung von Dienstleistern
M G 015 Abhoren Anderungstyp |

M G 0,16 Diebstahl von Geriten, Datentréigern oder Dokumenten

M G 0.24 Zerstsrung von Gersten oder Datentrigem

T 6 0.25 Ausfall von Gerliten oder Systemen Anderungsdetails
:‘ G 0.26 Fehlfunktion von Gerdten oder Systemen

:‘ G 0.29Verstolt gegen Gesetze oder Regelungen

':. G 0.30 Unberechtigte Mutzung oder Administration von Geraten und Systemen Vertraulichkeit [
N G 0.31 Fehlerhafte Nutzung oder Administration von Geriten und Systemen Integritit [w]
M 6 0.32 Missbrauch von Berechtigungen Verfiigharkeit [w]

M 5034 Anschlag ey
N G 0.41 Sabotage
TN G 0.44 Unbefugtes Eindringen in Rsumlichkeiten Umsetzungsstatus
¥ zusttzliche Gefshrdungen
£ G 0.9 Ausfall oder Sthrung von Kommunikationsnetzen
£ G 0.18Fehlplanung oder fehlende Anpassung Erlduterung
£ G 118 Ausfall eines Gebéudes
B INF.2 Serverraum
~ @ INF.2 zusstzliche Matnzhmen
®7 M 1.52 [] Redundanz, Modularitat und Skalierbarkeit in der technischen Infrastr,.,
B INFAMT [BASIS] Auswahl geeigneter Kabeltypen ¥ Rewision
B INF.63 [BASIS] Schutz vor Staub und anderer Verschmutzung

<

Umsetzung bis 22.04.2020

= Kosten
®7 INF.AMS [STANDARD] Brandabschottung von Trassen
v B, Persanen Persanalkasten fix ELR
AL DE Edich, Denis Persanalkosten var, EUR

£ FP Prott, Frauke ) .
£ HRZ Hochschulrechenzentrum Zeitraum |unbearbeitet v

A MS Scholl, Margit ||| sachkosten fix EUR [ 120000

% ztE E:trh:h,:'eter Sachkasten var, EUR 3000
{ udenten

) ISMS.1 Sicherheitsmanagement Zeitraum Monat v

Fig. 83  Example of the IT-Grundschutz check (part 2) relating to the measure M1.51 Redundancy, modu-
larity, and scalability in the technical infrastructure (in German: “M1.51 Redundanz, Modularitdt
und Skalierbarkeit in der technischen Infrastruktur”).

Q 2. Finally, generate the following reports (use chapter 3.7 if necessary):

ﬁ e A4 Basic protection check
e A6 Implementation plan

e A5 Risk analysis.
Q 3. Compare the results with the reports without risk analysis!
<
This concludes our practical exercise for tool-based development of an IT security con-

cept for a manageably small information domain. Enjoy your practice time exploring the
software!
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Please test yourselves with the following questions and comments for chapter 3:

e Can you identify the sequence of steps for the (tool-based) development of an IS

concept for a defined information domain as per the IT-Grundschutz approach? -—

e Explain the term “grouping.” —

e Which four categories does the tool verinice show to describe the protection re-

quirements of objects in the information domain? p—

e What are the consequences of the “maximum principle”? p—

¢ What does the “distributive effect” mean? —

e Explain the importance of the “cumulative effect.” -—
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Space for your own comments

@ Personal checklist:

Personal ideas:

Personal summary:

Advantages and disadvantages:

| +
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4. Sustainable awareness-raising and training geared to specific target
groups as the basis for ensuring security measures are accepted

IT-Grundschutz primarily refers to the three basic IS values of confidentiality, integrity,
and availability, which are to be made clear to all managers and employees through
awareness-raising and training measures. Depending on the institution and IT application
scenario, other protection goals must also be considered (see fig. 84). For example, au-
thenticity refers to the property that guarantees that an IT component, application, or
person who presents themselves is actually who they claim to be. The authenticity check

3 FgP therefore means ensuring the actual
—_—- Lo . . . .
- L) JnfOTmazf'ions- source of information and is particu-
s sicherhe(t larly important for electronic signa-

tures that replace the classic signa-
ture with cryptographic methods. In
addition, cryptographic procedures
are designed to ensure the confiden-
tiality and integrity of information.

5 ‘k“%lnenf’éfé‘g'f \’ ( Non-contestability and commitment
are further protection goals that seek
\'@%\w{‘oofkcff Verb'"““béé greater legal security using technical
*B* (%3 tools. Non-contestability refers to the
cpek_ae @] 5'\'-‘:'”"/07’%63 ability to verify that information has
(%\_‘ //6') been sent or received, as is the case,
é —;u“"""""('g é é‘-?? for example, with De-Mail. The com-
Sex mitment is a combination of authen-

,/g\\ ticity and non-deniability.

Fig. 84 Author’s flipchart diagram of the three basic val-
ues of IS and other protection goals depending
on the institution and IT application scenario:
Availability (in German: Verfiigbarkeit), Integrity ~Must comply with the laws that are
(Integritdt), Confidentiality (Vertraulichkeit), Au- important for their work, as well as
thenticity —(Authentizitdt), Non-contestability
(Nichtabstreitbarkeit), Commitment (Verbind- the norms and standards of IS. Relia-

lichkeit), Compliance with laws, standards, and biIity in this context means the ability

norms (Gesetze, Standards und Normen), and . .
Reliability (Zuverldssigkeit). of IT components to function without

In addition, managers and employees

failure and includes their quality in terms of correctness and robustness. Reliability there-
fore also influences the availability of technology and services. The basic values of IS,
further protection goals, relevant information from the norms and standards for IS, or
from the IT Grundschutz Compendium, are to be made clear to the managers and all em-
ployees for their specific work and tasks. In the BSI compendium, you can find the process
module ORP Organization and staff and the specific component ORP.3 Sensitization and
training [27], which describes how an effective awareness-raising and training program
on IS can be set up and maintained in an institution.

)
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The motivation is to understand that employees are key to successfully achieving a high
level of institutional IS. The aim of such a program is to refine employees’ perception of
security risks and to provide them with the necessary knowledge and skills to support
security-conscious behavior [27]. Managers and employees must be made aware of the
relevant threats to an institution’s business processes. They should know how such
threats can impact the organization, what is expected of them with regard to IS, and how
they should react in security-critical situations.

In essence, the ISO is responsible for ensuring that all requirements are met and checked
in accordance with the security concept that has been defined. As far as an institution’s
program for awareness raising and training is concerned, other responsible persons must
be included for its implementation, such as IT operations, top management, the human
resources department, and senior officers [27].

According to the ORP.3 module, employees must be made aware of the following threats
[27]:

¢ Insufficient knowledge of IS regulations (policy, guidelines)
Insufficient awareness of IS

Ineffective awareness raising and training activities, possibly caused by
- lack of management support
- unclear goals or poor planning
- lack of success control
- lack of continuity
- insufficient financial or human resources
- inadequate training of employees on security functions
e Undetected security incidents
¢ Non-observance of safety measures or carelessness
e Lack of acceptance of IS requirements—for example, through
- alack of security culture in the institution
- alack of role modeling by the management
- inappropriate security requirements
- the installation of particular hardware or software equipment as a sta-
tus symbol
e Social engineering, in which the attackers skillfully manipulate employees for il-
legal purposes, often in a multistage procedure.

@ Of the forty-seven basic threats cited, the following are explicitly mentioned in ORP.3
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[27]:
e G 0.14 Espionage (spying on information)
e G 0.15 Line tapping
e G 0.19 Disclosure of information that should be protected
e G 0.24 Destruction of devices or data media
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* G 0.29 Violation of laws or contracts
* G 0.30 Unauthorized use or administration of devices and systems @
¢ G 0.31 Incorrect use or administration of devices and systems
* G 0.32 Misuse of authorizations
* G 0.36 Identity theft
* G 0.37 Repudiation of actions
* G 0.38 Misuse of personal data
* G 0.42 Social engineering
G 0.45 Loss of data
* G 0.46 Loss of integrity of information that should be protected.
What requirements have to be met according to the IT-Grundschutz module ORP.3 and
who is responsible? The following three requirements can be summarized as a basic pro- @
tection approach (B; see [27]):
« ORP.3.A1 (B): The management of the institution must be made sufficiently con-
scious of security issues by the I1SO, and the support of the top management for an
awareness-raising and training program must be ensured. In addition, the top man-
agement must support the training measures for employees, all superiors must act
as role models, and the managers must implement the security requirements and
instruct the employees on their compliance.
« ORP.3.A2 (B): In the institution, contact persons must be put in place for simple or
complex security questions, and these persons must be known to all employees.
» ORP.3.A3 (B): All employees and external users must be instructed in the safe use
of systems and services and given an awareness of this as it relates to their work. IT
usage requires that binding, comprehensible, and current guidelines be available
and properly communicated.
In addition, for the standard protection approach (S) [27], five further requirements are
mentioned in the BSI IT-Grundschutz. These can be summarized as follows: @
* ORP.3.A4 (S): The awareness-raising and training program should be geared to its
specific target group, and it should be regularly checked and updated.
e ORP.3.A5 (S): A target-group analysis should be carried out for the awareness-rais-
ing and training program so that the measures can be related to the special require-
ments and different backgrounds of the group.
» ORP.3.A6 (S): All employees should be trained in line with their IS-related responsi-
bilities and remit, so that they receive all the information and skills they need to be
able to implement the applicable security regulations. The content of the IS topics
should be planned in a structured manner. I1SO should regularly exchange infor- < P
mation with other officers and the HR department about the efficiency of the train- :O
ing and further education. =
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e ORP.3.A7 (S): Since ISOs should be familiar with the IT-Grundschutz, a suitable IT-
Grundschutz training should be given with practical examples, which also includes
the BSI’s online course (see [18 ]).

e ORP.3.A8(S): The learning success should be measured and evaluated in relation to
target groups. This should lead to improvements in the training. In addition to the
ISO, the HR department takes on a central function in fulfilling these requirements.

These eight requirements must be taken into account in an institution’s standard pro-
tection approach. Based on these requirements and the experience gained from our re-
search projects, we will show specific implementation and training examples in the fol-
lowing chapters.

4.1 Findings from research and training

Employees are an important success factor for IS in an institution, which is why security
awareness should be increased and an actual security culture should be established in
the institution [27]. Our research [28] showed that technical solutions for IS are neces-
sary to fix certain attack vectors such as viruses, denial-of-service attacks, etc. However,
IS is not just about technology [29] [28] and organization but also about people as users
of technical systems, who do not always act optimally in line with best practice [30].

A lack of understanding of security issues in connection with the ubiquitous use of com-
puters of all sizes with increasing digitization often makes employees in the literature a
“critical factor” in relation to IS. However, as Dark highlighted in 2006, knowledgeable
people are better able to prevent IS injuries that result from negligence or accident, as
well as those that come from malicious activity and abnormal system behavior [14]. They
can respond to incidents efficiently and effectively by promptly reporting them, quaran-
tining problems, and diagnosing and treating them properly [14].

Itis now clear that technology solutions alone are not sufficient countermeasures against
IS attacks. This is a challenge for the ISM of an institution, since management and behav-
ioral aspects are crucial for the establishment of an ISMS in organizations [15]. The hu-
man side of security must also be managed to protect organizational resources, including
user information and systems [31, 32]. This is particularly evident in the case of social
engineering (SE) attacks [33]. People play an important role in successfully deploying IS
in today’s institutions. The safety behavior of employees is strongly influenced by their
personal risk perception, and this perception can be changed through awareness raising
and training [34].

However, there is no simple linear cause-and-effect relationship between knowledge
and attitudes, and certainly not with regard to people’s actual IS behavior.



A major problem for people seems to be the use of IS knowledge in real situations. It
seems that commitment and personal standards also influence employees’ attitudes to-
ward IS. In addition to the proactive role of management, employees have to decide for
themselves how they can implement IS in the context of their own specific work tasks.
This obviously requires a higher level of skill in terms of information security awareness
(ISA). Motivators must also be provided. Research on company IS [2] affirms that psy-
chological factors and subjective norms, coupled with a person’s socio-cultural and gen-
der-specific background and the non-linear and complex interactions they engage in,
have a great influence on ISA and IS behavior.

According to Beyer et al. (2016), it is necessary to pursue an approach to awareness-
raising and training programs that motivates employees to play an active role in the se-
curity of the institution [34]. “Employees should understand what to protect, why they
should want to protect it, how the organization can help them with this, and how suc-
cesses and mistakes can be used as opportunities to learn and improve.” [34]. The IT-
Grundschutz complies with this finding. It requires a cultural change in the institution for
IS. This is also addressed by the IT-Grundschutz module OPR.3 in part 2.2: “If employees
are insufficiently aware of information security issues, the security culture, security
goals, and security strategy of the institution can be endangered.” [27]. Our research has
found that this change includes a cultural shift within the institution that allows mistakes
to be admitted and owned.

Although security communication and security training are intended to align the behav-
ior of employees with the security objectives of the institution, they are not always de-
signed in such a way that this can be achieved (see [34]). The didactic method used for a
particular security issue, a change in the teaching method, and communication and in-
teraction are of great importance in awareness-raising and training measures. We should
also differentiate between raising awareness (“sensitization”) and the in-depth training
of employees. A sensitization measure seeks to motivate people to deal with IS issues,
create an emotional connection (“emotionalization”) so that people understand the im-
portance of the measure, and promote awareness of IS topics.

Training courses are intended to go into depth and offer practice with certain issues. The
current scientific literature assumes that the reasons and motives for specific IS behavior
are not static but can change over time [35]. The creation of an effective ISA program
requires targeted communication, awareness in a specific work context, and training
geared to the specific target group. The optimal IS culture must always be carefully de-
fined. But there is no panacea for the development of effective ISA training, because
each institution has to define the company-specific security culture that it wants to pro-
mote [36]. The secret is that people are involved in the right way so that they can convert
learning into tangible actions and new behavior [34].
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Sustainable awareness-raising and training

Research findings show that in addition to the theoretical approach of knowledge trans-
fer, combined with an approach to emotionalization, a systemic communication ap-
proach in the form of team-based interactions is required to achieve sustained aware-
ness of information security that includes the intention to protect sensitive information
and the appropriate behavior to achieve this [2]. We therefore call the combination of
these three approaches Information Security Awareness Training 3.0 (ISAT 3.0) [37].

This corresponds to the idea that ISA is role-based learning. Users can better understand
their roles and responsibilities when using IT systems and electronic services in situation-
based learning and exchange. To achieve this, creative techniques as well as digital and
analog serious games in the field of IS, ISA, and ISAT are becoming increasingly important
as learning methods. Our research findings show that an awareness of IS can be achieved
relatively simply with analog experience-oriented learning scenarios. Examples from var-
ious projects with different target groups are presented in the next chapters.

4.2 Examples from the BAKGV awareness campaign Sicher gewinnt
(Security Wins)

The BAkoV, together with the BSI, has been carrying out an awareness-raising campaign
called Sicher gewinnt (Security Wins) for the federal administrations since 2010 [38]. It is
clear from research and training that the more such a campaign is tailored to the specific
institution and its target groups, the greater its success. The campaign for the federal
administrations thus provides a package of key materials that can be put together by the
individual authorities to create the right mix for their specific institution. In addition, a
guide and checklists were created to enable ISO to develop, implement, and evaluate an
awareness campaign inside the authority they work for. This is summarized in a so-called
toolbox with support materials that can be used flexibly, such as moderation cards, fly-
ers, or posters.

Fig. 85 BAkGV moderation card set from the awareness campaign “Sicher gewinnt” [38]. The set of mode-
ration cards is offered by the company known_sense [39].



For example, the images in the moderation card set (see fig. 85) can be used for the
warm-up phase of a training session. Of course, at the beginning of the training you can
also substitute, in general terms, the situation perceived by the participants in their in-
stitution, using images that are not governed by copyright restrictions (fig. 86) or by cre-

ating your own pictures.

Fig. 86  Images that are not governed by copyright restrictions.

In addition to the pictures, the moderation card set contains green themed cards for IS
(see fig. 85), which cover a wide range of security issues. If a specific topic of importance
to aninstitution is still missing, an empty topic card is also available, which can be copied
and supplied with the missing term. The first step in our procedure with these extensive
thematic maps is that the participants should categorize the IS topics for their institution
in the three categories: of great, medium, or low importance. A common outcome of the
discussion is that the first step involves clarifying whether the categorization should be
based on an ideal state (as it should be in the institution) or on the actual situation. In
the next step, we start by focusing exclusively on the topics that have been picked out as
of high importance (see fig. 87).

The moderation card set contains cards in yellow with target groups of an institution (fig.
85). If specific target groups are missing, the corresponding blank card can also be copied
and labeled accordingly. In the second step, we ask our participants to assign to the tar-
get groups the IS topics that are of high importance. The exchange between the partici-
pants often shows in a playful way that a matrix structure makes sense for the assign-
ment (see fig. 87).
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Fig. 87  Sample result of a discussion between participants in an ISO training course at TH Wildau using the
BAkGV moderation card set “pictures” from the awareness campaign “Sicher gewinnt” [38]: IS top-
ics with high significance for the institution are assigned to the target groups.

ﬁ FLMETIONIERT EAMNN FUNKETHONIEREN
FUMKTHMIMIERT MICHT

Fig. 88 Sample result of a discussion between participants in an ISO training course at TH Wildau using the
BAk6V moderation card set “information channels” from the awareness campaign “Sicher
gewinnt” [38]: The assessment of which didactic methods work in the institution is geared to three

” u

categories: “Works for sure,” “May work,” “Definitely does not work.”
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In addition to the sets of cards for “issues” and “target groups,” the BAkGV moderation
set also consists of cards named “channels,” which relate to the information channels
and didactic methods (see fig. 85). Since the topics and the target groups already form a
two-dimensional matrix, we would now need a third dimension to assign the methods
to the individual topic and the individual target group. In the third step, we thus simplify
the assignment and ask, in the case of the individual method, whether it works, may
work, or definitely does not work in the institution concerned (see fig. 88).

Of course, the discussion results are always just a snapshot of the participants’ level of
knowledge and insight into the process. Using the moderation cards, however, provides
an important impulse for awareness raising, namely an interaction of the participants
and, above all, the motivation to deal with these issues on an ongoing basis.

We recommend that ISOs make use of such materials to raise the awareness of their
colleagues. Another example here is the educational game “Quer durch die Sicherheit”
(Across Security), a mixture of quiz and strategy game, which can be played on a table as
a board game with figures (see fig. 89) or as a floor game in which people are the figures
and move across an oversized playing field.

In addition, the BAkOV has also developed a three-hour online course on information
security at work as well as a fifteen-minute test “Bundes-Informationssicherheits-Schein
(BISS)” (Federal Information Security Certificate). The BISS test is mandatory for all em-
ployees in federal administrations. All materials were made accessible to the authorities
via the BAk6V learning platform [40].

73

Fig. 89 The BAkSV board game “Quer durch die Sicherheit” from the awareness campaign “Sicher gewinnt”
[38] in the TH Wildau version for use in the ISO training. The distribution of the game is done by the
company known_sense [39].
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The BSI’s implementation module ORP.3 Awareness and training module suggests the
following thirteen issues for training the target groups in an institution [41]:

e Topic 1: Fundamentals of information security

e Topic 2: Information security at the workplace

e Topic 3: Laws and regulations

e Topic 4: Security concept of the organization

e Topic 5: Risk management

* Topic 6: Information security management

e Topic 7: IT systems

e Topic 8: Operational area

e Topic 9: Technical implementation of security measures

e Topic 10: Emergency preparedness / Business continuity management

e Topic 11: New developments in the IT area

e Topic 12: The business side of information security

e Topic 13: Infrastructure security.

ISOs are advised to use the matrix for a training concept—as contained in the implemen-
tation instructions for module ORP.3 [41]—in which the learning topics can be assigned
to the corresponding target groups of an institution. An institution’s awareness-raising
and training concept must define the content of the relevant topics and assign them
specifically to the target groups. Not every target group needs to be informed about a
specific topic with the same intensity—however, everyone must know the IS issues for
his or her workplace. The IT-Grundschutz Compendium (2019 edition) [42] includes the
measure ORP.3.M4: Conception of an awareness-raising and training program for infor-
mation security. ORP.3.M4 refers to a systematic awareness-raising measure for all em-
ployees, which needs to be anchored in the institution by establishing a continuous pro-

cess.

Building on this awareness-raising process, employees should receive all the necessary
information and skills through supplementary training. The following aspects are partic-
ularly important [42]:

e |Sawareness raising means that employees are given a keener sense of information
security, and their security awareness is trained to meet the requirements of the
institution.

e At the beginning of the awareness raising, a goal needs to be defined and further
refined in a manner specific to the target group, so that the content can then be
developed and the success of the measures, evaluated.

¢ When defining goals, the focus should be on why IS is important for the institution
and its employees.

e The awareness raising measures are to be prepared to suit the particular target
group and described as realistically as possible to make them practically relevant.



The following groups are listed in the measure ORP.3.M5: Analysis of target groups:

e Management level

¢ Employees and new hires

* Administrators

¢ HR department as well as secretary’s office, mail room, press area, etc.

e External project staff.
The measure ORP.3.M6: Planning and implementation of awareness-raising and training
courses on information security [42] elucidates questions and explains the assignment of
topics and content to the target groups in a matrix (table 3):

Modul|1/2(3|4|56|7|8|9|10|11 |12 |13
Zielgruppe
Management level X | X | X | X ? ? o | x| x
Employees X | x| ?
Administrators X | x| ?2] x| x X | x| x| x| x| ?]o
Security management X | X [ X | x| x| x| x| x| x| x| x| x]x
Data protection officers X | X | X | X X 0
Infrastructure managers X | X | X | X | X ] O X ? X
HR department 21?27
External project staff 21?27
New hires 21?17
N.N. 21?27

Tab. 3 Proposed training modules for each target or function group according to BSI implementation mea-
sure “ORP.3.M6” [42]. In the matrix, “x” means “mandatory” and “o,” “optional” according to the
BSI, while the question mark is our additional suggestion. Our inclusion of N.N. suggests that the
table should address the specific target groups for each institution and can be expanded accordingly.

4.3 Examples from the projects IT-Sicherheit@KMU and SecAware4job

Our first research project, which focused on raising awareness of IS, was funded by the
State of Brandenburg in 2013-15. Running under the title “IT security in small and me-
dium-sized enterprises” (abbreviated to IT-Sicherheit@SME), it was divided into two
parts with different goals: 1) a flexible infrastructure for the development of mobile
trainings for small and medium-sized companies (SMEs); and 2) the implementation of
new teaching and learning methods drawn from the area of Business Information Secu-
rity [2]. To achieve this second aim, the German version of “Security Arena” was acquired
from the company known_sense [39]: its content was adapted for TH Wildau, and tested
with guests, employees, and students of the university. The adjustments that were made
related to the layout and the provision of suitable examples and language for the higher
education sector. The Security Arena consisted of ten analog learning scenarios:

¢ Phishing emails

e Social media networks

e Password hacking

e Social engineering

e Access rights, ID cards, user ID cards

e Security incident management
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e Internet services and apps

e Security-on-the-go for business trips
e C(Clear desk at the workplace

e Privacy policy checklist.

The Security Arena principle is based on what we call the 5-5-5 method for raising aware-
ness: a moderator introduces the specific topic using questions for a maximum of five
minutes, the participants play the analog learning scenario interactively for about five
minutes, and a maximum of five minutes is allocated for evaluation and feedback. These
entertaining learning scenarios, which last approximately fifteen minutes can be set up
as a kind of circuit training for any number of learning stations or organized as a compe-
tition.

As part of the IT-Security@SME project, we developed a new learning scenario ourselves:
e Secure network architecture (known as “Network Domains,” see fig. 90).

This can be used particularly well for the technical training of ISOs and in technical
courses at the university. It is used to illustrate the single- or multi-level architecture of
secure gateways, and consists of magnetic transparencies and signs symbolizing the in-
dividual technical components of networks (see chapter 5.5). Depending on the issue, a
team can discuss and try out ideas on the whiteboard to determine how technical com-
ponents such as routers, switches, access points, application level gateways (ALG),
packet filters, and “demilitarized zones” (DMZ) can be meaningfully combined to protect
the institution against insecure networks such as the Internet. This discussion promotes
and enables ISOs to exchange ideas with administrators of the institution.

The successful use of these experience-oriented analog learning scenarios to raise IS
awareness in teaching and training—as well as at events with employees of the univer-
sity and external guests—encouraged us to conduct further research. In the following
project “Information security awareness for job beginners (SecAware4job),” which was
financed from 2015 to 2017 by the Horst Gortz Foundation (HGS), we

e set up the Security Arena in English at TH Wildau,

e developed further German-language serious games [43], and

e carried out the coding of digital versions covering certain IS topics [44].

This enabled us to raise the IS awareness of students on our English-language courses
and to address other IS topics in German in an experience-oriented manner. In addition,
the digital versions can be used by participants to check their own progress without any
restrictions on time and place. The methodological basis and game-based learning sce-
narios are presented and explained in the final report of the project [45]. In addition, a
description is given of the successful new elective subject “Raising awareness of infor-
mation security in enterprises,” which was introduced for students on part-time business
courses, and an outline of its evaluation is given.
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Fig. 90  TH Wildau’s analog learning scenario “Secure network architecture/network domains” for use in
ISO trainings. It is used to illustrate the single- and multi-level architecture of secure gateways and
consists of magnetic transparencies and signs that symbolize the individual technical components
of networks. Routers use IP addresses to transport the data packets in the direction of the target
network, while switches forward data blocks within a network to devices using hardware ad-
dresses. A distinction is made between packet filters and ALG (Application Level Gateways) as the
basic components of a firewall. A DMZ (“demilitarized zone”) is used to protect other components
in a separate, isolated environment (e.g., web server, mail server, guest Wi-Fi, etc.).

4.4 Examples from the project Security

The research project “Gender-sensitive study and vocational orientation for the occupa-
tion of security specialist (Security)” was funded by the Federal Ministry of Education and
Research (BMBF) from September 1, 2017, to December 31, 2019.
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The project Security aims to get young women and schoolgirls interested in this innova-
tive and forward-looking career as well as in the diverse professional world of infor-
mation security, in which women are strongly underrepresented [46]. The project devel-
oped the brochure “Information Security: A Career with a Future” in German [47], which
is available for download on the project website [46]. Moreover, after being presented
with an appealing and gender-sensitive picture of this career, including portraits of fe-
male role models working in the field, and taking part in an interactive and experience-
oriented pilot learning event, female pupils should learn that these study courses and
vocational trainings are not only technical but also very versatile. The interviews that
were conducted with women are published as a book [48], highlighting the broad spec-
trum of tasks and activities involved. The gender-sensitive representation of the profes-
sion offered by the portraits of women working in the field is designed to focus attention
on female role models. Our advice to ISOs is to make use of such gender-sensitive mate-
rials, because we know from our research that awareness-raising measures are easier to
understand once their benefits for a person’s private life become apparent.

Within the Security project, one digital and six analog game-based learning scenarios
were developed in German for 9th grade students. Once again, learning scenarios for
raising awareness should greatly reduce the complexity of the particular IS topic. The
scenarios should use language that is geared to the target group and be presented with
appropriate illustrations. Our tests have also shown that these games can provide other
age groups with new experience-based insights into IS:
e The scenario secure school trips was developed from the analog learning scenario
Security on the go (e.g., on business trips).
e A new story was constructed (based on a different platform and new personal pro-
file) for the analog/digital scenario Password hacking.
e A new background was also created for the analog game Internet & Apps and the
associated risks.
e Sample emails for the Phishing learning scenario were defined that were geared to
the target group.
e The analog learning scenario for image utilization and image exploitation rights was
redeveloped from scratch and includes two gaming phases.
e The scenario for the simple encryption principle is also more up to date (see chapter
5).
e The developed digital learning scenario “Secure settings for smartphones” can now
be used online (see [44]).

Schools can borrow these learning scenarios as a package for their own awareness-rais-
ing and training purposes on the project website [46], and ISOs working in education
should use this. In addition to the learning scenarios, an entertaining, interactive video
on the use of passwords [49] [53] is also available online. The security project is described
in the relevant documentation [50].



4.5 Examples from the project SecAware4school

In the project “Information security awareness for daily life at school (SecAware4-
school)”, schoolchildren and their caregivers (teachers and parents) are made aware of
the topic of information security (IS) [51]. The two-year project is again financed by the
Horst Gortz Foundation (HGS) and ends on December 31, 2020. The launch of this project
was motivated by the fact that almost all young people and children in Germany have
smartphones. The topic of IS should therefore be integrated into the school curriculum
at an early stage.

The aim of the SecAwaredschool project is to raise IS awareness in the target groups in
a playful way in order to enable them to carry out their personal risk assessment and
handle personal data with care when using Internet services and social media. Teachers
should be provided with the necessary materials and instructions to use in the classroom.
The aim of the project is to provide pupils with an education in IS that will have a lasting
effect.

The digital skills and technical understanding of all those involved are to be enhanced
using various measures tailored to the target groups of pupils, teachers, and parents. It
is increasingly important for children and adolescents to be able to lead an autonomous
life in the digitized world as mature and active people. Parents and teachers, as im-
portant adult caregivers for children and adolescents, must also be taken into account in
helping young people to develop ways of handling modern technologies and applications
confidently and responsibly. In this project, a comprehensive range of support is also
being developed and tested for parents and teachers, which enables them to compe-
tently assist their children and pupils in acquiring basic digital knowledge on an ongoing
basis. The following measures are specifically developed and tested for the target
groups:

¢ The central idea is to train selected pupils from the five pilot schools in the Ber-
lin/Brandenburg region as youth security advisors so that, after the project, they
can pass on their knowledge and the skills they have acquired—especially their per-
sonal experience in using the game-based learning scenarios—on to other classes
with the support of the teachers.

¢ The focus is thus on three different classes: 6th, 9th, and 11th grades. The respec-
tive class level is trained for both their own level and for the levels below. The ra-
tionale for this is that young people learn digital skills more easily if they learn with
and from each other. All the classes were inspired and guided by the TH Wildau
project team, although one school created a new course for 11th grade and was
given special support.
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¢ In total, with the five pilot schools and at least two classes in each of the three
grades, around 600 young people are involved in the SecAwaredschool project. It
is planned that at least 10 percent can be explicitly trained as security advisors.
This is certified through tests from the ICDL module “IT security.”

e Another focus is on imparting basic technical and organizational aspects of infor-
mation security using experience-based learning scenarios, combined with diver-
sified coaching and mentoring concepts. For the target group of pupils, this does
not only mean that these learning scenarios need to be tailored to the concrete
everyday situations and language of the children and young people. Rather, for a
jointly defined topic, the learning scenarios are developed in a modular way at
three different levels of difficulty to cater to the three classes.

e Events and (creative) workshops for the three different target classes not only
dealt with information but also addressed particular needs and questions, taking
these into account in the development of the new learning scenarios. Ultimately,
at the end of the project, there will be ten specific analog or digital learning sce-
narios, each with three different levels of difficulty. The games are offered in Ger-
man. We are developing the thirty-six specific experience-oriented learning sce-
narios in the SecAware4school project in the following categories:

- Information security: Rapid guessing (analog)

— Digital social: Rules of conduct on the Internet (analog)

— Security surfer: Hazards and protective measures (analog)
— Online behavior (analog)

— Fake or real? (analog at six levels)

— Security duel (analog)

— Storytelling in information security (analog and digital)

— Hacker terminal (digital)

- Rights to photos (digital)

— Data espionage: Secure room (digital).

These learning scenarios are comprehensively described in the project documentation
[52], and the materials will be available for download on the project website in Decem-
ber 2020 [51]. In addition to the learning scenarios, this project provides an entertaining
interactive video on the use of passwords in English [53] and is available online as part
of the research team’s collection of digital scenarios [44]. In line with the train-the-
trainer concept, the material for an advanced training in the ICDL module “IT Security”
was given to a selection of teachers in the pilot schools for free, providing them with
additional knowledge. This will facilitate and support the preparation of their pupils for
the ICDL test. The project also made it possible for five teachers selected by the pilot
schools to complete the extensive training and certification as an ISO free of charge (see
fig. 91).



4.6 Learning scenarios Risk Management and Social Engineering for SMEs
in the manufacturing sector (DIZ project)

TH Wildau was commissioned by the Research Center for Information Technology (FZI)
in Karlsruhe, Germany, to develop two analog learning scenarios (serious games) for the
manufacturing industry. The cooperation partners are the “Mittelstand 4.0 - Compe-
tence Center Stuttgart” within the Digitization Center (DIZ) in Stuttgart and the partici-
pants of the nationwide “IT Security Working Group.” A scenario is to be designed spe-
cifically for security risk management for executives. The second scenario will deal inten-
sively with the complex topic of social engineering. The scenarios are supplemented by
additional information and digital extras (quizzes and tests). The project results will be
made available for DIZ events with SMEs on the subject of IT security. This has brought
us full circle to the original research projects we carried out on operational awareness in
companies.

This one-year DIZ project started on April 1, 2020. Its results are intended to raise aware-
ness among managers and SMEs in general within the manufacturing sector. The project
results will be announced in 2021 via the project website [54] as well as via the FZI, the
DIZ, and the IT Security Working Group and made available to companies and to a broad
cross section of the public.

After the planned creative workshops in April and June 2020 had to be canceled in analog
form due to the coronavirus pandemic, two online surveys were carried out by TH Wil-
dau to specify the content and game dynamics to be developed. A report on the devel-
opment of these two learning scenarios in the lab at TH Wildau (see fig. 91) will be pre-
sented in scientific publications and at conferences, and the scenarios will be tested in
training courses with SMEs.

Fig. 91  ISO certification training and the development of learning scenarios for IS at TH Wildau.
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4.7 Examples from student projects at TH Wildau

Since the elective course “IS awareness raising in companies” was established in summer
semester 2017, the game-based learning scenarios have been tested with very good suc-
cess in different courses and subjects. We also encouraged students to develop a learn-
ing scenario as an exam assignment. Depending on the degree program, subject, and
topic, these student projects gave rise to interesting ideas with varying levels of maturity.
What they all have in common is that the student project teams are able to determine
the focus of the topic, reduce its complexity, precisely define the goal, develop the de-
sign, and take the “gameplay” into account, allowing them to test the learning scenario,
improve it, and ultimately produce everything on a professional level. TH Wildau offers
its own diverse range of professional production options. As an additional benefit, the
process helps foster team spirit (see fig. 92).

In contrast to the classic format of lecture and practice, the exchange between all par-
ticipants and the students’ presentations of their own prototypes provide deeper in-
sights into security-relevant questions and the learning process itself. In addition, sec-
ondary topics such as didactic questions, project management aspects, and agile devel-
opment methods are all involved in implementing the students’ projects. Students and
lecturers all benefit from the active development of concrete learning scenarios. Ulti-
mately, the entire course structure is transformed: the students become more active,
and the lecturer supports them through moderation and coaching.

We continue using student-designed awareness-raising learning scenarios of this kind for
other students in subsequent semesters. Our experience both with our own and with
student learning scenarios is that three rounds of improvements are necessary before a
scenario actually fulfills its potential for raising awareness. In chapter 5, we show exam-

ples of some student game-based learning scenarios.

Fig. 92  Promotion of team spirit through experience-oriented learning scenarios for IS.



Please test yourselves with the following questions and comments for chapter 4:

e Canyou name the three basic values of information security and give examples in
your institution that can endanger them?

e Can you identify the other protection goals of information security for your insti-
tution and explain to your colleagues the potential dangers?

e Complete the following sentence: “Managers and employees must be trained in
information security because ...”

e An awareness-raising and training program is part of the security concept of the
institution in line with IT-Grundschutz. Who is responsible for implementation and
review in the institution?

e According to research findings, what factors have a major impact on people’s in-
formation security awareness and behavior?

e Complete the following sentence: “Experience-oriented learning scenarios are
part of an awareness-raising and training concept for information security be-
cause ...”
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Chapter 5

5. Specific focuses of information security:
Technical and Organizational Measures (TOM) geared to ISOs

5.1Infrastructure for employees: entry — admission — access

An institution has a diverse infrastructure. The infrastructure module (INF) in the BSI /T-
Grundschutz Compendium [55] consists of the following ten modules. In this chapter, we
focus on five of these elements and look at the threats they pose (see table 4):

e INF.1 Building (general)

e INF.2 Data center and server room

e INF.3 Electrical cabling

e INF.4IT cabling

* INF.5 Room and unit for technical infrastructure

e INF.6 Data carrier archive

e INF.7 Office workstation

e INF.8 Home workstation

e INF.9 Mobile workstation

e INF.10 Meeting, event, and training room

We supplement this overview by taking into account the module ORP.4 Identity and au-
thorization management from the BSI IT-Grundschutz Compendium [56].

1 INF.1 INF.7 INF.8 INF.9 Meetli’:':llgvent Idgfti‘l&
Building Office WS | Home WS | Mobile ws N9, ' 1ty ¢
and training room authorization
2 Lack of Rights for entry,
Unauthorized entry awareness; admission, and
carelessness access
3 Fi Lack of or Missing or inade-
ire ; .
inadequate regulations quate processes
Handling by cleaning staff, Changing op-
4 B . external personnel, or visi- nging op Hazards posed by Central deactiva-
Lightning erational en- L h -
tors, and the hazards they - visitors tion option
vironment
pose
. ; . ) Incompatibility be-
5 Water Manlpulatlpn or de;trucnon of IT, equip- tween external and
ment, information, and software :
in-house IT
6 Natural_ hazards Theft
and disasters
Inappropri- Delays
7 Environmental pe?te p caused by Inappropriate
threats ) limited avail- cabling
cabling L
ability
8 Violation of laws vandalism Insecure transport of files
or regulations and data storage media
Unsuitable disposal of data
9 Inadequate storage media and docu-
fire barriers &
ments

Impairment (of IT use)
10 Power failure caused by unfavorable
working conditions

Loss of confidentiality of sensitive in-
formation

Tab. 4  Author’s summary of the risk situation from selected IT-Grundschutz modules for the “Infrastruc-
ture” (INF) of an institution (building, office workstation, home workstation, mobile workstation,
meeting and training rooms) and for “Organization & Personnel” (ORP 4: Identity and authoriza-
tion management).
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The module INF.1 Building (general) [55] provides a description of the requirements for
securing a building from an IS perspective. Buildings are the physical framework for car-
rying out business processes. They include, among other things, the workplaces/work-
stations, the processed data, the supporting IT, and utilities such as heating and cooling.
In most cases, people outside of the institution also enter the building—e.g., customers,
members of the public, suppliers, and business partners—which may pose threats, as
shown in the IT-Grundschutz module INF.10 Meeting, event, and training room (see table
4). Unauthorized persons should not be allowed to enter sensitive areas of the institu-
tion. The term entry thus means the right to enter a building or a room. Table 4 shows
that, according to IT-Grundschutz, the risks posed by “unauthorized entry” may apply
not only to the building but also to the INF.7 Office workstation and to the INF.8 Home
workstation module.

Moreover, the specific threats and vulnerabilities that determine the building’s level of
risk, as set out in IT-Grundschutz module INF.1, are fire, lightning, water, natural hazards
and disasters, environmental threats, violation of laws or regulations, inadequate fire
barriers, and failure of the power supply (see table 4). For all rooms in the building, the
risk of expensive IT systems, mobile devices, and other equipment or data being stolen
must also be considered if security measures such as locking and surveillance are not
implemented. The IT-Grundschutz defines the possibilities of IT, equipment, data, and
software being manipulated or destroyed: this applies to all workstations, be they fixed,
home-based, or mobile. Cleaning staff, external personnel, and visitors are of particular
importance for rooms, although this does not necessarily involve vandalism but can also
include the risk of unintentional damage. A breach of confidentiality through the loss of
sensitive information can also lead to data protection problems and have negative inter-
nal or external repercussions. Moreover, it also pertains to other damage scenarios ac-
cording to BSI Standard 200-2. Therefore, regulations for the home or mobile workplace,
and for meeting and training rooms must be defined and observed. For example, internal
information such as documents, flipchart notes, and technical equipment for presenta-
tions must be stored securely, and files, documents, and data storage media must be
transported and disposed of safely. In addition, in the meeting, event, and training
rooms, possible incompatibilities between third-party IT and the institutional IT must be
taken into account. Inappropriate cabling in the office work space should also be avoided
as people may trip over this (see table 4).

While the impairment of IT use due to adverse working conditions is of particular im-
portance for workstations in the office and at home, the following specifics are men-
tioned for the module INF.9 Mobile workstation (see table 4):

¢ lack of security awareness; carelessness

¢ damage due to changing operational environments

e delays caused by limited availability.



The IT-Grundschutz module ORP.4 Identity and authorization management [56] offers a
description, geared to the infrastructure, of the risk situations relating to organization
and personnel:

e inappropriate entry, admission, and access rights

¢ lack of or inadequate processes in identity and authorization management

e lack of central deactivation options for user access (see table 4, right column).

An institution should assign individual permissions enabling entry, admission, and access
centrally and not on an ad hoc basis. On the other hand, this process should not be un-
necessarily complicated. The balancing act turns on the fact that a lack of particular au-
thorizations can be an impediment to day-to-day work, while unnecessary authorizations
can lead to a security risk. Where processes in the area of organization and personnel
are lacking or inadequate, this corresponds to deficiencies in the infrastructural policies
(see table 4).

The admission privilege allows a person to use certain IT systems, system components,
networks, or computers based on their function and tasks, which requires a login with a
username and password. If passwords are used for authentication, the composition of
the password should be specified to stipulate, for example, a password length of 12 char-
acters, a certain degree of complexity using upper- and lower-case letters, digits, and
special characters, and renewal of the password, say, after one year. These password
requirements can also be technically enforced. To avoid the need to write down compli-
cated passwords, the institution needs to take a diplomatic approach and provide sup-
port, while also raising the awareness of all employees. This represents a big challenge
for I1SOs.

Access privileges allow a person to use IT applications (i.e., software) or data based on
their function and the range of tasks they need to perform. The use itself must also be
specified: e.g., read, write, or execute. Groups and group privileges are often defined in
practice in order to simplify administration. Any changes in personnel and individual re-
sponsibilities should be noted. Particular attention is required in the event of dismissals
or resignations, especially in the case of employee groups like administrators who have
almost unrestricted privileges. Special situations must also be monitored, such as with
interns working in every department for a while who may end up with a wide range of
access rights.

Up-to-date documentation is important. This also requires appropriate logging. In this
context, appropriate means that the logs can be used to reconstruct the causes of any
possible damage that may occur, while observing data protection and employee partici-
pation rights.
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Table 5 below summarizes the persons responsible for the IT-Grundschutz modules se-
lected in table 4. We have made two additions: firstly, we have explicitly included fire
protection as one of the responsibilities covered by module INF.1 Building, because un-
der the requirement for basic protection INF.1.A3 Compliance with fire protection regu-
lations (B), it says, “There MUST be a fire protection officer (FPO) or a person entrusted
with this area of responsibility who is also appropriately trained” [55]. Secondly, we have
added the ISO to module INF.10 Meeting, event, and training room, because 1SOs have
to include such rooms when devising the security concept for an institution. The primary
responsibility of an ISO for the INF.1 Building module is the drafting of the IS concept,
which includes the building (see table 6).
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INF.10 ORP.4
INF.1 INF.7 INF.8 INF.9 Meeting, Identity &
Building Office At home Mobile event, and authori-
training room zation

On-site facility 1ISO Employees ISO Organizational | ISO
engineer management
Construction Facility man- On-site facil- IT operation On-site facility Users
management agement ity engineer IT manage- engineer IT opera-
Construction IT manage- I1ISO ment IT operation tion
company ment Employees IT management
I1ISO Employees HR depart- Employees
Internal service Managers ment ISO

Institution man-
agement
Organizational
management
Employees
Planning depart-
ment

FPO

Tab. 5 Authors’ summary of responsibilities based on the IT-Grundschutz Compendium [55] [56] with certain
additions made. A = main responsibility, B = further responsibilities.

Requirement Infrastructure requirement for a building
identifier
INF.1.A1 Planning of building safeguards [planner] (B)
INF.1.A2 Adapted distribution of the power circuits (B)
INF.1.A3 Compliance with fire-protection regulations (B)
INF.1.A4 Fire detection in buildings [planner] (B)
INF.1.A5 Hand fire extinguisher (B)
INF.1.A6 Closed windows and doors [employees] (B)
INF.1.A7 Entry regulation and control [head of organization] (B)
INF.1.A8 Smoking ban (B)
INF.1.A9 Security concept for use of the building [planner, ISO] (S)
INF.1.A10 Compliance with relevant standards / regulations [construction company, construction
manager] (S)
INF.1.A11 Locked doors [employee] (S)
INF.1.A12 Key management (S)
INF.1.A13 Regulations for entry to distribution boards (S)
INF.1.A14 Lightning protection devices (S)
INF.1.A15 Site plans of feed lines (S)
INF.1.A16 Shielding of information about parts of the building that need to be kept secure (S)
INF.1.A17 Structural smoke protection [planner] (S)
INF.1.A18 Fire protection inspections (S)
INF.1.A19 Information provided in good time by fire protection officer (S)
INF.1.A20 Alert plan and fire protection drills (S)

Tab. 6 Authors’ overview of the infrastructure building requirements as per the IT-Grundschutz module INF.1
[55]. The security concept (standard protection), which is central to ISOs, is shown in bold.



Chapter 5

Requirement Requirements for organization and staff

identifier

ORP.4.A1 Planning of building safeguards [planner] (B)

ORP.4.A2 Procedure for setting up, changing, and withdrawing authorizations [IT operations] (B)

ORP.4.A3 Documentation of user IDs and rights [IT operations] (B)

ORP.4.A4 Distribution of tasks and separation of functions [IT operations] (B)

ORP.4.A5 Allocation of entry authorizations [IT operations] (B)

ORP.4.A6 Allocation of admission authorizations [IT operations] (B)

ORP.4.A7 Allocation of access privileges [IT operations] (B)

ORP.4.A8 Administration of password use [users, IT operations] (B)

ORP.4.A9 Identification and authentication [IT operations] (B)

ORP.4.A22 Administration of password quality [IT operations] (B)

ORP.4.A23 Administration of password-processing applications and IT systems [IT operations] (B)

ORP.4.A10 Protection of user IDs with extensive authorizations [IT operations] (S)

ORP.4.A11 Resetting passwords [IT operations] (S)

ORP.4.A12 Development of an authentication concept for IT systems/applications [IT operations]
S

ORP.4.A13 Appropriate selection of authentication mechanisms [IT operations] (S)

ORP.4.A14 Control of the effectiveness of user separation on the IT system/application [IT opera-
tions] (S)

ORP.4.A15 Procedure and conception of the processes for identity and authorization management
[IT operations] (S)

ORP.4.A16 Guidelines for admission and access control [IT operations] (S)

ORP.4.A17 Appropriate selection of identity and authorization management systems [IT opera-
tions] (S)

ORP.4.A18 Use of a central authentication service [IT operations] (S)

ORP.4.A19 Briefing of all employees in the use of authentication procedures and mechanisms [us-
ers, IT operations] (S)

ORP.4.A20 Contingency planning for the identity and authorization management system [IT opera-
tions] (H)

ORP.4.A21 Multi-factor authentication [IT operations] (H)

Tab. 7 Authors’ overview of the requirements for identity and authorization concepts as per the IT-
Grundschutz module ORP.4 [56]. (B) identifies the requirements for basic protection, (S) the addi-
tional requirements for standard protection, and (H) the additional requirements for a higher level
of protection. The ISOs have “fundamental responsibility” for this module. It should be noted that
requirements 22 and 23 already represent basic requirements. Requirements 20 and 21, on the other
hand, relate to an organization’s increased protection needs.

Table 6 summarizes the requirements resulting from IT-Grundschutz from the risk situa-
tions of the selected module INF.1 Building (see table 4) as an overview. For I1SOs, the
requirement INF.1.A9 Security concept for use of the building [planner, ISO] (S) is key,
because, together with the “planner,” the staff involved are in essence responsible for
the devising the organization’s security concept. This requirement is part of its standard
protection (S) and therefore goes beyond basic protection (B).

Table 7 shows the summary of the requirements for the module ORP.4 Identity and au-
thorization management, for which the I1SOs have “fundamental responsibility” accord-
ing to IT-Grundschutz [56]. The basic requirements are marked in the table with a (B),
while an (S) indicates the additional requirements for standard protection and an (H)
applies to the additional requirements for a higher level of protection. However, we do
not deal with the last category here. The IS requirements for workplaces and rooms
based on IT-Grundschutz modules INF.7 to INF.10 [55] are grouped together in table 8.
ISOs are fundamentally responsible for all requirements of the IT-Grundschutz modules
INF.7 Office workstation (WS) and INF.9 Mobile WS, while this responsibility shifts to the
individual employees in the case of module INF.8 Home WS. In this respect, ISOs only
have one additional responsibility, including as a central contact person.
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INF.7 INF.8 INF.9 INF.10
Office WS Home WS Mobile WS Meeting & training
rooms
INF.7.A1 INF.8.A1 INF.9.A1 INF.10.A1

Suitable selection and
use of an office space
[employees, supervi-

sors] (B)

Securing of official
documents at the
home workstation (B)

Appropriate selection
and use of mobile
workstations [IT op-
eration] (B)

Safe use of meeting,
event, and training
rooms [facility engi-
neer, IT manager] (B)

INF.8.A2

Transport of work ma-
terial to the home
workstation [building
services] (B)

INF.9.A2

Regulations for mo-
bile workstations [HR
department] (B)

INF.10.A8
Creation of a certifi-
cate verifying room
usage (S)

INF.7.A2

Closed windows and
locked doors [em-
ployees] (B)

INF.10.A3

Closed windows and
locked doors [employ-
ees] (B)

INF.7.A4
Entry regulations and
access control (S)

INF.8.A3

Protection against un-
authorized entry at
the home workstation

(B)

INF.9.A3

Entry and access pro-
tection [HR depart-
ment] (B)

INF.10.A2
Supervision of visitors
[employees] (B)

INF.9.A4
Working with exter-
nal IT systems [head
of IT] (B)

INF.10.A6
Establishing secure
network access [head
of IT] (S)

INF.9.A5
Prompt notification
of loss [employees]

(S)

INF.10.A4

Planning of meeting,
event, and training
rooms (S)

INF.7.A5

Ergonomic work-
station [chief facility
engineer] (S)

INF.8.A4
Suitable furnishing of
the home workstation

(S)

INF.9.A7
Legal framework for
mobile working [HR]

(S)

INF.10.A7

Secure configuration
of training and
presentation comput-
ers [head of IT] (S)

INF.7.A6
Clear workstation
[employees] (S)

INF.8.A5

Disposal of confiden-
tial information in the
home workstation (S)

INF.9.A6

Disposal of confiden-
tial information [em-
ployees] (S)

INF.7.A7

Suitable storage of
official documents
and data carriers
[employee, head of
building services] (S)

INF.9.A8

Security guidelines
for mobile work-
stations [head of IT]
(s)

INF.9.A9

Encryption of porta-
ble IT systems and
data carriers [IT oper-
ations] (S)

INF.7.A3
Loose cabling (S)

INF.10.A5
Loose cabling (S)

Tab. 8 Authors' overview of the requirements for the IS of the workstations and rooms as per the IT-
Grundschutz modules INF.7 to INF.10 [55]. (B) identifies an organization’s basic requirements, while
(S) indicates the additional requirements for standard protection. The ISOs’ basic area of responsibi-
lity according to the IT-Grundschutz Compendium is shown in bold.
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IT-Grundschutz does not designate any responsibility to 1SOs for meeting and train-
ing rooms. However, the need for these rooms to be included in the organization’s secu-
rity concept is evidence of the supporting role played by ISOs.

Implementation and training exercises to raise awareness

The compiled list of IT-Grundschutz requirements indicates to the ISOs that there is a
considerable need for acceptance and therefore a need to raise awareness. We would
like to encourage ISOs to actively include entry, admission, and access rights in their
awareness-raising measures. ISOs can carry out awareness-raising measures themselves,
sometimes using simple means. In all awareness-raising measures, it is important that
the examples and materials used actually correspond to working life in the institution.
This means that our following exercise instructions should be adapted to the specific or-
ganization with its specific documents.

The first exercise that we present in this chapter relates to entering a room. It's a remark-
ably simple and quick exercise, highlighting the importance of the sensitive data, infor-
mation, and items that should be locked away when you leave the office. It is called Clear
Desk (see fig. 93). The idea is part of the Security Arena and comes from the company
known_sense [39]. In the exercise, the participants are asked to categorize a collection
of different materials and assign them to particular areas (“locked” = red area, “leave” =
green area). Participants recognize very quickly which information and objects they
should not leave lying around in the office—this is evidently not problematic at the the-
oretical level. What is important about this exercise is the subsequent exchange about
the real situation in the organization or institution, and experience has shown that things
often look quite different in practice.

Fig. 93  Exercise “Clear Desk” in the TH Wildau version. The idea of this game-based analog learning sce-
nario comes from the Security Arena and is licensed by known_sense [39].
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The research group is currently developing a similar digital learning scenario. This elec-
tronic version, called Secure Room, should be available in German at the end of 2020 and

be generally accessible on the website [44].

In connection with the protection of valuables, this exercise looks at methods like Radio
Frequency Identification (RFID) and Near Field Communication (NFC), which were devel-
oped for the automatic identification of objects via radio. Depending on the frequency
range and design, data can be transmitted over distances between 0 and approx. 7 me-
ters from an RFID chip to a reader—with NFC, this works in both directions. In principle,
such systems consist of a transponder and a reader (see [57]). The transponder is either
attached to an object or integrated into an object. The latter

is the case with chip cards, where the chip and the antenna

are hidden inside the card and cannot always be seen. In the
case of cash cards, the radio wave symbol (fig. 94) indicates
this possibility of transmission, with a short transmission dis-
tance of a few tens of centimeters. Nonetheless, attackers
equipped with an appropriate smartphone as a mobile read-

ing device can try to scan the wallet or bag and cull data. RFID

or NFC blockers in card format can prevent this information

from being read.
Fig. 94 Radio wave transmis-
sion symbol.

Another exercise, which fits in with the focus of this chapter, was developed by a team
of students from the Administrative Informatics course (VIBB-18) as part of the Smart

Home assignment in the first semester (see fig. 95).

; =4

Fig. 95 “Smart Home (loT)”"—analog game-based learning scenario in three phases. Developed in the 1st
semester as part of the Information Security and Awareness (ISA) component of the Administra-
tive Informatics course (VIBB-18) at TH Wildau. Concept, design, and production by Denny Ratter,
Alexander Schréder, Bjérn Thiel, Jannik Walter, Tobias Walter, and Paul Zeskowski, January 2019
[58].



The game-based learning scenario is structured in three phases. Phase 1: An office
worker (top-right corner in fig. 95) controls his smart home remotely from his work area.
First of all, the participants have to position the loT devices in the right place on the
smart-home poster (blue-and-white cards with symbols). Phase 2: Next, the technical
properties of the loT devices must be assigned (orange cards). Phase 3: Finally, possible
dangers are identified and assigned (green cards). The scenario provides a good basis for
discussion.

The mobile workstation, already dealt with in tables 4, 5, and 8 from the point of view of
IT-Grundschutz, is an increasing challenge for all institutions. The employees work in a
mobile setting, both within the organization and at a variety of external workstations.
The module INF.9 Mobile workstation could also be applicable for any rooms that are
commonly used as a mobile workplace [55]. According to IT-Grundschutz, the primary
focus of this module is on mapping the organizational, technical, and personal require-
ments for work that is completely or partially mobile. ISOs, however, have to take into
account further modules in order to secure IT systems, data carriers, or documents that
are used during mobile work. The IT-Grundschutz Compendium refers to the following
modules, which should be considered relevant: SYS.3.1 Laptops, SYS.3.2 General
smartphones and tablets, SYS.4.5 Removable storage, NET.3.3 VPN, and SYS.2.1 General
client [55]. Teleworking stations are also described separately in the module OPS.1.2.4
Teleworking. A mobile workstation is necessary for business trips, be it domestically or
abroad. For this purpose, there is the special module CON.7 Information security on trips
abroad [59] with corresponding implementation instructions (still in version 2019) [42].
The CON area of the IT-Grundschutz Compendium stands for Concepts and Procedures.
There are a range of risk situations defined in CON.7 Information security on foreign trips
[59]. These include eavesdropping and spying on information, industrial espionage, and
the disclosure and misuse of information that should be protected (electronic and phys-
ical); false identity or information from an unreliable source; lack of security awareness,
carelessness in handling information and unnoticed access to mobile devices as well as
theft or loss of devices, data carriers, and documents; violation of local laws or regula-
tions as well as coercion, blackmail, kidnapping, and corruption. Further details can be
found on the webpage of the information portal Initiative Wirtschaftsschutz [60].

According to module CON.7, ISOs have overall responsibility for IS on foreign trips made
by employees on behalf of the institution or organization, while the travelers them-
selves, as well as the IT operations and HR departments of the institution, are responsible
for security. The information, publications, and travel warnings issued by the Federal
Foreign Office should also be observed. Business trips in Germany and, more particularly,
abroad can contain such a wide range of threats that it is imperative to raise employees'
awareness. Depending on the institution, more in-depth training measures must also be
provided. ISOs must initiate this (see fig. 1).
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(above) Use of the analog learn-
ing scenario “Security on the Go”
with fourteen stations, based on
possible incidents during business
trips. The game-based analog
learning scenario is licensed as
part of the Security Arena from
known_sense [39].

Fig. 97 (right) Redeveloped version of the

analog serious game “Security & . ““
Safe on Class Trip” (in German) e o Uy
with 6 stations in the “Security” w4

project. The learning station is
freely available to schools and
can be borrowed from the Secu- YT @ Securily M
rity Project website [46].

Q To raise awareness, we can recommend “Security on the Go,” one of the learning stations
_& from the Security Arena produced by the company known_sense [39] (see fig. 96), in
which participants can exchange information on fourteen possible incidents in two

phases: in the first phase, the idea is to discover the fourteen incidents on the basis of
situation descriptions, while in the second phase simple security measures are to be as-
signed. The use of this experience-oriented learning scenario has so far been given a very
positive rating by all course participants. The Research Group Scholl has further devel-
oped this analog game idea for schools (see fig. 97) in order to raise awareness of safety
on school trips (see [50]). Schools can borrow the learning scenario free of charge from
the Security project website, simply by paying the postage [46]. ISOs in schools can there-

fore carry out this kind of awareness raising at very low cost.

~ ~  Game-based sensitization aims to increase people’s awareness in the long term. In con-
- ~ nection with the above risk situations identified in the IT-Grundschutz module CON.7, an
=
-

analog game development by students of the Administrative Informatics course VIBB-19
entitled Working in public environments [61] can be used as another example that has
been extensively tested (see fig. 98). The starting point for this learning scenario is that
pressure and stress, for example, can lead to negligence and a lack of attention. In such
situations, employees do not have a proper sense of IS-related risk. Therefore, players
should be able to easily put themselves in everyday scenarios and analyze the situation
quickly. In addition to having fun, competition between small groups was built into the
ﬁ game—this is often used successfully in “gamification” and involves team building based
ﬁ on the goal of winning together as a group, working against the clock with a bell, and
collecting points for evaluation. The sources of danger must be recognized quickly and
countermeasures must be identified immediately in order to secure the points.
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Fig. 98 = “Working in public environments”—analog game-based learning scenario in eight scenes. Devel-

oped in the 1st semester in the Information Security and Awareness (ISA) component of the Ad-
ministrative Informatics course (VIBB-19) at TH Wildau. Conception, design, and production by the
group Svenja Weltjen, Sebastian Kubitz, Jonas Bartels, and Ludwig Lange, January 2020 [61].

The eight scenes of the learning station Working in public environments (fig. 98), which

are shown successively in the exercise, were drawn by Svenja Weltjen on her own initia-

tive and contain the following situations [61]:

Scene 1: Our two employees go to a bakery during a breakfast break. There they
continue to work together on relevant documents.

Scene 2: Three of our employees go to the large canteen during their lunch break.
Although this is on the company premises, it is also accessible to external parties
and, thanks to the low prices, is very popular.

Scene 3: Our employee is standing at the station and waiting for her train. In order
to make the best use of her time, she makes a call about her project—there are still
many details to clarify.

Scene 4: Our employee missed his train and because he has a bad conscience about
being late for work, he is processing a few important documents on his cell phone
in a burger joint next door.

Scene 5: Our employee meets two new friends during her lunch break and is happy
to have a real break because her colleague is constantly bugging her about the
deadlines for upcoming projects.

Scene 6: Our employee’s car suddenly won’t start, and so she takes public transport
home in the evening and continues to work on the bus.
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e Scene 7: The in-house printer has “flipped out again” and today of all days there
are many printouts needed for an important meeting. Fortunately, our employee
knows a good copy shop next door.

e Scene 8: Finally, the project is over and the long-awaited vacation with loved ones
in Hawaii can start. But no sooner has our employee arrived than he receives a
Skype call from a colleague saying that something important still needs to be
worked on. Our employee is known for his speed and can do everything in the
hotel room within an hour.

Another increasingly common form of attack that requires additional awareness-raising
measures as part of the IS focus on entry, admission, and access rights is social engineer-
ing (SE). The elementary threat 0.42 of IT-Grundschutz deals with this special form of
attack in more detail [62]. The term is often still unknown to many respondents. SE
means personal interactions involving manipulation by unauthorized persons with the
aim of gaining access to information or IT systems under false pretenses. Social engineers
therefore first target employees as individuals in order to access an organization’s im-
portant information or sensitive data. According to the study “Bluff me if U can” [63],
communication in the digital world and people as social beings play a decisive role. SE
attacks therefore take place at people’s “social gateways,” which include curiosity, the
desire for acknowledgement, and a willingness to help [63] (see fig. 99). Awareness rais-
ing should lead to participants reflecting more consciously on their own communication
behavior and their personal characteristics (gateways). The Security Arena of the com-
pany known_sense [39] contains an SE learning station focused on six social gateways.

Soziale Einfalltore

Gier

Brandschutzbeauftragter ﬂ.
Druck
Héren Sie sich den Ausschnitt aus einer Leichtglaubigkeit
Face-to-face Situation an und entscheiden
Sie, mittels welches sozialen Einfalltors die Angst

sprechende Person versucht,

Informationen zu erhalten. 2
Autoritatsglaubigkeit

A
Anruftext anze Vertrauen
Neugier

Hilfsbereitschaft

Fig. 99 Digital game-based learning scenario “Social Engineering” devised at TH Wildau and designed to
promote self-reflection (in German) [64].
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As part of the SecAware4job project, the research group developed a digital version with
a total of nine gateways (see fig. 99), which can be freely used to help students raise their
own levels of awareness [64]. Listen to the examples and decide which social gateways

social engineers use to reach their goal.

ﬁﬁ II)

Social Engineering
Awareness

Story

Spielerl] Spieler 2

Tailgating

Fig. 100  “Social Engineering Awareness”—analog game-based learning scenario with two levels of diffi-
culty and four accompanying SE stories. Developed in the 1st semester in the Information Security
and Awareness (ISA) component of the Administrative Informatics course (VIBB-18) at TH
Wildau. Concept, design, and production by the group Nico GiefSmann, Lorenz Gerlich, Konstatin
Miiller, Lara-Elise Lorenz, and Jakob R6hm, January 2019 [65].
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Fig. 101 “Social engineering risks”—analog game-based learning scenario in five phases. Developed in
the 1st semester in the Information Security and Awareness (ISA) component of the Administra-
tive Informatics course (VIBB-19) at TH Wildau. Concept, design, and production by the group
Robert Wernitz, Rocco Kriiger, Christoph Zimmermann, and Michel Darkow, January 2020 [66].
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The SE mode of attack was also the topic of analog scenarios developed by two other
student project teams. In the first case, a board game was created in 2019 with question
cards at two different levels of difficulty, “beginner” and “expert,” as well as four accom-
panying “SE stories” (fig. 100). In the second case, a matching game was developed in
2020 (fig. 101) in which key risks are assessed.

The long-standing and still lucrative phishing attack must also be spotlighted in connec-
tion with the IS focus on entry, admission, and access privileges. It is an artificial word,
made up of password and fishing, that refers to criminal offenses ranging from data theft
and account withdrawals to attacks on critical infrastructures [67]. The BSI provides ex-
tensive information on this under its heading “BSI for citizens,” and presents videos [67]
and articles [68] to raise awareness. Particularly in times of crisis, fraudsters and crimi-
nals use every opportunity to earn significant amounts of money by exploiting the un-
certainty and hopes of many people. Therefore, in 2020, the BSI expressly warns against
emails relating to the coronavirus and urges special caution [68]. Fishing for employee
passwords gives attackers easy access to the IT systems and applications being used. For
this purpose, the FS had developed its own digital learning scenario to help raise aware-
ness in the SecAwared4job project (fig. 102), which is freely accessible [69]. In addition to
a brief explanation, two tests can be completed. The first self-test is about recognizing
phishing emails. In the second self-test, the identifying features of the phishing emails
that are presented must be worked out in detail.

Phishing Ubung

~

=

Kurze Einfihrung mit Beispielen

%\

Entscheiden Sie, ob es sich bei der entsprechenden
E-Mail um Phishing handelt oder nicht.

~

%

Alle weiteren E-Mails sind Phishing-Mails. Finden
Sie die Merkmale und Hinweise, die die E-Mail als
Phishing-Versuch erkennen lassen.

Fig. 102  Digital game-based learning scenario “Phishing” developed by the research team at TH Wil-

dau and designed to promote self-reflection (in German) [69].



The next two awareness exercises also deal with passwords. We know from psychology-
based research that putting yourself in the position and mindset of an attacker can be
extremely useful and stimulating. In the case of passwords, this means trying to infer
their configuration from the information disclosed by a victim. Attackers can prey on the
profile data published on social networks if people do not carefully “construct” their
passwords. This exercise, which is called Password Hacking, comes from the
known_sense Security Arena [39] and was adapted by the research group: firstly, in the
SecAwaredjob [43] project for students at TH Wildau and, secondly, in the Security [46]
project for students in the pilot schools (see fig. 103). In our experience, this experience-
oriented learning scenario is popular with everyone. The complexity is reduced by simple
passwords in order to make the learning scenario playable, but it is precisely through this
that sustainable awareness is achieved. You can refer to websites that show how long a
computer needs, based on the current state of technology, to find out a password of
varying complexity. The evaluation can also be carried out to different degrees, depend-
ing on the target group. For example, students can also discuss the so-called hash values
that are now used to store passwords in encrypted form.

cestaoeRT Vo

q’ Bundesminiserium
fir Bildung
und Forschung

Willkommen auf der Schnupperstudium-Plattform der TH Wildau

Kennwdarter beinhalten weder GroBbuchstaben noch Leerzeichen

Leni_Ritter

Richtig (0) Falsch (0)

Fig. 103 Analog-digital learning scenario “Password Hacking” in the version created by TH Wildau for
schools (in German). The idea comes from the Security Arena and is licensed by known_sense
[39].

The next fun exercise we have selected is designed in such a way that an awareness of
secure passwords is promoted by guessing terms. It is still being developed by the Re-
search Group Scholl and is called Terminal Hacker [70]. This is based on an anagram and
a reference to the password. These exercises are supplemented by an interactive video
on secure passwords that was produced in German for the Security project [49] and in
English for the SecAwaredschool project [53] (see fig. 104).
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Q The video is interactive, as the video sequences take a different course depending on the
ﬁ user’s selection of possible behavior patterns (see fig. 104).

Ms. Hackermapfl now hasqtk
for the.online acgiit

How should's ro€
Please select one lese OpHOASES" / ) replay intro

The password should be easily visible for The password should be kept out of sight of other
O her to use in future, so she should O people. She should stick the note with the password
pin it on the board. on the bottom of her keyboard..
She should use a password manager and She should copy the password into a private
O destroy the note with the password in the O notebook. The note with the password
shredder. should then be thrown away.
SecAWAE” B 5.!,'\. "

Fig. 104 Interactive training video on secure passwords developed by the Research Group Scholl [49] [71].

Both ISOs and employees must be familiar with the laws, policies, and operational guide-
lines that apply to their activities. In particular, they should be aware of the criminal of-
fenses set down in the Criminal Code (StGB) to cover computer crime, and to familiarize
them with this, an entertaining, freely usable game in digital form was also developed in
the SecAware4job project (fig. 105). It deals with the following paragraphs of the Criminal

Code [72]:
ﬁ e §202a StGB: Spying on data and § 202b StGB: Interception of data
\
-& e §202c StGB: Preparing to spy on and intercept data
e §202d StGB:
Data ttht aIa Hangman — Ges e Zu VCyberkriminaIitétr(Vim SIGB)
. §263a StG: in dam genannten Gesatz 7 Cyberiaiminaliat im SIGE ha
Computer fraud (Bt Re e e o i
e §269 StGB: :

Falsification of
data with eviden-

tial value

e §267StGB:
Forgery of docu-
ments

e §270StGB:

Deception in legal
transactions when

processing data.

Fig. 105  Digital learning scenario for the StGB law developed by the
Research Group Scholl at TH Wildau (in German) [72].
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Please test yourself with the following questions and comments on chapter 5.1:

” u

Can you explain the three terms “entry rights,” “admission rights,” and “access

rights,” and how they are differentiated?

Can you clarify to the management of your institution the risk situations pertain-
ing to office, home, and mobile workstations as well as to meeting and training
rooms?

Can you explain the primary responsibilities of information security officers for the
infrastructure modules of the IT-Grundschutz?

Can you explain to your colleagues the need for appropriate logging?

Can you explain the risk situations pertaining to business trips abroad according to
IT-Grundschutz?

What specific measures can your organization use to protect itself against social
engineering attacks?

Complete the sentence: “The goals of a game-based awareness-raising measure

”

are ...
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Space for your personal comments

@ Personal checklist:

~ Personal ideas:
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Personal summary:

I Advantages and disadvantages:
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5.2 Data backup concept and data media

The importance of data security policies and concrete concepts was made clear to the
public in 2016, primarily through the many ransomware incidents that took place in Ger-
many, Europe, and worldwide: many institutions were asked to make Bitcoin payments
in order to get their foreign-encrypted data back. It was particularly noteworthy that,
despite making the payment and receiving the key, victims could not always recover all
their data. On the contrary, extensive data loss resulted, with the consequence that the
organizations had to ask customers for their data again and thus risked further damage
to their image. None of this need have happened if the organization had had a sound
data security concept and tested it regularly so that it is clear how much time the IT
administration needs to restore the data if necessary. Therefore, this is a crucial issue for
ISOs that must be clarified in coordination with the organization’s administrators.

A data backup strategy is intended to safeguard an organization’s operational data in-
ventory using redundant data storage. In order to create a sustainable data backup con-
cept, the ISOs and administrators must therefore do the following:

e Understand and record the requirements of the organization;

e Have a basic understanding of data protection concepts;

e Assess the appropriateness of the concepts;

e Recognize defects and develop suggestions for improvement.
This enables the management of the institution to make competent decisions about the
concept that has been developed.

There are a number of general questions relating to a data backup concept:
e What data do | back up?
e When do | save it?
e How often do | back it up?
e What backup procedure do | use?
e What storage media do | use?
e How is the media transported and stored?

e Who is responsible for the technical side?

The following questions focus on the specific requirements for data backup:
e What data and files are modified and how often do they change?
e How high is the data volume in each case?
e How extensive are these changes?
e Is personal data involved?
e Do deletion periods need to be observed? Have retention periods been estab-
lished?

e What cost considerations apply to data backups?
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Do we know the costs in the event of malfunction? Can we determine this?
What are the requirements for data availability, confidentiality, and integrity?
How much effort does it take to reconstruct or recreate the data?

Are there tests and drills for restoring the backup? How often and how frequently
do they take place?

The data backup concept can be found in the IT-Grundschutz in the CON conception and

procedures area and is dealt with specifically in CON.3 [73]. The following risk situations
are identified there:

No data backup

No recovery tests

Unsuitable storage of the backup media
Lack of or insufficient documentation
Disregard of legal regulations

Insecure cloud providers

Insufficient storage capacity

Inadequate data backup concept.

Particular attention should be paid to the following hazards in practice:

Demagnetization (due to aging or environmental conditions)
Destruction (by fire, water, or force majeure)

Accidental deletion or overwriting

Media errors

Deliberate destruction.

A data backup concept must be differentiated from archiving: archiving is permanent

storage, in compliance, for example, with long statutory retention periods. Archiving is

not a substitute for data backup! Archiving is dealt with in the IT-Grundschutz module

OPS.1.2.2 Archiving [74], in connection with OPS operation. Using the technical guide-

lines of the BSI [75], individual aspects can be dealt with in greater depth, such as the

deletion and destruction of classified information on data carriers [76].

According to IT-Grundschutz, the ISOs are responsible for checking the data security con-

cepts. The other responsibilities lie with the technical managers, IT operations, and IT

management [73]. CON.3 Data backup concept [73] formulates the following require-

ments for basic and standard protection:

CON.3.A1 Survey of the influencing factors for data backups [persons responsible,

IT operations] (B)

CON.3.A2 Determination of the procedure for data backup [persons responsible,

IT operations] (B)

CON.3.A4 Creation of a minimum data backup concept [IT operation] (B)



e CON.3.A5 Regular data backup [IT operations] (B)

e CON.3.A6 Development of a data backup concept [specialist, IT operations] (S)
e CON.3.A7 Procurement of a suitable data security system [head of IT] (S)

e CON.3.A9 Requirements for online data backup [IT operations, IT manager] (S)
e CON.3.A10 Obligation of employees to back up data (S)

e CON.3.A11 Backup copy of the software used [IT operations] (S)

e CON.3.A12 Suitable storage of the backup data carriers [IT operations] (S).

ISOs should understand the following terms in relation to data backup strategies and
criteria and be able to explain the differences between them:

e Full data backup

e Differential data backup

¢ Incremental data backup

¢ Virtual full data backup

¢ Memory image backup

e Backup times and the generation principle

e Data storage media selection criteria.

Fig. 106 outlines the first three backup strategies mentioned. With a full data backup,
all data that should be backed up is saved, regardless of whether it has changed since
the last data backup (fig. 106, 1st backup). A full data backup thus requires significant
storage space. On the other hand, the entire database is available in full at all times.

Datenmenge Il Vo!lsténdigeSicherung

N Differenzielle Sicherung

— Inkrementelle Sicherung

N BN N

i i / > Zeit
Zeitpunkt 1 Zeitpunkt 2 Zeitpunkt 3 Zeitpunkt 4

Fig. 106  Authors' sketch of the data backup strategies Full data backup (shown in black), Incremental
data backup (in orange) and Differential data backup (in green). When saving for the first time
(Zeitpunkt 1), all three backups create a full data backup. Differences only arise when the data
to be saved has changed (see 2nd, 3rd, and 4th backups [in German: Zeitpunkt 2, 3, 4]).
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With a differential data backup, data is saved that has changed since the last full data
backup. In the second backup, as shown in fig. 106, data is stored that has changed as
compared to the first backup. For the second and third backups, this data volume in-
creases because the storage is independent of the other differential data backups and
only relates to the last full data backup.

In the case of an incremental data backup, only the data that has changed since the last
backup is saved, regardless of whether it was a full data backup or an incremental
backup. Fig. 106 thus shows the same stored data volume at backup 2 as the differential
data backup. After that, however, the storage space requirement is less than with differ-
ential data backup and far less than with full data backup. Incremental data backup saves
storage space and at the same time shortens the time required to back up the data.
However, the time required to restore data is greater, since all incremental backups must
be included in the last full data backup.

In addition to the three common types of data backups shown, there are two additional
techniques to be considered. First, there is the virtual full data backup (fig. 107). Like the
full data backup, a complete backup storage is created in which all data is restored. How-
ever, in contrast to the full data backup, the productive data is not used. Several backups
(differential backups or incremental backups) are used as the source in order to corre-
spond to a complete backup of the collected data at a specific point in time. This type of
storage is mostly used for separate storage or, if the time windows are too small, for
backing up productive data. Since a new full backup is created here, the resulting chain
of incremental backups can also be restarted after creating a virtual full data backup.
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Fig. 107  Author’s sketch correlating to fig. 106, supplemented by the virtual full data backup.



In addition, most backup solutions perform a memory image backup or block data
backup. In the simplest case, a signal is given to the system to be backed up to stop im-
portant processes for a short time and then access the file system directly at block level.
In this way, you can back up volumes completely at the file system level. However, this
is almost impossible when backing up databases during operation. For this reason, an-
other technique is added to make it possible to record all blocks. For this purpose, all the
blocks in the file system that are relevant for the backup are switched to read-only mode
during operation and a small, previously empty, irrelevant area is defined for the data
storage to be written into. In this way, no data is lost, and the backup software can back
up all blocks of the file system. After the backup of these blocks has been completed, a
second signal is issued to get the blocks out of read-only mode, and the data written
during this time is integrated.

When using virtualization software, this system can be used much more easily because
the “host” controls the guest system and knows the file system, making it possible for a
“snapshot” of the guest (usually a server or client computer) to be created using the
technology described above. The host is usually a central computer with permanent ac-
cess. With a snapshot, all blocks of the guest’s file system are simply switched to read-
only mode and all write accesses are redirected to a separate area on the host. After the
backup is complete, the snapshot can be removed, and all the written areas are auto-
matically integrated. At this level, this works not only for the file system of the guest
operating system but also for the main memory, which can then be integrated into the
backup. This means that the complete status of the operating system of the guest com-
puter is recorded in the backup during operation and is an immense advantage, espe-
cially for systems that need to be consistently available.

Datentrdger

N

Woche 4

Woche 3

Woche 2

Woche 1 DatentrigerbleibenamSarver
Datentrigerwarden in Safe gebracht

Datentragerwerden in einam separatan Gebiude
cdar Brandabschnitt aufbewahrt

» Zeit

Tag Woche Monat

Fig. 108  Authors’ sketch of the “generation principle” for data backups.
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The “generation principle” in data backup is based on the idea that it makes sense to
create several data backups at different times and then have them in stock. The organi-
zation must decide how many generations are created in total and include this in its data
backup concept. Fig. 108 (read from right to left) shows an example whereby an overall
data backup is carried out once a month and stored in a separate building or fire com-
partment. A corresponding data backup is also made at the beginning of a week and is
kept in a safe. In the relevant weeks of the month, the institution’s database is backed
up again every day and can be stored on the server. This approach limits any loss of data
in the event of an attack or an emergency event.

Implementation and training exercises to raise awareness of IS

We consider it particularly important for ISOs to explore possible data backup strategies
and the generation principle. This should certainly not just be a theoretical aspect of the
training but needs to be actively practiced.

As an introduction to the exercise and discussions about data backup practices in the
organization, we go back to the history (fig. 109). Using a kind of matrix, the characteristic
features of data carriers are mapped to the distinct forms that have manifested over the
centuries. The idea for this exercise was developed based on [77]. The specific features
are assigned to the relevant modes of data recording and affixed to the board in the form
of terms. We have deliberately made it a little easier by assigning colors, because this
exercise should not take up a large amount of time but should be used instead to raise
awareness.

Merkmale von Auspragungen

Datentrager
""' Lo
TEE—

Zugriffszent (mittere)
2u den Daten

Preis fir einen Datentriger

Fig. 109  Exercise to raise awareness of the criteria for selecting data storage media based on [77].



Chapter 5

Since I1SOs, as employees with specialist technical responsibilities, are responsible for re-
viewing a security concept, they must be included in the planning of an organization’s @
data backup strategies. ISOs do not need to have the same technical background as ad-
ministrators. Their job is to initiate, coordinate, and review. In order to equip them with

the basic background knowledge of data backup strategies, the next step is an exercise

that demonstrates the differences between full backup, differential backup, and incre-

mental backup in a practical and comprehensible way. To carry out this exercise, the

readers need a PC with Windows 10 and the Cobian Backup 11 software, which you can

download free of charge from https://www.cobiansoft.com/ (April 2020). After installa- Q
tion, you will find the software in the system tray in the area of the hidden icons at bot- ﬁ'

tom right. We start the exercise:

1. Open Cobian Backup, create the two folders source and destination on your desk- Q
top, and create two text files at random in the source folder. The destination folder ﬁ“
also requires a subfolder for each backup type (fig. 110):

a. Complete full backup
b. Differential backup
¢. Incremental backup

Start Freigeben Ansicht @[] Liste Aufgabe Chronik Protokoll Extras
)
N S YY1 omﬂ'@@
l—\:"L x\/7 Name: Eigenschaft Wert
de o @ * Ausgewshite Aufgaben 0
a
# Schnellzugriff
] Text2axt
@ Mextcloud [ Textrext
I Dieser PC
b Netrwerk
< 3 <
2Elemente 1 Element ausgewahit (0 Bytes) [E= S nte nutgaben "\ [agenschafion der Aufgabe [ (@lCgnk | DProtool |
Typ: Textdokument, 0 Bytes B Computer Liste: Mainlist.st  Dateien: 0 GréBe: 0 bytes

Fig. 110 Basic status of the backup software before starting the exercise.

2. Asthe first step of the data backup, a complete backup is created as a reference. ﬁ
To do this, a new backup task is created under the “Task” tab (fig. 111). .ﬁ‘_
3. First, a full backup is created (fig. 112). ﬁ
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Cobian Backup 11 Gravity
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Ausgewahlte Aufgaben ausfGhren Ctrl+D

Aktuelle Gruppe ausfihren Ctrl+G
Vollsicherung erzwingen (alle) Shift+Ctrl+B

Vollsicherung erzwingen (gewahlte) Shift+Ctrl+D
Vollsicherung ausfiihren (aktuelle Gruppe) Shift+Ctrl+G

Neue Aufgabe
Aufgabe bearbeiten
Aufgabe klonen
Aufgabe I6schen

CEENI® IVYY ¢vy

Archivattribut zuriicksetzen

Nach AbschluB herunterfahren Ctrl+F4

Bl Anhalten
Abbrechen Ctrl+
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| (O Alle Aufgaben | ' [ElEigenschaften der Aufgabe /,[i]Chronik /<D Protokol |
Liste: MainList.lst Dateien: 0  GréBe: 0 bytes ) )

Fig. 111 Creating a new backup task.
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Liste Aufgabe Ch
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[ volume Shadow Copy verwenden

Sicherungsart

(® Komplett
O pifferential

|, ) Alle Aufgaben |
Liste: MainList.Ist Da

Fig. 112 Creating a new backup task: full data backup (complete).

Q 4. In the “Files” submenu, our two folders source and destination are selected from
ﬁ the desktop using drag & drop. Make sure to adapt the destination folder to the
backup type. For our full backup it is therefore Desktop\Destination\Com-

plete under the user profile in question (fig. 113).

5. Make sure that the planning type is set to Manual in the “Planning” menu and con-

ﬁm firm the task with OK (fig. 114).

6. Start the full backup by clicking on the triangle under the “Task” menu item. After
the full backup has been carried out correctly, the folder Desktop\Destina-
tion\Complete should contain the first full backup (fig. 115).
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Fig. 113  Selection of “source” and “destination” from the desktop of the current user.
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Fig. 114  Planning type set to “Manual” (in German: “Manuell”).
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Fig. 115  Performing the first complete backup.
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7. After the first successful full backup, add another Text3.txt file in the source folder
(in German: “Quelle”) and start the full backup again (fig. 116):
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Fig. 116

Execution of the second complete backup.

8. As a final control step, please change the content of the Text2.txt file by a few

characters and perform a complete backup again. As in the previous run, all files

are recorded again, even if the data has not changed (like file Text1.txt), since the

first backup (fig. 117):
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3 Elemente (Freier Speicherplatz: 389 GB) 62 Bytes B3 Computer

Fig. 117

Performing the third complete backup.

9. To show the differences to the incremental backup, please delete the Text3.txt file

from the source folder and create an incremental backup following points 2 to 5 with
the new destination folder Desktop\Destination\Incremental (fig.118).
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Fig. 118  Incremental backup in a new destination folder.

10. Now repeat steps 6, 7, and 8 with the incremental backup and compare the backup ﬁ
folders of the original full backup in each case (fig. 119): '@‘-
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Fig. 119 Incremental backup in comparison.

As already described in the theoretical part, you can see from this process that an in-
cremental backup basically only considers changes since the last backup. This is done
without differentiating between a full backup and an incremental backup.

11. In order to display the differential backup, please delete the Text3.txt file from the ﬁ
source folder and create a differential backup following steps 2 to 5 with the new _@‘_

destination folder Desktop\Destination\Differential (fig. 120).
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Fig. 120  Differential backup in a new destination folder.
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folders of the individual backups (fig. 121).
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Fig. 121 Differential backup in comparison.

12. Now repeat steps 6, 7, and 8 with the differential backup and compare the backup
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As described in the theoretical part, it can be seen from this process that a differential

backup basically considers changes since the last full backup. Depending on the nature

of the data in terms of file division or block division, as well as the volume and frequency

of changes, these backup procedures must be planned carefully for the organization to

enable the backup tasks to be optimized. In addition,

by checking the amount of time

involved, a framework can be defined for restoring any lost data.
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Please test yourself with the following questions and comments on chapter 5.2:

e Canyou identify the goal of a data backup strategy and explain the general con-

cerns involved in such a concept? -—

e Canyou explain the requirements for data backups to your colleagues?

e Complete the sentence: “The risk situation of a data backup concept contains the
following aspects: ...” -—

e Can you explain the difference between data backup and archiving? - —

e Can you explain the advantages and disadvantages of full data backups, differential
backups, and incremental backups? -—

¢ Canyou explain the generation principle in data backup? - —

¢ |dentify criteria for selecting a particular data storage medium.
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5.3 Software management, software vulnerabilities, and malware in a nut-
shell

The use of software is an integral part of our professional and private life. We can there-
fore assume that many people are now aware of the security problems associated with
malware. Nonetheless, we note that users need to be much more conscious of this issue.
Meanwhile, the dangers we know about are still a threat, because people’s actions often
do not tally with the recommendations of experts. In this chapter, we refer again to the
BSI IT-Grundschutz, limiting ourselves once more to the essentials required by ISOs.

The term software management is often equated with the management of software pro-
jects. According to Balzert (2008) [78], software generally has special characteristics that
make the management of software projects more difficult and cause them to fail if these
features are ignored. “Compared to production processes, software development needs
to be more closely managed, because software is invisible, the progress of development
is difficult to determine, and ideas about the correct development process are still un-
clear” [78: 159]. In addition, according to Balzert [78], we need good software managers
who can properly combine their general knowledge of management with their specialist
knowledge of software technology. However, from the point of view of IT-Grundschutz,
this complex area and the implications it has for security represent only one aspect of
software management in today’s institutional practice.

According to the IT-Grundschutz Compendium [20], the following modules are particu-
larly relevant here:
e CON: Conception and procedures
o CON.4 Selection and use of standard software [79]
o CON.5 Development and use of individual software [80]
o CON.8 Software development [81].
* OPS: Operation
o O0PS.1.1.3 Patch and change management [82]
o OPS.1.1.4 Protection against malware [83]
o OPS.1.1.6 Software tests and releases [84].
e Everything under APP: Applications [85]. At this point the focus is on
o APP.1.1 Office products [86].

For the complex area described above, IT-Grundschutz takes into account the following
risk situations with the module CON.8 Software development [81] and CON.5 Develop-
ment and use of individual software [80]:

e Selection of an unsuitable procedural model

¢ Selection of an unsuitable development environment

e Lack of or inadequate quality assurance in the development process
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e Lack of orinadequate documentation as well as undocumented functions
e Insufficiently secure use of development environments

e Software design errors

e Lack of orinadequate testing and approval procedures

e Software test with productive data

e Inadequate management of admission and access rights

e Inadequate contractual arrangements with external service providers

e lack of or inadequate security measures in applications.

In addition, many institutions are concerned with the selection and use of standard soft-
ware (see CON.4 [79]). Office products are likely to make up a significant share in the use
of standard software (see APP1.1 [86]). IT-Grundschutz takes into account the following
risk situations:
e Failure to adapt the standard software / office products to the needs of the institu-
tion
e Disclosure of sensitive information due to incorrect configuration
e Purchase of standard software / office products and updates from unreliable
sources
e Software weaknesses in standard software / office products
e Use of unlicensed standard software / unlicensed office products
e Unauthorized exercise of rights in standard software / office products
e Loss of data due to incorrect use of standard software
e Data loss through password protection of Office documents
e lack of or inadequate testing and approval procedures for Office products
e Datathat should be protected in meta and residual information in Office documents
e Malicious content in Office documents
e Insufficient reliability of Office documents

e Loss of integrity of Office document.

In principle, the IT operations department is responsible for meeting these requirements,
but ISOs must always be involved in the strategic decisions [86]. ISOs are also responsible
for ensuring that all requirements are met and checked in accordance with the security
concept that has been defined (see chapters 1 to 3). Users should be informed about the
options and limits of the security functions in the software they have and the storage
formats used in the standard protection procedure [86]. In addition, the requirements
for the secure use of Office products should be integrated in the security policy. Under
standard protection, all users should be made aware of the risks associated with meta
and residual information (e.g., comments) in the products they use and trained in how
they can remove residual information [86]. It is recommended that documents be sent
in a format that cannot be changed if they do not require any processing by the recipient.



Even in the case of basic protection (see fig. 2), users must still be trained and made
aware of how to deal with documents from external sources in line with IT-Grundschutz.
The checking of documents from external sources should be enforced by technical

measures according to the BSI [86].

According to OPS.1.1.3 Patch and change management [82] and OPS.1.1.6 Software tests
and releases [84], the risk situations for IT operations are as follows:

e Poorly defined responsibilities

e Poor communication in change management

¢ Insufficient consideration of business processes and specialist tasks

¢ Insufficient resources in patch and change management

e Problems with the automated distribution of patches and changes

e Poor recovery options in patch and change management

e Insufficient consideration of mobile devices

¢ |nadequate contingency planning for patch and change management

e Misjudgment of the relevance of patches and changes

e Manipulation of data and tools in change management

e Incomplete implementation of the client’s requirements

¢ Inadequate training of developers and software testers

e Software tests with productive data

e Lack of or inadequate testing procedure

e Lack of or insufficient approval procedure

e Lack of or insufficient documentation of the tests and test results

e Lack of or insufficient documentation of the release criteria.

For ISOs it should be noted that patch management is a special process within change
management that targets the fixing of software bugs and weaknesses and must always
be used [82]. In the individual system modules SYS IT systems and APP Applications, there
are further requirements relating to patch management that is necessary in specific
cases. Patches are to be distinguished from updates and upgrades: a patch is a fix from
the manufacturer of the software to eliminate security gaps in the operating systems or
application software and should be installed promptly.

ISOs should be familiar with the definition of malware, the different forms it takes, and
how they work. The BAk6V defines malware as any software “that contains undesired
functions that can endanger—either unintentionally or deliberately—the availability of
data, resources, or services and the confidentiality or integrity of data” [1]. The module
OPS.1.1.4 Protection against malicious programs [83] in the BSI’s IT-Grundschutz looks
at the following threat situations:

e Software vulnerabilities and drive-by downloads

e Ransomware extortion

e Targeted attacks and social engineering
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¢ Infections from mobile data carriers and other USB devices
e Botnets

¢ Infections of production systems and loT devices.

Again, this module describes the general requirements for providing protection against
malware. Specific requirements can be found in the individual modules.

This is especially the case for the system modules SYS IT systems—e.g., in §YS5.2.2.3 Cli-
ents under Windows 10. An identified malicious program can also lead to a security inci-
dent. In this case, the requirements of module DER.2.1 Handling of security incidents
must also be taken into account. According to the BSI, the requirements of the module
DER.2.3 Cleaning up far-reaching security incidents help to remove identified malicious
programs and restore the system to a corrected state [83].

Implementation and training exercises to raise awareness of IS

As an initial awareness-raising measure, we present an exercise on the various types of
malware and their mode of action, as developed by a student team from the Adminis-
trative Informatics program in the winter semester 2018/19 [87] (see fig. 122).

The learning scenario [87] is a quiz whose aim is to get a team to work together to engage
with the topic of malware. Everyday and special situations that can endanger IS are de-
scribed in a playful way. In addition, reference is made to the functionality of the mal-
ware and historical examples, which are not only intriguing but also instructive [87]. In
the competition, three teams of around three people compete to answer the fifty ques-
tions. The game is scalable by reducing the number of quiz questions. The team members
should discuss the quiz questions, come up with plausible solutions, and then place the
colored answer cards A, B, C (green, red, blue) accordingly. The exchange of ideas helps
consolidate individual knowledge while also introducing new ideas.

In addition to the fifty quiz cards, each team has three point cards in the team colors,
and there are a total of twelve joker cards. Quiz cards and joker cards are each shuffled
and placed separately face down on the desk.

The moderator reads the first question aloud in a clear voice. Only when the question
has been read out completely are the three teams allowed to place their answer card
face down in the middle—they have ten seconds in which to do this. It is not about the
speed at which the answer cards are placed in the middle of the table—the only thing
that counts is whether the answer is correct. Then the cards are turned over and the
moderator assesses the answers. If a team has the wrong answer, it must hand over one
of its point cards and may draw a joker card in return [87].



| -

Fig. 122 “Malware”—analog game-based learning scenario for three teams. Developed in the first semes-
ter of the Information Security and Awareness (ISA) course in the Administrative Informatics pro-
gram (VIBB-18) at TH Wildau. Concept, design, and production by the group Lukas Dorn, Henrik
Koschel, Jonas Lang, Steven Miiller, Jonas Thiem, and Vincent Westphal, January 2019. The sym-
bols used on the cards are part of “Font Awesome” from Fonticons, Inc., and are licensed under CC
BY 4.0 [87].

The joker cards can be used for one of the next questions and lead to other interesting
game dynamics. Their functions are as follows:
e “Trojan” joker: The team can take a point card from the other team (with the
most point cards).
e “Spyware” joker: The team may view another team’s answer.
e “Virus” joker: If another team answers the question incorrectly, it loses two point
cards. If none of the groups answered the question incorrectly, nothing happens.
e “Antivirus program” joker: This negates the effect of a joker. This card can there-
fore only be played if another team has played a joker.
e “System update” joker: One of the incorrect options is resolved. If this joker is
played, the moderator shows one of the wrong answers to the team playing the
card.

e “Firewall” joker: The team does not lose a point card if its answer is wrong.

The second awareness-raising scenario deals with the topic of “Using video games
safely,” another exercise idea from the first semester ISA course in the Administrative
Informatics program (VIBB-18) in the winter semester 2018/19 [88]. It is possible that
one or the other ISO thinks that this topic is not so relevant in the operational context.
There are two reasons why such topics can also play a role in awareness-raising
measures. We know from research that the more sustainable measures are, the more
they can be used in private life. In addition, many employees have children who play such
games with passion and who may buy items, which means that parental supervision is
important.
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This game (fig. 123) is also structured as a card game with questions: answering these
guestions requires in-depth discussion between the participants. But what is actually in-
cluded in video games?

The learning scenario’s student development team counted everything connected with
the actual games as well as the associated forums [88]. For example, Steam, the largest
digital platform for video games, does not only give people the opportunity to play video
games, it also creates communities and shares artwork. Such platforms make playing
games with friends on the Internet much easier and more attractive. The Steam platform
has changed over the last years to become more of a social platform. Negative aspects
may also come to light: the changes make it easier for participants to be scammed—i.e.,
through abuses in the trading of avatar skills.

For example, a valuable knife from the Counter-Strike Global Offensive may be put up for
trade, but the scammer pretends to have a disconnect, a connection breakdown to the
server. If he or she comes back to do the deal later, the high-quality and expensive knife
may have been replaced by a knife of lower quality that looks the same [88]. Now you
may ask, “So what?,” but if such frauds are not recognized, it can mean a loss of several

hundred euros for the person being cheated.

1

Fig. 123 “Use video games safely in a secure manner”—an analog game-based learning scenario. Devel-
oped in the first semester of the Information Security and Awareness (ISA) course in the Admin-
istrative Informatics program (VIBB-18) at TH Wildau. Concept, design, and production by Philip
Szukala, Dustin Lohse, and Florian Makus, January 2019. The back of the card was designed by a
photographer named Tookapic, who publishes this image on Pexels under the CCO (Creative Com-
mons Zero) license and for use in commercial and noncommercial projects [88].



We know from psychology-based research on company awareness that it is interesting
for participants in awareness-raising measures to understand the motivation and effec-
tiveness of the attacker. Usually such attacks propose lucrative “business models,” which
are designed to generate large amounts of money. An awareness-raising measure sticks
more easily in the memory of the participants when they slip into the role of the attack-
ers themselves. We would like to illustrate this with the following software-based exer-
cise dealing with an old software security gap. First of all, it should be pointed out that
the exercise does not violate the German StGB § 202c, the so-called hacker paragraph,
which there has been a lot of discussion of. As was made clear in 2009 by the legal com-
mittee of the German Bundestag and the Ministry of Justice, on the one hand, and the
German Federal Constitutional Court on the other, this paragraph would be violated if
software is developed or modified with the intention of spying on data (StGB § 202a) or
for the purposes of intercepting data (StGB § 202b) (see [89]). This is in no way the in-
tention of the following demonstration exercise. Rather, it is about clarifying how soft-
ware vulnerabilities can be exploited.

As a third awareness-raising scenario, the following demonstration exercise looks at the
very old security vulnerability CVE-2014-6332 from 2014, which presents the basic vul-
nerability allowing the standard mechanisms in Microsoft operating systems to be ex-
ploited. This exercise does not demonstrate current problems but illustrates the funda-
mental danger posed by standard processes and supplied interfaces that can be at-
tacked. In our opinion, this old security gap gives a striking demonstration of this. Owing
toits age and the fact that it is limited to the 32-bit edition of Windows 7, it is completely
harmless for modern operating systems and can also be implemented by laypeople. The
main source code used is listed on many other websites and is available for download—
for example, on GitHub (see [90]).

If you want to technically replicate the following exercise, various basic requirements
must be met, which are not discussed further in this book:

e Inthe demonstration exercise, we assume that a Windows 7 (32-bit) system vir-
tualized with the VMware Workstation Player in a patch version of 2013 is in-
stalled. In addition, a local web server and a simple editor are installed, such as
Notepad ++ and a trial version of Winrar (old version 5.21.).

e If you want to work with the code, we recommend that you use a separate com-
puter as a security measure. You should disconnect the computer from the net-
work after downloading all the necessary software products and the actual CVE-
2014-6332 source code. Since the code is recognized by every current virus scan-
ner, alarm messages and deletion or quarantining can be expected.

e The security vulnerability considered here enables remote code execution be-
cause the version of Internet Explorer (IE) that is used cannot properly handle
access to objects in the memory. This is known as buffer overflow.
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~ - In the case shown, the IE integrated in Windows 7 is used for the attack, and the buffer
O\ overflow could be triggered by a simple Visual Basic Script (VBScript). This made targeted
attacks possible, also for users of the operating system who did not use the software IE

that was the focus of the attack.

Q 1. The first screenshot shows our starting point. In addition to the software mentioned
ﬁ above, there is a text file and a folder link to the installed web server you will require.
For the sake of simplicity, the web server is installed directly on the demo device and
filled with the three files from the download. For this reason, there is also a reference

to http://127.0.0.1/test.html (fig. 124). The source text of the HTML reference is:

<html><head><title>CVE20146332Demo</title>
<META http-equiv="refresh” content="0;
URL=http://127.0.0.1/test_html'>
</head></html>
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Mazill 2092007 miE 30
Notepade s Team 1210205
EvMwre Took Viware, Inc. 1805200 523M8 110515389502
Bwinkat 521 (2-6t) winat GmbH 12102015 sa0

» Computer » Lokales Datentrages (C:) » inetpub » wwwroot

anisieren = In Bibliothek sufnehmen = Freigeben for =

¢ Favoriten

1B Desiktop ¥ seriptt
s Downloads scrpttart bt
5. Zubetat besucht & testhtml

& c Testiot - Notepad-+ 2| ©
| Datei Bearbesten Suchen Ansicht Kodieung Sprachen  Einstellungen  Makro Ausfilwen  Erwesterungen  Fenster 2 i)
| ol HB o @ 4RI Mgl SIEDRE O SR -

Mo Tea 3]

“ 1 <huml><head><title>CVE20146332Demo</title><META http-equiv="refresh” content="0;URL=hitp://127.0.0.1/cest himl"™></head></htal>

Fig. 124 Basic state of the Windows 7 installation.

Q 2. Theaimis to execute this source text as code via the |IE of the computer under attack.
ﬁ Since almost no one uses this browser anymore, we package the code before sending
it to the alleged victim: this forces it be executed in IE. To do this, we first put the
source text from the file on the clipboard (Ctrl + C) for later use. Then we create a
new document with the help of Winrar by right-clicking on the text file using “Add to

Archive” (in German: “Zum Archiv hinzuftigen”) (fig. 125).

3. To create an executable file, we mark the corresponding option in Winrar and then

_ﬁ‘_ switch to the “Advanced” tab (in German: “Erweitert”) (fig. 126).

4. In the “Advanced” tab, switch to “SFX options” (fig. 127) and then to the “Text and
Icon” area (fig. 128).
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Q 5. Inthe “Text and Icon” tab, we can now insert the text for calling up the website and
ﬁ then create the executable file with two clicks on OK (fig. 129).

ﬁ 6. Now run the “My Text.exe” file and watch what happens!

108

You will be able to see that two files have been placed on the desktop of the computer
that were previously on the web server. In addition, one of the scripts was started. We
only used the Notepad application for the harmless demonstration. If an attacker had,

for example, used the partition manager instead, partitions might have been deleted in
@ the system. In addition, other malicious code could simply be copied onto the system

and then take full control of it.

Please test yourself with the following questions and comments on chapter 5.3:

pp— e Explain the risk situations when selecting and using standard software, especially

— Office products.

e Explain why a lack of patch management leads to a threat.

Space for your personal comments

@ Personal checklist:

Personal ideas:

YL
A

Personal summary:
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5.4 Introduction to data protection for ISOs

In addition to running the advanced training course “IT security officers in public admin-
istration,” which provides certification in cooperation with the BSI, the German Federal
Academy of Public Administration (BAkdV) also set up the advanced training course “Of-
ficial data protection officers in the federal administration” a few years ago [91]. This
qualification can also be completed with a five-year certificate and was developed in
consultation with the Federal Commissioner for Data Protection (DP) and Freedom of
Information (BfDI). In contrast to I1SOs, the role of data protection officers (DPOs) has
been legally implemented for decades and is mandatory for public administrations. Nev-
ertheless, combined with increasing digitization, the work of DPOs has continued to gain
in importance. In addition to the European General Data Protection Regulation (GDPR),
organizations are also governed by the Federal Data Protection Act, the respective state
data protection laws, and data protection provisions set down in special laws. This book
will not concern itself further with these aspects. Instead, we would simply like to clarify
the important overlaps between information security and data security, on the one
hand, and data protection on the other, to facilitate good cooperation between ISOs and
DPOs based on a spirit of mutual confidence and trust.

DP is about personal data—i.e., information that identifies a person. The first data pro-
tection law was passed in Germany in 1970 in the state of Hessen. The judgment of the
German Federal Constitutional Court of 1983 defined the basic right to informational
self-determination. Since then, every individual citizen has, in principle, been able to de-
termine for themself how their personal data is used and processed. The DP is thus the
expression of the general right of personality. In contrast, IS serves to protect all the
information in an organization.

The concept of “prohibition, except with authorization” applies to DP: i.e., the processing
of personal data is fundamentally prohibited unless it has been explicitly authorized [91].

According to GDPR Art. 6, Para. 1, Lawfulness of processing, at least one of the following
factors must also apply for processing to be legal [91] (see also [92]):
e Consent has been obtained from the person involved;
e Processing is necessary to perform a contract or implement pre-contractual
measures;
e Processing is necessary to comply with a legal obligation;
e Processing is necessary to protect vital interests;
* Processing is necessary to perform a task in the public interest or in the exercise of
official authority;
e Processing is necessary in pursuit of the parties’ interest.
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In evaluating the last point, consideration needs to be given to what carries more weight:
safeguarding the legitimate interests of the data controller or the fundamental rights of

the person involved.

According to the EU’s GDPR, DP is based on the following principles [91] [92]: lawfulness,
fairness, transparency, purpose limitation, data minimization, accuracy, storage limita-
tion, and integrity and confidentiality.

In CON.2 Data protection [93], which forms part of the module CON Conception and pro-
cedures, the BSI’s updated IT-Grundschutz Compendium indicates the goal of the mod-
ule, which is to connect the requirements of the standard data protection model (SDM)
and IT-Grundschutz. The German data protection supervisory authorities call SDM an
operational method for standardized data protection advice and testing practice, in par-
ticular with regard to the TOM in the GDPR (see [93]).

With the SDM, the required implementation of data protection regulations of Art. 5 of
the GDPR [92] can be systematically monitored on the basis of seven data protection
goals. The aim is to secure the

e availability,

e integrity,

¢ confidentiality,

e transparency,

e intervenability,

¢ non-linking of personal procedures, and

¢ overall requirement of data minimization [94].

In addition, the system resilience mentioned in GDPR Art. 32, Para. 1(b) [92] is seen as
an additional requirement: this relies on specific properties in order to be able to meet
the functional requirements derived from the data protection goals and the protective
measures for processing activities (see also [94]).

Like IT-Grundschutz for IS, the SDM contains a list of generic modules as DP reference
measures—these are being expanded successively. The first seven modules were pub-
lished in September 2018 by the commissioners for data protection in the states of Hes-
sen, Mecklenburg-Western Pomerania, Saxony, and Schleswig-Holstein, in conjunction
with the German Evangelical Church [95]:

e SDM module 11 Storage

e SDM module 41 Planning and specification

e SDM module 42 Documentation

e SDM module 43 Logging

e SDM module 50 Separation

¢ SDM module 60 Delete and destroy

e SDM module 80 Data protection management.



In its module CON.2 Data protection, IT-Grundschutz lists the following two specific
threats and weaknesses as a risk situation [93]:

e disregard of data protection laws or use of an incomplete risk model

e determining a protection requirement at too low a level

In addition, G 0.18 Incorrect planning or lack of adaptation is mentioned as an elemen-
tary risk.

The requirements of the module CON.2 Data protection in the IT-Grundschutz Compen-
dium refer to the SDM methodology. The following basic protection (see fig. 2) must be
implemented as a priority [93]:

e CON.2.A1Implementation of the standard data protection model (B). “The statutory
provisions on data protection (GDPR, BDSG, and LDSG) MUST be observed. If the
SDM methodology is not taken into account—i.e., the measures are not systema-
tized on the basis of the data protection goals and compared with the reference
measures catalog of the SDM—this SHOULD be justified and documented.”

There are currently no additional requirements [93] for standard protection (see fig. 2)
in addition to the basic protection requirements, which must be implemented in line
with the latest technical specifications for the CON.2 Data protection module.

One source of conflict between ISO and DPO could be in the area of logging, which is
used to perform a data-processing check retrospectively. In light of this, it is worth taking
a closer look at the corresponding SDM module 43 Logging as an example [96]. In gen-
eral, alog must be able to provide information about which instances of the organization
(units, systems, or individuals) carried out what activity at a certain time, and which body
of the organization kept the log. Logs are mostly created automatically but can also be
created manually. Complete documentary proof is provided if the log data is valid, relia-
ble, up to date, and complete.

However, according to SDM module 43 Logging, log data with a personal reference may
only be evaluated for specified purposes and by specially authorized persons [96].

This data protection principle of purpose limitation applies to the logging of the activities
of employees, administrative activities, and the activities of IT systems and interfaces.
The regulations covering employee data protection also apply [96]. Log data may thus
only be checked for the purposes that occasioned its storage [96]. This must be deter-
mined in advance.

To make it possible for data processing to be checked completely, SDM module 43 Log-
ging [96] specifies that the following data be logged:
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e time component (“When?”)

e instance that triggers an activity (“Who?”)

e activity or event that was triggered by the instance (“What?”)

e storage instance (source and destination) that stores this log data (“Logging by

whom?”).

The deletion periods are also important for ISOs. According to SDM module 43 Logging
[96], two interrelated deletion periods are to be established: “Firstly, a deletion period
based on technical requirements/relevance and, secondly, a deletion period applied for
functional reasons at the particular logging level. The “technical” deletion period is the

most important.” [96]

Implementation and training exercises to raise awareness of IS

The data protection law with all its articles and paragraphs can be a real challenge for
non-lawyers in training courses. It is therefore important to relate specific aspects as
much as possible to real life and practice. It should be clear from the brief description
that logging, for example, is typically viewed differently by the two roles ISO and DPO:
ISOs want the most extensive logging possible so that security incidents can be discov-
ered in good time; DPOs are strictly concerned with the personal rights of the individuals
involved and the legal basis for logging based on the idea of data minimization. The SDM
is now integrated in the tools for security concepts. We favor the development of an
exercise analogous to the tool-based security concept, according to chapter 3. We intend
to develop and test such an exercise with the administrative informatics course in the
winter semester 2020/21.

In the SecAwaredjob project [43], we as a research team had the board game “Keep your
data private. Every day.” developed in German to raise awareness about data protection
(see fig. 130). The background to this learning scenario is that, nowadays, people move
much faster from place to place and make more extensive use of electronic services than
in the past due to technological progress. However, there is an increasing risk of data
loss or theft. To prevent this, special attention is required, coupled with an awareness of
risk situations. The serious game contains scenarios for the areas of home (9x, symbol-
ized by a couch), leisure (8x, symbolized by the fins), work (8x, symbolized by a laptop)
and travel (11x, symbolized by a suitcase).

In the serious game there are also twenty-four protective measures cards and eleven
reward cards with the ISO symbol [45]. The main aim of the board game is to question
yourself about your individual behavior. With honest answers, you and your team should

be made aware of how safe your individual behavior is.


https://dict.leo.org/englisch-deutsch/relevance

he hsen evne firewsll evnger cMet O
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Fig. 130 Board game “Keep your data private. Everyday.” developed by the Research Group Scholl at TH
Wildau to raise awareness of data protection when using mobile devices and Internet services &
apps (in German) [43] [45].

It should be noted that nowadays nobody can keep their personal data and private in-
formation 100 percent to themselves—in the game there are initially fifteen data points
per person or team that can be gradually lost. Information has to be disclosed often in
order to cope with everyday life. However, each person should know the risks and learn
to control what data is disclosed and to what extent. The exchange of experiences is also
very important here. As in real life, this board game is based on chance (roll of the dice,
drawing of a card, etc.) and winning the game can even rely on a bit of luck. The game
process can also be interrupted and evaluated at any time. The game instructions [97]
explain the game process in detail (in German) and include a small glossary of the terms
used.

In the gender-oriented project Security [46], an analog learning scenario on image rights
was developed in two phases (in German). It can be borrowed from schools and used in
the context of discussions on the DP (see fig. 131 and fig. 132). A three-stage digital
online variant of this game is made available to the public in the project SecAware4school
[51] (fig. 133).

In the first phase of the analog learning scenario (fig. 131), the aim is to impart knowledge
about the “Right to one’s own image.”
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This scenario should instill an awareness of which motifs can be photographed without
asking permission and without reading house rules or similar documents. The first phase
is thus about being able to apply a rationale for distinguishing between photos that can

be taken without permission (green spread) and photos that cannot (red spread).

Fig. 131 Analog learning scenario for “Right to one’s Fig. 132 Analog learning scenario for copyright
own image,” developed in the “Security” and CC licenses, developed in the “Se-
project [46] [50]. curity” project [46] [50].

The second phase (fig. 132) is about basic knowledge of copyright law—i.e., developing
an awareness and understanding that images found on the Internet may not simply be
used out of hand. In addition, knowledge about images that are in the public domain and
the conditions governing their use should be imparted, with a particular focus on the
Creative Commons (CC) license (see [98]). The CC symbols are clarified, and course par-
ticipants have specific situations described to them out loud. Together, we consider the
appropriate licensing for the photos on display to match the situation described. This
learning scenario was very well received in a variety of tests in schools, at MINT events,
and at the university.

In line with the task in the project SecAware4dschool [51] [52], the digital learning sce-
nario was developed at three levels of difficulty (fig. 133) and can be accessed online via
[99].

ool
SccAv?:rgn o

Bildrechte

Startseite Fotos mal erlaubt, mal verboten!

Ja oder Nein (leicht)
Eins von vielen (mittel)
Paragraphen-Dschungel (schwer)

Projekt-Website

-
g — WILDAU

Fig. 133  Home page of the digital learning scenario on image rights (in German), which is publicly acces-
sible and can be played at three levels of difficulty, developed in the “SecAwaredschool” project
[99] [52].



There are a number of topics that are controversial from a DP point of view, and these
are also dealt with juridically: these include data retention for the purpose of investigat-
ing and prosecuting serious crimes. There are enough pointers provided for this to ena-
ble ISOs to discuss the issue with management, employees, and DPOs. For DPOs, aware-
ness-raising measures relating to DP are also important for employees, 1SOs, and man-
agement. Ultimately, awareness-raising measures can be developed from all DP topics,
whether it be on personal data protection and freedom of information, the directory of
processing activities, order processing, or the data protection impact assessment. Suffi-
cient materials are available for this purpose.

We show two examples from student projects where the primary focus is on weighing
interests, with the idea of raising awareness about the subject of video surveillance in
public and non-public spaces, and on the need to assess the various interests at stake.
The first awareness-raising measure comes from André Bielig and Annika Hesse from the
Brandenburg Public Administration program (OVBB-16). A total of fourteen scenes from
everyday life situations were recorded in the form of pictures with short texts, and the
question was asked as to whether video surveillance is permitted [100]. Again, the ex-
change between the participants is important, as is the justification of the result of
weighing interests in light the GDPR, BDSG, and LDSG (fig. 134). The specific topics to be
discussed focus on the following situations [100]:

e video-monitored staircases

¢ video-monitored outdoor seating on a publicly accessible sidewalk

e concealed surveillance of the employee break room in a company

¢ video-monitored factory workshop in a production company

¢ video-monitored children’s bathing area at the swimming pool

¢ video-monitored trams and buses

e monitoring of building facades including public facilities (sidewalk, playground)

e monitoring of one’s own property

e monitoring of the coat-check area in a restaurant

e night surveillance of a construction site to prevent theft

e video-monitored printer room in an institution.

e S-Bahn _ _
Hochsechul-
‘\ :'Gampﬂsi:
VIDEOUBERWACHUNG y h
|

Fig. 134 Raising awareness with Fig. 135  Raising awareness of video surveillance using a map and
photos about video sur- stories [101].
veillance [100].
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The second awareness-raising measure on video surveillance was designed and imple-
mented by Frederike Frank and Arvid Selle (also OVBB-16) [101]. Here, the texts for the
situation were developed to correlate with a map (fig. 135). The question of how to bal-
ance personal interests with the legal situation is applied to a shopping center, train sta-
tion, park, residential complex, school, public square, local authority, and stadium. I1SOs
and DPOs can also use simple means to jointly implement ideas like this for their specific
organization, discussing the situations with the employees.

The following ideas were developed by student project teams in 2018 as a means to help
course participants retain the content of the GDPR articles. One team is tasked with ex-
plaining Chapter VIl of the GDPR with a focus on Articles 83 and 84 [102]. The team
developed the competition game “No. 83 NOT JUST A GAME—IT'S THE LAW” for two
teams in English, where they have to answer questions on the general GDPR conditions

relating to the imposition of fines and penalties (fig. 136).

Fig. 136 Awareness-raising measure for the GDPR: Participants engage in a form of competition, with two
teams having to answer questions on the GDPR. The analog serious game “No. 83 NOT JUST A
GAME—IT’S THE LAW” was created in English by Idoia Cabarias, Victor Calderon, Sebastian Eppers,
Sebastian Funk, Anton Raic, Emmanuel Kumi-Dumor, and Asya Urazbakhtina from the degree pro-
gram “European Management Master” (EMM-17) as part of the project management course that
ran in the winter semester 2017/18 [102].

Another student team from the European Management Master’s degree program
(EMM-17) designed an app for three key topics from the GDPR, Chapter Il Art. 12-23
[103]: the right of access is based on Article 15; the right to object is based on Articles
17-19 and 21; and the presentation of data is based on Article 12. The learning scenario’s
introductory question, which relates to the number of EU member states, is shown in fig.
137. The results of the participants’ survey could be viewed directly, together with the
solutions, via a presentation medium.



The initial question with the possible answers.

Fig. 137 Awareness-raising measure on the GDPR: All participants can see the answers and compare them
with the solutions. The serious digital game was designed in English by Jessica Kiinkel, Isabelle
Biige, Sabrina Udhardt, Marvin Brama, Esther Hiising, and Gema Moquer Lopez from the European
Management master’s degree program (EMM-17) as part of the project management course that
ran in the winter semester 2017/18 [103]. The opening question concerns the number of member
states in the EU.

A further analog learning scenario, which was developed in English, dealt with the re-
sponsibilities for data protection activities set out in the GDPR (fig. 138); it concerns
Chapter IV and Articles 24—43 [104]. The game deals with the terms responsible person
and jointly responsible person, data protection through technology design and data pro-
tection-friendly default settings, contract processors, directory of processing activities,
data protection officer, supervisory authority, and certification bodies (see [92]). The an-
alog learning scenario makes use of fourteen questions or descriptions of situations, and
answers must be assigned appropriately.

The fourth scenario, developed in English (fig. 139), focuses on Articles 6-8 of the
GDPR—i.e., the lawfulness of processing, the conditions for consent, and conditions for a
child’s consent in relation to information society services [105]. Examples of the ques-
tions to be answered are:
e  Will consent be given immediately if you willingly provide your data?
e If astudent at TH Wildau fills out a questionnaire for another student, can the per-
son concerned withdraw their consent to processing?
e If the data and consent are only given orally, is it legal for the controller to process
the data?
e Can the government use your information without your consent?
e If a young person under the age of sixteen gives consent for their data to be pro-
cessed, can this data be processed legally?
e Facebook offers you an online game that you can log into with your Facebook ac-
count. Facebook asks you for your consent to the use of your data. Can the game
now use all of your information that is publicly shared on this platform?
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Fig. 138 Awareness-raising measure on the GDPR: The analog scenario deals with the main responsibili-
ties/roles involved in data protection. The serious game “Interactive teaching methods—Data pro-
tection” was created in English by Ege Ozoktas, Elangwe Halle, Fernando Carrasco, Hardep Aigner,
Karolina Chomicka, Laura Zunk, and Ogiin Kurt from the European Management master’s degree
program (EMM-17) as part of the project management course that ran in the winter semester
2017/18 [104].

DACESS

Fig. 139 Awareness-raising measure for the GDPR: Playing field of an analog scenario developed in English
by Theresa Beran, Laura Pino Vanegas, Nathalia Calderon Scheel, Christin Schulz, Kimberly
Henning, and Sarah Mandra from the European Management master’s degree program (EMM-
17) as part of the project management course that ran in in the winter semester 2017/18. Three
players (or teams) draw cards and must correctly answer the questions about the EU’s GDPR. The
object of this game is to get as many points as possible [105].
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As a final example from the student projects on data protection or GDPR, we will look at
the following memory game [106]. ISOs and DPOs can easily create such awareness-
raising measures in their own organization too (fig. 140). The learning scenario deals with
Articles 63—84 of the GDPR with twenty-two question cards and twenty-two matching
answer cards as well as four joker cards. The task is to find the pairs that match the con-
tent. The winner is the team that has the most matching card pairs. All cards can be dealt
face down on a table, and the teams play a kind of “pseudo memory game” —played like
this, the scenario can take a long time. However, the game can also be used flexibly: one
option is to reduce the number of cards; another is to lay out the answer cards face up
and ask the questions orally. Both these options reduce playing time.

v\ Welche Gerichte sind fiir das.
Schadensersatzverfahren 1
der EU-DSGVO
?

Was passiert, wean die
Rechtsverordnung eines |
Mitgliedsstaates keine

Fig. 140 Awareness-raising measure for the GDPR: The analog memory game made up of question cards
and answer cards was developed in German by Sven Baatz, Robert Rosinsky, Sebastian Freund,
Christian Worm, Jennifer Hinterschuster, Katja Lehmann, and Danielle Kénig from the “Administra-
tion and Law” degree program (VR-15) as part of the e-government project work course that ran
in the winter semester 2017/18 [106].

Please test yourself using the following questions and comments for chapter 5.4:

¢ Canyou explain the connection between the requirements for the standard data
protection model (SDM) and IT-Grundschutz?

¢ |dentify the seven data protection goals of the SDM methodology.
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5.5Networks in a nutshell

Nowadays, all organizations need secure IT and an appropriate network in order to func-
tion smoothly. Special attention to IS is necessary in institutions that are part of critical
infrastructures. These are protected by the KRITIS Internet platform, which covers the
public administrations of the federal, state, and local governments [107]. All of them
have their own networks with different remits, structures, and levels of security. For ex-
ample, the networks of the communities are to some extent integrated into those of the
respective federal state, with some administrative districts organizing their own net-
works, while others rent them from IT service providers [108]. According to Article 91c
of the Basic Law of Germany, all levels of the public administration are to be included in
the federal network [108]. A secure infrastructure and thus network security must play
a central role in all of them.

In order to comprehensively secure a network, those responsible for IT security have to
make many decisions and carry out the proper configuration steps [109]. As is the case
when securing and protecting company networks, public sector administrators have to
plan and implement measures in line with the administrative body’s security concept
(see chapter 3). These include the configuration of firewalls, the establishment of a se-
cure architecture to protect the internal network, the security of the mail and web
server, and the selection of suitable antivirus solutions. In addition, there are connec-
tions to mobile workstations or end devices, and possibly entire branch offices via virtual
private networks (VPN).

Since ISOs have to manage the implementation of the relevant measures in alighnment
with the security concept that has been devised, it is important that they have a technical
background in networks. It is also useful for them to have theoretical knowledge of the
Open System Interconnection (OSI) layer model covering electronic communication: this
model was standardized internationally in 1983. As this background knowledge is ex-
tremely diverse and extensive, we point to appropriate training courses for ISOs. For the
purposes of this book, we will limit ourselves to the essentials.

ISOs should have knowledge of the safe operation of network components. This includes
knowledge of

¢ the functionality of switches and routers,

¢ the establishment of virtual networks (VLAN),

¢ the tasks, components, and basic architecture of a firewall,

e personal firewalls (as necessary),

e the goals, protocols, and security measures pertaining to the use of virtual pri-

vate networks (VPN),

Chapter 5

)

®)

171



Technical and organizational measures (TOM)

)

172

e the types and areas of application of wireless technologies like WLAN, Bluetooth,
and NFC,
e mobile devices, and

e virtualization (where applicable).

Routers and switches form the backbone of today’s IT networks according to the IT-
Grundschutz Compendium module NET.3.1 Routers and switches, whereby the functions
of switches and routers, which were originally different, are nowadays often combined
on one device [111]. Routers work on OSl layer 3 (the network layer) and transfer data
packets based on the destination IP (Internet Protocol) address in the IP header [111].
Routers are able to connect networks with different topographies. A router identifies a
suitable connection between the source system (or source network) and the destination
system (or destination network) and typically forwards the data packets to the next
router [111]. Virtual networks (VLAN) can be used to restrict data traffic in a network
coupled by switches [1]. The VLAN is a logical subnet of workstations and servers that
belong together in a physical network and should not be confused with VPN. VLANSs offer
a large number of attack points, which is why VLANs with different protection require-
ments should not be configured on a switch [1].

A firewall is a system of software and hardware components that securely couples IP-
based data networks [112]. Secure means that only the desired accesses or data streams
between different networks are permitted. For this purpose, filter lists are used to define
what electronic communication is allowed and what is not. These days, single compo-
nents are typically not used in isolation to secure network transitions. Rather, a whole
series of IT systems take on different tasks: these may be exclusively focused on filtering
packets or act to strictly separate network connections using proxy functionality [112].
One requirement of basic security is that clients and servers must be placed in different
security segments, and that communication between these segments must be controlled
at least by a stateful packet filter (firewall) [113].

With the help of a VPN, data can be transmitted over untrustworthy networks such as
the Internet in a protected manner using cryptographic procedures, while maintaining
their integrity and confidentiality. A VPN is a network that is physically operated within
another network but is logically separated from this network [114]. VPNs are an addi-
tional connection that employees should use, especially when working in a mobile con-
text in insecure environments [115].

A WLAN is a wireless local area network, based on the international standard IEEE 802.11
and its supplements. Because they are usually quick and easy to install, WLANs are used
to set up temporary networks—for example, at trade fairs or smaller events [116]. In the
meantime, such networks are also offered in public places (airports, train stations, etc.)
via so-called hotspots, which enable users to connect to the Internet or their institutional
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network [116]. These networks are usually configured as open in public places, which is

why such networks should not be used without VPN.

At this point, we pass on the recommendations of the BAk6V [1] on the topic of networks ﬁ
with regard to the BSI IT Grundschutz. Accordingly, ISOs should consider the following -
modules of the IT-Grundschutz Compendium:

e NET.3.1 Routers and switches [111]

e NET.3.2 Firewalls [112]

e Net.3.3 VPNs[114]

e NET.2.1 WLAN operation [116]

e NET.2.2 WLAN usage

e SYS.3.1 Laptops

e SYS.3.2.1 General smartphones and tablets

e S5YS.3.2.2 Mobile Device Management (MDM)

e SYS.3.2.3 i0S (for Enterprise)

e SYS.3.2.4 Android

e SYS.3.4 Mobile data carriers

e INF.9 Mobile workstations [115]

e SYS.1.5 Virtualization

e SYS.1.8 Storage solutions

e NET.1.1 Network architecture [113]

e NET.1.2 Network management.

Readers will find a number of modules to read on the extensive topic of networks in both  « -
the old and the modernized IT-Grundschutz. To finish, we would like to explain two as- _, :
pects in more detail: firstly, the different types of filters and on, secondly, pharming at- =

tacks.

As already indicated above, different types of filter are required at various points when
setting up secure networks. One well-known variety serves to filter emails containing

unwanted advertising, called spam. Distinction is made between the following filter

types [1]:
e Blacklist:
Access is denied based on the expressions defined in a list (syllables, words, email
addresses).
e Whitelist:

Here, for example, only those email addresses that appear on a list of approved
senders are accepted.

e  Graylist:
If the sender is unknown, the email may be initially rejected and only forwarded to
the addressees on the second attempt by the sending mail server.

e Bayesian filter:
This is a self-learning filter that operates on the basis of probabilities.
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e Database:
An attempt is made to identify typical characteristics, for example, of all spam
emails. Such features or their hash values are stored in a data pool.

Pharming is a form of attack based on a manipulated “translation” of a computer name
to an IP address. The background to this is the Domain Name System (DNS) used to trans-
late domain names into the Uniform Resource Locators (URL) that allow us to browse
the World Wide Web. A URL, such as www.th-wildau.de, is more understandable for hu-
mans than an IP address. However, this URL must be translated into the (static) IP ad-
dress of the server that has been dialed up via a DNS server. Attackers try to manipulate
this “translation.” The result of a manipulation is that the users of a website think they
are on the correct page and enter their login data, when in fact they are entering this
data into a (possibly very good) fake website on a completely different server. The data
can then be used by the attacker on the real website.

Implementation and training exercises to raise awareness of IS

We presented the learning scenario we developed as a means to discuss the possible
structure of a secure network architecture in fig. 90 (chapter 4). For example, course
participants can exchange ideas about one-level firewall structures with a packet filter
or multi-level structures with two packet filters, an application level gateway (ALG), and
three connected “demilitarized zones” (DMZ). The positions of the VPN remote stations
protected by packet filters can also be illustrated. In our advanced training, we have had
very good experience with this learning scenario, especially for participants who are not
technically oriented. The participants achieved a fundamental understanding of the ar-
chitecture background.

Moreover, if an institution is using mail and web servers, it must be prepared for DoS or
DDoS attacks that seek to prevent the provision of services. The abbreviation stands for
(Distributed) Denial of Service and often uses so-called botnets to disable the services of
the computer system under attack. In order to be able to generate the required quantity
and quality of queries, a large number of computers are required. These are associations
of hijacked computers that attackers can remotely control at the appropriate time using
previously installed malware, so that, for example, a flood of spam mails can be initiated
for the computer system that has been targeted. Nowadays, botnets are also profession-
ally leased.

Our question that came up in the process of developing learning scenarios was how this
DDoS attack could be presented as an analog scenario? Stephan Gebur’s bachelor thesis
provided the answer (fig. 141). His basic idea involves a “user team” playing against an
“attacker team” in three rounds [117]. A funnel, which represents the server being at-
tacked, was chosen as the basis of the learning scenario. The team’s data requests to this


http://www.th-wildau.de/

server are represented by little balls: the user team has white balls and the attacking
team has black balls, which are to be placed in the upper part of the game. The white and
black balls are supposed to represent the data requests to the server. In order to show
the availability of the service, the balls are channeled into a closed tube after passing
through the funnel [117] (fig. 142). This should provide an exact reading to show which
balls went through the funnel first [117]. The game instructions assist the attacking team
from round to round so that at the end, despite the random principle at work, the effect
is clearly visible to the participants: the black balls block access. The learning scenario is
about raising awareness and not about technical subtleties.

Fig. 141 Analog learning scenario DDoS from Mr.  Fig. 142  Example of the result of one of the
S. Gebur [117]. rounds of the analog game DDoS [117].

The risks of Internet services and apps are dealt with in a learning scenario of the same
name from the “Security Arena” produced by the firm known_sense [39] (fig. 143), which
we can recommend for anyone seeking to develop appropriate risk assessment. Its addi-
tional special feature is that the “solution” changes over time, as the service providers
modify both their services and their terms and conditions. The basic principle of the sce-
nario is enacted in two phases: in the first phase, the icons of the examples for services
are assigned; in the second phase, the risks for all services are discussed and, if relevant,
marked with a chip. It quickly becomes clear to the participants what and how many risks
are associated with the use of such Internet services and apps.

Chapter 5
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Fig. 143 Analog learning scenario “Internet Services, Apps & Co.” for recognizing risks when using such ser-
vices. The scenario is part of the “Security Arena” and is licensed by the company known_sense
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Fig. 144 Analog learning scenario as an aid to memorizing terms from all areas of IS, developed at TH Wil-
dau with students in the “SecAwaredjob” project [45].

IT-Sicherheit 1 (Organisation} IT-Sicherheit 2 (Person)

Kénnen Sie Kénnen Sie Aktualisieren | Werden Dat
Spyware” den Grund- Sie |hr Viren- | mit https ver|

Hat Ihre Lei- | Wird bei Innen | Istin lhrer In- | Wird bei lhr| | erkl&ren? wert ,Integri- | Schutzpro- schiisselt
tung Sicher- die Wirksam- | stitution eine | die Informa tat" erkldren?  gramm tég- Ubertragen?
heitsziele vor- | keit von Si- Person fur In- | tionssicherh lich?
gegeben? cherheitsmall- formationssi- | bei allen ne
nahmen regel-  cherheit zu- en Projekte
méhBig Uber- | standig? berticksich-| | Wissen Sie, Kénnen Sie Wissen Sie, Sichern Sie
priift? tigt? wie Sie sich den Begriff warum Essen | regelméaBig
bei Brand ver- | Authentifizie- | und trinken Ihre Daten?
halten miis- rung” erklé- am PC unter-
| Wissen Sie. | Wissen Sie, | Werden neue | Sichern Sie/ |sen? ren? bleiben soll?

Fig. 145 Analog learning scenario based on “Bingo” that can be used for exchanging information about the
situation in an organization and for memorizing terms, developed by M. Scholl at TH Wildau, 2011.



Another idea that students came up with was for a serious game that could be used to
help learners commit the different topics to memory (see fig. 144). Players need to guess
the terms at the top of the card. The person describing the term is not allowed to use
the expressions below it.

The last learning scenario shown in this chapter is one that was developed on the basis
of the game Bingo, but adapted as a table containing questions about IS (fig. 145). The
participants are divided into two groups. One group is given the sheet “IT security 1 (or-
ganization)” and the other, “IT security 2 (person).” The people in the two groups then
ask each other questions. The names of the individuals being asked the questions are
noted down. If, in one vertical, horizontal, or diagonal row of the question table, all the
questions asked by the different people are answered “Yes,” then “Bingo” can be called.
The moderator then checks whether the answers are factually correct: the people whose
names have been noted are asked for the specific definition of a term or for their answer
to the question. If all the answers are correct and the “bingo” (of four questions) is ful-
filled, then that participant has won.

Please test yourself using the following questions and comments for chapter 5.5:

e Explain how a router works.

e Explain when and why the use of a VPN connection is not just sensible but an
absolute necessity.

e Explain the difference between “blacklist” and “whitelist.”

e Explain the range of different tasks an ISO must carry out when implementing
measures to establish secure networks in an institution.

Chapter 5
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5.6 Interesting facts about encryption and electronic signatures

Cryptology is the practice and study of techniques for securing information using math-
ematical processes. It has two subsections: cryptography, which includes the develop-
ment of encryption methods and other security processes, and cryptanalysis, which ex-
amines the security of cryptographic methods and procedures. Cryptographic methods
have become a key technology for IS in many applications. Knowledge of important
terms and basic cryptography procedures is therefore essential for I1SOs.

Cryptographic methods offer solutions to security problems that, in contrast to the TOM
discussed so far, are of a mathematical and logical nature. In the case of cryptographic

processes, an algorithm is implemented as a concrete technical measure. An algorithm
is a defined computing process comprising rules for transforming data. It is used, for ex-
ample, to turn original data that is readable/comprehensible into data that can no longer
be read or understood. It is not absolutely necessary for an algorithm to be kept secret—
it should rather be checked for vulnerabilities. The effectiveness of the cryptographic
method is based on potential attackers being unable to solve a specific mathematical
problem. Not because they lack the necessary skill but because they do not know very

-~ -~
specific “key” information. The term key designates information used for data transfor- "; :'
mations. The original data cannot be restored without knowledge of the key [118]. The =

security depends on the quality of the keys used and on their secure handling. Nowadays,

keys are bit numbers of various lengths. The security therefore depends on the key

length. Procedures are considered to be secure in practical terms if attackers cannot con-

ceivably break the encryption in real time either on their own or with the help of high-
performance state-of-the-art computers. Theoretically, any encryption can be broken, if @
necessary by trying out every possible key—this is called a brute force attack [1].

There are two different types of encryption methods: symmetric and asymmetric encryp-
tion. Since both methods have advantages and disadvantages, a combination has been
developed—hybrid encryption—that harnesses the advantages of both methods and is =
often be used for secure hypertext protocol https. The asymmetric encryption procedure

also makes digital signatures possible.

The goals of cryptographic protection are [1]:
e confidentiality through encryption processes, @
e integrity through hash procedures or MACs (Message Authentication Codes),

e authenticity and liability through electronic signatures and cryptographic protocols.

It should be noted that encryption does not protect against attacks on the availability of  *~

L
41>

data and applications.
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The symmetric encryption procedure is also called the private key procedure, because it
is identified by a single key. This key Ss,m encrypts the original data on the sender side
and decrypts the encrypted data again on the recipient side. The best-known symmetric
key algorithm currently recommended by the BSI is the Advanced Encryption Standard
(AES) with key lengths of 128, 196, or 256 bits [118]. The following advantages and dis-
advantages are associated with symmetric methods:

e The advantage is that these algorithms work very quickly and are thus suitable for
encrypting large amounts of data.

e The first disadvantage is that this key has to be transmitted from the sender to the
recipient on a transmission channel that is confidential and different from that used
for the transmission of the data.

e The second disadvantage is complex key management, because the greater the
number of people taking part in an encrypted exchange of messages, the more sep-
arate symmetric keys are required and the greater the risk that a symmetric key will
become known in the event of carelessness.

The asymmetric encryption procedure, which is also called the public key procedure, is
therefore based on a different idea: a key pair is generated that consists of a public key
Spublic and a private key Sprivate. The public key is made available, for example, by accred-
ited providers on key servers. The user must keep their individual private key secret. It is
important that the mathematical functions used in the generation of key pairs ensure
that it is impossible in practical terms to derive the appropriate private key from the
publicly available key. For the application, it is important to note that the recipient's pub-
lic key Srpuiic must always be encrypted so that the recipient can decrypt it again with his
private key Sgprivate.

The best-known asymmetric key algorithm is probably the method authored by Rivest,
Shamir, and Adleman (RSA). Up to the end of 2022, the BSI requires a key length of at
least 2,000 bits for it to be used effectively, and after that at least 3,000 bits. The follow-
ing advantages and disadvantages are associated with asymmetric procedures [1]:
e One disadvantage is that these algorithms work much slower than symmetric ones
and are therefore less suitable for encrypting large amounts of data.
e There are much better methods of attack, so the key pair generation is more com-
plex, and the key lengths must be much longer.
e In addition, a public key infrastructure must be set up to ensure that a public key
actually belongs to a specific person.
e The users must secure their private key in order to make it more difficult for attack-
ers to misuse it.
e The advantage of the asymmetric procedure is that the key management is much
simpler.



Hybrid encryption combines the advantages of symmetric and asymmetric encryption
and, as already mentioned, is the basis for protecting the protocol http with Secure Sock-
ets Layer (SSL) or Transport Layer Security (TLS), resulting in https. The rough procedure
is as follows:

* A symmetric session key Ssm is created via a random process, with which plain text
or large amounts of data can be encrypted.

e This session key Sem is encrypted (using the asymmetric procedure) with the public
key of the recipient Sppusiic and sent over the network. There it can be decrypted with
the private key of the recipient Sgprivate. Afterwards, the symmetric key for encrypt-
ing the data is available on both sides.

e The data is symmetrically encrypted on both sides (sender, recipient, and vice
versa), sent over the network and decrypted again on the other side with Sgm.

The digital signature is not primarily about the encryption of a plain text, such as a con-
tract, but the electronic equivalent of a personal signature. Electronic signatures com-
bine asymmetric cryptographic algorithms with procedures for securing integrity, the
cryptographic hash functions [1]. Hash functions generate a hash value from any charac-
ter string with the following properties:

¢ The hash value cannot easily be used to infer the original character string.

e |tis impossible in practical terms to form two different character strings that pro-

duce the same hash value.

The Secure Hash Algorithm (SHA) family is an example of the most frequently used cryp-
tographic hash functions. The BSI recommends the use of the hash functions of the SHA-
2 or SHA-3 family, which generate hash values with a length of 256, 384, or 512 bits [119].

For the user, this means in practice that a certain document receives a unique hash value.
For this, the private key of the sender Ssprivate Can be used in the asymmetric procedure.
The application of Ssprivate to the data—i.e., the digital signature—causes the hash value
to be encrypted. In simple terms, this electronic signature is the encryption of the hash
value of the signed document. If the document signed by the sender arrives electroni-
cally on the recipient side, the sender’s signature can be checked there with the sender’s
public key Sspuiic. If the check is positive, the hash value of the document could be de-
crypted, and it is clear that this value was encrypted with the private key of the sender.
If the hash value of the document is generated again on the recipient side, and if this is
identical to the decrypted hash value, the integrity is confirmed: no data manipulation
took place on the way via the Internet.
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The authenticity of the sender is clearly given if the procedure is carried out via a certifi-
cation authority with a corresponding public key infrastructure. The certification author-
ity uses its own private key to add a signature to data belonging to the sender and thus
to generate a digital certificate. Many applications check the validity of digital certifi-
cates.

The format of a certificate, which corresponds to the international standard X.509, con-
tains the following information [1]:

e X.509 version used (currently version 3)

e serial number of the certificate

¢ identification of the algorithm used for the signature

¢ name of the certification authority and the validity (start, end)

¢ name of the certificate owner (name, organization, etc.)

e algorithm identifier and public key of the certificate holder

* purpose of the public key / encryption or signature verification

e X.509 extensions (to identify the certificate owner, information on key usage, cer-

tificate checking service, etc.)

e algorithm identifier and signature of the certification authority.

Implementation and training exercises to raise awareness of IS

For millennia, encryption techniques have been used to keep messages secret: these
techniques have been of great importance, and no less significant has been the urge to
unravel their secrets. This chapter can thus be enriched with a look at the historical back-
ground and the facts associated with it. An early example of an idea of symmetric analog
encryption is the Skytale of Sparta. Strips of writable materials were wrapped around
cylinders of different diameters and the sender wrote on them transversely. Once pro-
cessed, a carrier was able to deliver the sender’s (incomprehensible) strips to the recipi-
ent. The recipient was able to read the strips using a previously agreed diameter of the
cylinder. Another recent example is the decryption of the complicated German encryp-
tion machine Enigma during World War Il. Its ability to decrypt messages is thought to
have given the Allies a crucial advantage, which led to Germany’s surrender and thus
significantly shortened the war. We recommend the book The Code Book (in German:
Geheime Botschaften) by Simon Singh [120], which gives an account of the art of encryp-
tion from antiquity to the days of the Internet.

In addition, there are many videos on this topic on the World Wide Web, which, depend-
ing on the target group and the design of the training, can be used to illustrate encryption
procedures. In the following, we will explain our ideas for the exercise, starting with the
simplest encryption and decryption based on the Caesar cipher. This is followed by a
software-based exercise on email encryption and advanced digital signatures. At the end,
we briefly cover the development of a crypto concept.



Julius Caesar is said to have used a simple (and insecure) symmetric encryption method
(fig. 146), which is based on monographic and mono-alphabetic substitution: shift the
alphabet of the plain text by, for example, four digits to the right and you get the alpha-
bet for the cipher text. If the recipient side knows the number of shifts, it can decode the
cipher text. Such simple procedures can be broken by statistical analyses of the fre-
quency of individual characters or character strings and are completely inadequate to-
day. Because of its simplicity, however, this cipher can be used for a memorable illustra-
tion of the basic principles of cryptology.

Plaintext alphabet:
ABCDEFGHIJKLMNOPQRSTUVWXYZ
Chipher text alphabet:
DEFGHIUKLMNOPQRSTUVWXYZABC

Fig. 146 Principle of the Caesar cipher.

In the Security project, the following learning scenario was developed with the aim of
providing students with a basic knowledge of encryption and its possible uses, as well as
haptic testing. The aim is to prompt an awareness of the importance of encryption. In
the first phase, assigning the terms available for selection initiates an exchange about
students’ personal knowledge of the topic (fig. 147, above). After that, the moderator of
the learning scenario can deal more specifically with the processes of cryptography and

cryptanalysis (fig. 147, bottom).
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Klartext Schliissel/Methode Geheimtext

Fig. 147 Raising awareness of cryptographic basics. Here: the game playing field (phase 1), developed in
German as part of the “Security” project [50]. Schools can borrow the learning scenario from the
project website [46].
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The second phase focuses on giving encryption and decryption at try. For this purpose,
we have acquired secret boxes known as “Da Vinci boxes” (see fig. 148). These are con-
figured with a password, which can be discovered as part of an exercise using a story
about the Caesar cipher. The story involves three emails being distributed to the partici-
pants providing information about the alphabetic shift. The story can easily be adapted
to the age of the target audience. A prepared sheet of paper with the German alphabet
is also distributed on which the participants can enter the shifts they have identified. If
the participants are young pupils, an explanatory sheet on the Caesar cipher can also be
handed out as a reminder. The aim is to recognize the password of the secret box indi-
vidually or as a group in a competition. The winner is the person or team who can open
the secret box first.

Belspiet Entschliisselung-Arbeitsblatt

‘ cla Geordnetes Alphabet

Verschliisseltes Kennwort Klares Kennwart

mi [1 [TT]

Hi Emmy,

LT

was machst du heute nach der Schule?
Hast du Lust auf eine kleina Fahrradtonr?
Ich habe gestern

Grufl
Mark

Hey, alles in Ordnung?

P.S. Frau Leder is

Hidu,

warst du heute nicht in der Schule?

Dein Handy ist nicht erreichbar.

Alles in Ordnung?

Ubrigens Kristin hat nach dir gefragt, ruf sie mal an.
Sie hat was fiir dich.

Mark

Fig. 148 Raising awareness of cryptographic principles using the Caesar cipher. Here: phase 2, developed in
German as part of the “Security” project [50] and available for schools to borrow via the project
website [46]

Encryption of confidential data is useful—for example, when using hard drives in inse-
cure environments. In addition, the GDPR refers in general (see chapter 5.4)—and, in
particular, in Article 32—to the encryption of personal data as a protective measure.
There are different software and hardware options for hard disk and file encryption,
which typically use symmetric methods. When deciding which encryption product to
choose in practice, the data protection requirements must be assumed.



As a second exercise, we will explore the asymmetric method. We want to use software
to clarify the principles of modern encryption in an easy way. The exercise can be ex-
panded to illustrate the digital signature. In relation to German signature law, such a
signature used internally would be a so-called advanced, rather than a qualified signa-
ture. The latter needs a certification authority. In this exercise, we show the encryption
between two mail clients using open-source software (see, for example, [121] and [122]).
For this exercise, we use the functions of the software but configure as many things as
possible manually in order to get a better understanding of the process. We use two mail
clients as a basis (Mozilla Thunderbird version 68.8.1 including the Enigmail add-on). In
addition, the gpgdwin software version 3.1.11 was installed on each client system. The
exercise also makes use of two mail accounts: mailerl@wildau.biz and mailer2@wil-
dau.biz.

1. Inthe first step, a key pair must be created on each client for the asymmetric pro-
cedure. To do this, start the Kleopatra key management software supplied with
gpgdwin and click on the “new key pair” button (fig. 149—in German: “Neues Schlis-
selpaar”). If the preset automatic software has already created a key during instal-
lation, please delete it.

(2 ] Kleopatra = O X
Datei  Ansicht Zertifikate Extras Einstellungen Fenster Hilfe

ki i = = = Q 2
Signieren/Verschlisseln ... EntschiUsseln/Uberpriifen ...  Importieren ... Exportieren ... Beglaubigen ... AufServer suchen...  Notizblock

Willkommen zu Kleopatra 3.1.11-Gpg4win-3.1.11
Kleopatra ist eine Benutzeroberfldche fiir die Kryptographie-Anwendung GnuPG.
Die meisten Aktionen bendtigen entweder einen offentlichen Schissel (Zertifikat) oder Ihren privaten Schiussel.

*Der private Schiiissel wird zum Entschiiisseln und Signieren bendtigt.
*Der offentliche Schliissel kann von anderen zum Verifizieren Threr Identitat oder zum Verschlisseln an Sie verwendet werden,

Weitere Informationen finden Sie bei Wikipedia.
B B

Neues Schilisselpaar | | Importieren

Erstellt ein neues OpenPGP-
Schlisselpaar

Um einen S/MIME-Beglaubigungs-
Anfrage zu erstellen, nutzen Sie
bitte "Neues Schlisselpaar” aus
dem 'Datei’-Menu.

Fig. 149 The key management software “Kleopatra” after the initial start is used to generate a new key
pair for the asymmetric encryption process.

2. Aname and an email address must be entered. Please make sure that these are cor-
rect. As can be seen in fig. 150, enter the data mailerl@wildau.biz and mailer2 @wil-
dau.biz on the respective client. Click on “Next” (in German: “Weiter”) and then on
“Create” (in German: “Erstellen”).
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Assistent zur Erstellung eines Schlsselpaars

Details eingeben

Bitte tragen Sie Angaben zu lhrer Person ein. Fiir mehr Kontrolle Gber die Einstellungen wahlen

Sie bitte ,Erweiterte Einstellungen™.
Name: IMaiIerl ] (optional)
E-Mail: |mai|er1@wildau.biz ] (optional)

Mailer 1 <mailer 1@wildau.biz>

ig:;weiberte Einstellungen \

| weiter | | Abbrechen |

Fig. 150 Data input for both mail clients. Here, for mail client 1, the name is Mailer1 and the email address
is mailerl@wildau.biz.

ﬁ 3. You must secure the private part of the key pair with a password (see fig. 151). Make
ﬁ sure that your chosen password is secure and that you can remember it. It is not

possible to change the password afterwards or to reset it! Confirm the entry with
IIOK.”

Assistent zur Erstellung eines Schlisselpaars

Schlisselpaar wi § pinentry-qt — X

Die Erzeugung eines Sl Minuten dauern...
Haung Please enter the passphrase to

] protect your new key
i?, Passphrase: | |
‘ __ ‘ Repeat: | |

Quality: | |

| OK I| Cancel ]

Weiter [ Abbrechen

Fig. 151  Password input for the private key of the key pair.
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4. After successful key generation, you will see a different fingerprint for each of the ﬁ
two mail clients on the screen (fig. 152). Click on “Finish” (in German: “AbschlieRen”). ﬁ‘.

©  Assistent zur Erstellung eines Schlisselpaars

Schlisselpaar erfolgreich erstellt.

Ihr neues Schliisselpaar wurde erfolgreich erstellt. Details und Vorschldge fir weitere Schritte finden
Sie weiter unten.

Ergebnis

Schiiisselpaar erfolgreich erstellt.
Fingerabdruck: D7969A6EC44537D6DFCOF6CE 131EB23974D 1C 10E

Néchste Schritte

[ Sicherheitskopie Ihres Schiiisselpaares erstellen ... |
[ Offentiichen Schliissel per E-Mail versenden ... |
[ Offentlichen Schiiissel an einen Verzeichnisdienst iibermitteln ... |

[ Abschiefen | | Abbrechen |

Fig. 152 A key pair has been created successfully.

5. In the next step, the respective counterpart is provided with the public part of the
recipient’s key (fig. 153). To do this, this part is exported from Kleopatra: right-click ﬁk
on your public key (in fig. 153 for Mailer1) and select the option “Export” (in German: .ﬁ.
“Exportieren”).

ﬂl(leopma
Datei  Ansicht Zertifikate Extras Einstellungen Fenster Hilfe
b i o &= B3 Q &
isseln ... Usseln/Uberpriifen ...  Importieren... Exportieren... Beglaubigen... AufServersuchen... = Notizblock
Suchen ... <Alt+Q> l Alle Zertifikate
Name E-Mail Benutzerkennungen  Gultig seit  Gultig bis Key-ID

Mailer1 mailer1@wildau.biz beglaubigt 03.06.2020 03.06.2022 131E B239 74D1 C10E
&2 Beglaubigen ...
Wurzelzertifikat vertrauen
Waurzelzertifikat nicht vertrauen

Beglaubigungsvertrauen andem...

Ablaufdatum andem ...
Passphrase andern ...

hinguf
g gen ...

Loschen

Exportieren ..
Geheime Schllssel exportieren ...

Geheimen Schlissel drucken ...

T08@ o

Auf Server veroffentlichen ...

Fig. 153  Export of a public key in the “Kleopatra” tool.
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ﬁ 6. Export your individual public key to your client’s desktop and name it so that it is
ﬁ‘. easy to recognize—e.g., Mailer1public (see fig. 154, in German: Mailer16ffentlich).

™ Zertifikate exportieren

€ ~ 4 I > DieserPC > Desktop v O 2 "Desktop” durchsuchen
Organisieren + Neuer Ordner

i

=~ @
A -
Name Anderungsdatum P GroBe
s Schnellzugriff

I Desktop
3 Downloads
|Z] Dokumente
[&=] Bilder

Jﬁ Musik

B videos

Es wurden keine Suchergebnisse gefunden.

% % %N

[ Dieser PC

¥ Netzwerk

Dateiname: | WUEIEASELTE)] v I
Dateityp: ;OpenPGP‘Zeniﬁkate (*.asc *.gpg *.pgp)

A Ordner ausblenden

Speichern i Abbrechen I

Fig. 154  Save your own public key (e.g., on the desktop of the PC).

ﬁ 7. These two public keys must be exchanged between the two clients. For the exercise,
ﬁ: the other person’s public key is copied to your own desktop as a personal transfer.

At this point, it becomes clear why an official certification authority must use a Public

Key Infrastructure (PKI) on the Internet to ensure that the public key really belongs
to the relevant person.

ﬁ 8. Drag & drop the public key of your counterpart into the Kleopatra tool and select

_ﬁ_ “Import Certificates” (fig. 155, in German: “Zertifikate importieren”).
M Kleopatra
Datei A rtifikat Extras Einstellungen Fenster Hilfe
ka fa = =5 B2 Q &
ar T i T [Uberprifen...  Importieren ... Exportieren ... Beglaubigen ... AufServersuchen... Notizblock
Suchen ... <AIHG> | At zertifiate
Name E-Mail Benutzerkennungen  Giiltig seit  Giltig bis Key-ID
Mailer1 mailer1@wildau.biz beglaubigt 03.06.2020 03.06.2022 131E B239 74D1 C10E

Signieren/Verschlusseln ...

Zertifikate importieren

Abbrech

s n»n B B

MozillaiThunderbird Kleopatra Mailer] offentlich

Mailer26tféntlich

Fig. 155  Initial situation of client 1 (Mailer1) and first step of importing the public key from Mailer 2.
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9. The Kleopatra tool checks the public key to be imported and reminds you to secure
the identity of the issuer (fig. 156). After clicking on “Yes” (in German: “Ja”) and “Au-
thenticate” (in German: “Beglaubigen”) on the following screen, the tool will authen-
ticate/sign the public key of your counterpart (in the example, Mailer2) with your
own private key (in the example, Mailerl) and store the public key in the key chain
(figs. 157 and 158). For authentication, you will have to enter the password of your
private, password-protected key in the final step (fig. 158).

oah - Entschlisseln/Uberpri ™ Sie haben ein neues Zertifikat (cffentlicher Schldssel) impo... 7 X _h‘ﬂ:bck
Suchen ... <Alt4Q> Um ein Zertifikat als gaitig (grin) zu markieren muss es begiaubigt werden. Alle Zertifikate
= Beglaubigen bedeutet, dass Sie den Fingerabdruck tberpriifen.
Name o Magliche Wege dies zu tun sind: ig seit  Giltig bis Key-ID
Mailer2 Dl Persion annifen, .2020  03.06.2022 B4B4 C58B 4254 6FDE
Mailer1 6.2020 03.06.2022 131E B239 74D1 C10E
Eine Visitenkarte verwenden,

Ueberpriifung anhand einer vertrauenswiirdigen Webseite.
Machten Sie diesen Prozess jetzt starten?

[[] Diesa Nachfrage nicht mehr anzeigen

[v3 ][ ©nen

Fig. 156  Situation of client 1 (Mailer1) and the second step of the import of the public key from Mailer2 in
the “Kleopatra” tool: information from the tool for authentication of the public key.

(™ Zertifikat beglaubigen: Mailer2 - Kleopatra

Fingerabdruck: F566 D561 0F34 A63F 9ACO A74F B4B4 (58B 4254 6FDE
m MNur der Fingerabdruck identifiziert den Schiussel und seinen Besitzer eindeutig.

SignierenVerschiissel]  Beglaubigen mit: | IZMaier 1 <maier 1@widau.biz> (beglaubigt, erstelt: 03.06.2020)

’m [ Mailer2 <mailer2@wildau.biz>

Mailer2
Mailer1

P Fortgeschritten

+/ Beglaubigen

Fig. 157  Situation of client 1 (Mailer1) and the third step of the import of the public key of Mailer2: au-
thentication of the public key of Mailer2 with the private key of Mailer1.

kd i = = @ Q 2
Signieren/Verschiiisseln ... Entschliisseln/Uberpriifen ...  Importieren... Exporieren... Beglaubigen... AufServersuchen... Notizblock
‘Suuw:n .. <AIt+Q> Alle Zertifikate
Name 8 pinentry-qt _ X Gultig seit  Guiltig bis Key-ID
Mailer2 03.06.2020 03.06.2022 B4B4 C58B 4254 6FDE
Mailer1 03.06.2020 03.06.2022 131E B239 74D1 C10E

Sie bendtigen eine Passphrase, um den geheimen OpenPGP Schilssel zu entsperren:
"Mailer 1 <mailer 1@wildau.biz>"
2048-Bit RSA Schissel, ID 131EB23974D1C10E,

‘ erzeugt 2020-06-03.

Passphrase: [essssnees| |

o ][ cone

Fig. 158  Situation of client 1 (Mailer1) and the fourth step in the import of the public key of Mailer2: con-
firmation of the public key of Mailer2 with the private key of Mailer1 by entering the password
from Mailer1.
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ﬁ 10. The situation achieved between the two mail clients can be seen in the two figures
ﬁ: below. Your own key pair is shown in bold in the Kleopatra tool and the public key of
your counterpart can also be seen in your key chain. Fig. 159 illustrates the situation
from the perspective of the first mail client, and fig. 160 shows it from the perspec-
tive of the second mail client. Compare the two screenshots from the key manage-
ment of Mailerl and Mailer2. Note the fingerprint in the last column.
The necessary keys are now available on both sides allowing learners to practice en-
crypted email traffic with one another.

™ Kleopatra - (] X
Datei Ansicht Zertifikate Extras Einstellingen Fenster Hilfe
q i I Q 2

Signieren/Verschiisseln ... Entschiisseln/Uberpriifen...  Importieren ... Exportieren... Beglaubigen ... AufServersuchen... Notizblock

‘Sur.::_h <Alt+Q> ‘ Alle Zertifikate v
Name E-Mail Benutzerkennungen  Gultig seit  Gultig bis Key-ID
. ..beglaubigt =~ 03.06.2020 03062022 131E B239 74D1 C10E
___beglaubigt _03.06.2020 03.06.2022 B4B4 C58B 4254 6FDE |
|
Keys from the perspective of Mailer1.
™ Kleopatra - a X

Datei  Ansicht Zertifikate Extras Einstellungen Fenster Hilfe

& ic =] = = Q &
Signieren/Verschiisseln ...  Entschiissein/Uberpriifen... = Importieren... Exportieren... Beglaubigen... AufServer suchen... Notizblock

|Suchen ... <Alt+Q> l Alle Zertifikate o
Name E-Mail Benutzerkennungen  Giltig seit  Gltig bis Key-ID
‘Ma“erz ™' ™ " S - B __;!:!:3.06.2'620 03,06.2023 5454 €588 4354 6FDE

Mailerl mailerl @wildau.biz beglaubigt ~ 03.06.2000 03.06.2022 131E B239 74D1 C10E

Fig. 160  Keys from the perspective of Mailer2.

ﬁ 11. Close the Kleopatra tool and start Mozilla Thunderbird. Switch to the “Account Set-

_& tings” (in German: “Konten-Einstellungen”) via the “Extras” menu item (fig. 161).
Datei Bearbeiten Ansicht Navigation Nachricht Termine und Aufgaben Enigmail 3E;tras Hilfe
%] Papierkorb | Adressbuch Strg+Umschalt+B
[ Abrufen v # Verfassen v [ Chat .BAdressbuch © Schlagwérter v ‘ Gespeicherte Dateien Sugs!
. Add-ons
vg:;mmler?@\mldau.blz & ] AR &% &2 0 Add-on-Einstellungen >
() Posteingang [ Batrélf Aktivitaten
{5 Gesendet Chat-Status >

2] Papierkorb
v 5 Lokale Ordner

%] Papierkorb

Chat beitreten...

Eilter
+ Filter auf Ordner anwenden
(™, Postausgang

Filter auf Nachricht anwenden

Junk-Filter auf Ordner anwenden
Junk in diesem Ordner 16schen

Importieren...

Entwickler-Werkzeuge >
Neueste Chronik l6schen... Strg+Umschalt+Entf
Kenten-Einstellungen

Einstellungen

Fig. 161  Account settings in Mozilla Thunderbird.
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12. In Mozilla Thunderbird’s “Account Settings,” select the “OpenPGP Security” settings

(see fig. 162). Set the options as shown in the following figure and confirm the

changes with “OK.”

Konten-Einstellungen

v (=<4 mailer1 @wildau.biz
Server-Einstellungen
Kopien & Ordner
Verfassen & Adressieren
Junk-Filter
Speicherplatz
OpenPGP-Sicherheit
Empfangsbestatigungen (MDN)
S/MIME-Sicherheit

v B | okale Ordner
Junk-Filter
Speicherplatz

@l Postausgangs-Server (SMTP)

OpenPGP-Verschlisselung und Signieren von Nachrichten durch Enigmail. GnuPG (GPG)
muss installiert sein, um die Funktionen verwenden zu kénnen.

Aktiviere OpenPGP-Unterstitzung (Enigmail) fur diese Identitat

X

(®):Verwende E-Mail-Adresse dieses Kontos, um OpenPGP-Schlissel zu identifizieren

Konten-Aktionen

() Bestimmte OpenPGP-Schlisselkennung verwenden (0x1234ABCD):

0x8927C6D7B4E67DD24A6FD660ABBBT1BEITEGC32AE Schlassel auswahlen

Nachricht verfassen Autocrypt

[ Nachrichten standardmaBig verschlusseln
[ Nachrichten standardmaBig signieren
[ PGP/MIME standardmaBig verwenden

Nach Anwendung von Standards und Regeln:
[[J Unverschliisselte Nachrichten signieren Verschlisselte Nachrichten signieren

[ Nachrichten-Entwirfe verschlisselt speichern

Wenn sowohl Enigmail als auch S/MIME-Verschlsselung moglich sind, dann:
(O S/MIME bevorzugen (@) Enigmail bevorzugen (OpenPGP)

[ Offentlichen Schlussel an Nachrichten anhangen.

Enigmail-Einstellungen...

Abbrechen

>

Fig. 162  Options for “OpenPGP security” in the “Account Settings” of Mozilla Thunderbird.

Once the two clients have been successfully configured and the public keys of the two

counterparts have been exchanged and authenticated, these clients can now exchange

encrypted and signed mails with one another. In the next steps of the exercise, we will

take a closer look at the encryption of emails.

13. As Mailerl, write a small text, encrypt it with the correct key, and send it in encrypted

form to Mailer2 (fig. 163).

14. When you receive the message as Mailer2, there is very little to see at first, as

Mailer2’s public key was used for encryption. For decryption you need the private

key of Mailer2 and the password of this protected key (fig. 164).

15. After entering the password, the message is completely legible for Mailer2 (fig. 165).
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Datei Bearbeiten Ansicht Nayigation Nachricht Iermine und Aufgaben Enigmai

L'EJ Posteingang a
LA Abrufen v o Verf, v | E] Verf; Geheime Nachricht - Thunderbird _
v B4 mailer1 @wildau.biz Datei Bearbeiten Ansicht Einfigen Format Optionen Enigmail Extras Hilfe
{ii Posteingang H d Senden | Ay Rechtschr. ™ @ y 4 [ Speichern v
B, Gesendet Verschlisselung: EIN (von Hand eingeschaltet]
: Papierkorb VYon: Maller] <mailerT@wildau.biz> morer T @WioaU.0= -
v B |okale Ordner An:  Mailer2 <mailer2@wildau.biz>

%] Papierkorb

(®, Postausgang
Betreff: Geheime Nachricht

Absatz V¥ Variable Breite bt ., Av A A‘| AAA|lEZE E =EvB8v O~

Dies ist eine geheime Nachricht, welche verschliisselt ibertragen wird.|

Fig. 163  Composition of an encrypted but unsigned message sent from “Mailer1” to “Mailer2”.

Datei Bear Ansicht Nay

Nachricht Termine und Aufgaben Enigmail Extras Hilfe
&I Posteingang ‘
L Abrufen v & Verfassen v [ Chat 8 Adressbuch ‘ D Schlagwérter v | Y Schnelffilter | | Suchen <Strg+K> O\
v < mailer2@wildau.biz * l A ﬁ & © @] £ Diese Nachrichten durchsuche
&z Posteingang N v =5
8] Gesendet * Betreff o0  Beteiligte © Datum
(%] Papierkorb : Mailer1 14:09
v H | okale Ordner
E Papierkorb 5 pinentry-qt = X

(%, Postausgang

Please enter the passphrase to unlock the OpenPGP secret key: i -
"Mailer2 <mailer2@wildau.biz>" ® Junk | T Leschen
Vi Q ] 2048-bit RSA key, ID D1AACOED 1031A9FD,

created 2020-06-03 (main key ID B4B4C58842546FDE).
Betr

Passphrase: |1 J

[ox ][ conce

Fig. 164  Receipt of the message and request for the password for the protected private key of “Mailer2”.

Datei Bearbeiten Ansicht Nayigation Nachricht Termine und Aufgaben Enigmail Extras Hilfe

% Posteingang I &) Geheime Nachricht - Poster X ‘

Q Abrufen v # Verfassen v £ Chat ngdressbuch ‘ © Schlagworter v 7 Schnellfilter Suchen <Strg+K>
Enigmail Entschlisselte Nachricht

Von Mailer1 <mailerl @wildau.biz> # 6 Antworten =~ Weiterleiten =
Betreff Geheime Nachricht

An Mich ¥

Dies ist eine geheime Nachricht, welche verschlisselt Ubertragen wird.

Fig. 165  The message to “Mailer2” was successfully decrypted by “Mailer2” with the private key and can
now be read.

16. After opening the message, press the key combination “Ctrl + U” to see the source
text of the message (fig. 166). In addition to a variety of header information, there
are three elements that are relevant to us in the upper part of the message: first of
all, the recipient name and account are displayed here with “To.” “From” shows this

for the sender side. The public key of the sender side is then written by the software
using “Autocrypt.”




9 Quelltext von: mailbox:///C:/Users/Mailer/AppData/Roaming/Thunderbird/Profiles/7t8gmySp.default-release/Mail/pop3.1blu.d...
Datei Bearbeiten Ansicht Hilfe

To: Mailer2 <mailer2@wildau.biz>
From: Mailerl <maileri@wildau.biz>
Autocrypt: addr=maileri@wildau.biz; keydata=
mQENBF7XgW8BCACszF/CINPPHPIftIpQOIkmT7Z6XuRE9Sb22Pxalgf9eXIbBOgfulAT7d5Xe
nbj8Ks/x1IRd+3yI3tHacVdyhGIFCBB+TBiE9MtDG/IJ6mocKbf2GaFJI3Ire8drVU/mxgaE
Kjen2vtuenz1JuHrCxY14beE4AVsM+uliZ+JqSTI1DMcF1kUmOh1ZeBopyNQQ7 jRLHiXaGZ SR
1EiS26faMRF7QvTIFDIGRUAU/9N1KEID+HVrGFctTTYMSaU6w4NiGSLGLF38WHLSUVPHQS8AY|
V/8/hTVzdkAVtXszojTEDKLdjKODFOMUhGvoohp1o1GGKuIBbt2aTvuwqo6ZiIG1Er+bABEB
AAGOHE1hakx1cjEgPGlhakxlcjFAd21sZGF1LmIpe]j6JAVQEEWEIADAWIQTX1ppuxEU31t /A
954THrISdNHBDgUCXteBbwIbAWUJA8JaMQULCQgHAgYVCgkICWIEFgIDAQIeAQIXgAAKCRA
HrISdNHBDmYHCACD1EKXIMEHK8dwcnt/z7XJal13WSFFGMUUNS3rUrkE1ykTbiug34M26duly
JALIGAqOMdrcvA16Xw2yYraUxxL4ef2SgrGzILHEDrnVpT/hKIrMBDY09v+sGZThiajSYBulL
UacvZbjPscRMTap8jctd2PF6cB4/NOCVMXXQIwA8XF6FYZ9XyCSu7cqwzFcZT9gZADLSrif9
Cx1wpOLxINuALs1IBnB7 /HaXvaVVWziK9zMmTJI9Y4V1e/Kf8AhEqX1Gel3tehmdK+eU6LCm
nmb+sbcAVpv4Ulde3bkY9vPOOHVPFaU7W+dVXqIr9+H3Fywn4QhUmWWuQqDDRkuBomoMuQE
BF7XgW8BCACyDeLnjogfPVaQEpLCpMdubu908u9hkTVXaPPDiQkUCYGd7HOOUX6kC1nJF4hj
rAQruqlAf561aZBU6J1v5xcfv947vop+dy7R1LuUCCQGL3cxppINAThlruiF+QSUywYxTyid
uzweegJjV/tboTxFpOWBb/7FxSUI1EgOp3DQ5mtkXz FXpp9VYMo3pEY7 YUBNTUOHUZDKRXU!
27krlsySmpJJ+KT1hGU1LX+TcANabiNexmi3TxBuN2uK+5vi1tByk4EQwHOeEWC584cH6gF4
tmh+MWnunVOgInInSWXqw2P+DRpwSbc69+ktCkO3Magut+xxr3ROm3@eBfiaTZHtABEBAAG]
ATWEGAEIACYWIQTX1ppuxEU31t/A9s4THrISdNHBDgUCXteBbwIbDAUJA8JaMQAKCRATHrIS
dNHBDkezB/9kiLAA9YtRaAjse1PomNdxmxxmlrpUPy9mPIyfIYtbBeVmiFavP1zCR1jYCbLP
Ijk49cnFELUYD7IpTCZyP8KgoIBF7U7kIh/kspCLTyhmgHwoD8pG2LIwlPhgDrOfFh//v1D3
W2RbaKAYbbOLz2AAFoBwgwrwLxGfkaKsdJZvO1PLT170uPZGH8qcQREG+c19dUyojFp/zcO/
Ctxe3NouYOssBsRgropMrQTiZtFWi7visUfulJleBqBvOzyLu8hNSzzrUB89uZMrGzxSIIZ7M
da2hMkx7jEDMaFeoHv118NkVEOGsbYoID8K7QoXC51CbgvSTZhz9UNgnf02JtM3n
Message-ID: <6f68fc33-07be-d6ee-6d24-866984fd5fa2@wildau.biz>
Date: Fri, 5 Jun 20820 14:09:48 +0200

User-Agent: Mozilla/5.@ (Windows NT 10.0; WOW64; rv:68.8) Gecko/201eelel
Thunderbird/68.8.1

Fig. 166 ~ The message header automatically generated by the software.

The public key is named automatically in the software, regardless of whether the mes-
sage was encrypted or signed. The public key of the sender side is always automatically
written into the header information of every email sent. In this way, the public key can
be distributed and compared if there are any deviations.

17. The actual encrypted message begins in the lower third of the source text of the
message (fig. 167).

First, the temporary subject is defined with “Subject: ...,” which is displayed until you
are able to decrypt the message.

Then, in addition to further header information, there is also an indication that the
message has been encrypted, with the type of encryption specified. You can also see
that the encryption is highlighted and bounded by the following marker:

boundary = “8Y550Sr3MzVBGJRx11HjGrtwlkbHMrLUS.”

The actual encrypted message including the subject is between “BEGIN PGP MES-
SAGE” and “END PGP MESSAGE.” It is actually sent as an encrypted file “en-
crypted.asc”—i.e., as a mail attachment.

Select the contents of the encrypted file as shown in the following figure. Copy this
into the clipboard by right-clicking on the marked text and “Copy” (fig. 167, in Ger-
man: “Kopieren”).
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Datei

@) Quelltext von: mailbox:///C:/Users/Mailer/AppData/Roaming/Thunderbird/Profiles/7t8gmySp.default-release/

Bearbeiten Ansicht Hilfe
ITUMNUEerDLru/0s6.58. 1

MIME-Version: 1.0

Subject:

Content-Type: multipart/encrypted;
protocol="application/pgp-encrypted”;
boundary="8Y550Sr3MzVBGIRx11HjGrtwlkbHMrLUS"

X-Con-Id: 233416

X-Con-U: @-mailerl

X-Envelope-To: mailer2@wildau.biz

This is an OpenPGP/MIME encrypted message (RFC 4886 and 3156)
--8Y550Sr3MzVBGIRXx11HjGrtwlkbHMrLUS

Content-Type: application/pgp-encrypted

Content-Description: PGP/MIME version identification

Version: 1

--8Y550Sr3MzVBGIRX11HjGrtwlkbHMrLUS

Content-Type: application/octet-stream; name="encrypted.asc"
Content-Description: OpenPGP encrypted message
Content-Disposition: inline; filename="encrypted.asc"

hQEMA9Gqye@QMan9AQgAsh9UJYy jDkbQ2RgFMZCncqEIsbldKxfrfGKufD+3Gg+1
vC1JkzbjSeBTECNbHr/hMQpPMxjeLTuxTo/G1h6UOGKBkb8V/psPHCi71N6mGtdu
Ehma®em11Qm5M7e8XjI1J3ZhAjkMFMxACKHtWVXKFEjqnhalt4SuS/8+TKr/d+/0a
S3TrVIjuTuBX+3x31bw8qi7XaR0OsCI9ZcAFBagwKwoOET2Ic5e3gWQXKAj6terPip
2n6z1dg65HCcLASauQDbVC8UWCcUXz6gaGvWKQP7X1igXT2/G0ezYZ2YoOLbGI1ih69
6N/ic6PrsjkR1BvS7ez/28SVXpubcdMVnEpF30DvjoUBDAOX5AuaBT1xIgEH/jd2
/0372107ZZ3pwj184sC+wGFAHrGK5SHk@qVKdBQSVQBEDIMKY2JzvuS3p//LbY31I65
DPF12FdbEWLEgYk+XVqGYeDb6RVIylzrZ7a8msytQHALSfLREVIebS587DBYa8zG8
S1LeEBCFv3qtkIFm9vDOBUNSON3MmQAGthahrahTPRAtf3RzUT9N1a3fRxos]y
rulluefxsXPE/DpjAQVsNh@sLoi4Iolpl15kZA21100eNwZY4iKaKhekONpgfYkNbS
YtRUJdNsUWeygvI59ysQLZrea+EOHIRtMESL39webFL2/LfanLgxxNVkePIMODh
IXLNxEaLOhsYeTBdmwv/SwMQBaD2YN6WOKSXBWMaogT / Ixgpv5/DCigP7AHNF5B5C
eXVqga/g2+yf6lvCpgNezTek9CpfdvQqk49nRhLAcogVIDXMI /Hc49gkdQKPCcFtS2
/fME7GbM3WOvTp9L944ejuZbcfl7oFXCUgKA6zPiWOZNZOstGjKeP6RG2ocZzGk
JZQGEwdeGUtkKERNT/yWYS5YXYseHF8+RtWeDNpgkZFW8ukZfangcqa2z6VmMu+n3
pomCUgqVozie5jxRtSukUeiKAgOHi29uptbaG
CleplmIvyMkAd3pDG2jKF6epmg+0JlTBMoNS4
OR1/eMRsqGmhRyyjZCOnUWCDSk3KMr2qTB64 Kopieren
+6XZyJpZFImIquwFUMLELbZLDBND/EbSWSH' X
Pd/AyLXUBXVDvqsb08zG2ETxZIL Alles suswihien

Weitersuchen

--8Y550Sr3MzVBGIRx11HjGrtwlkbHMrLUS - -

Fig. 167

Further source text of the encrypted message sent to “Mailer2”.

18. Start the Kleopatra tool again and select the “Clipboard” (in German: “Zwischen-
ﬁ: ablage”) under “Extras” and the “Decrypt/Check” option (fig. 168, in German: “Ent-
schliisseln/Uberpriifen”).

ﬁ 19. The Kleopatra tool will then ask you again for the password of your private key in
ﬁ order to be able to use it. After entering the password and confirming it, you should
receive the message shown in fig. 169.
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oy ] Kleopatra
Datei Ansicht Zertifikate Extras Einstellungen Fenster Hilfe
! Q) X.509-Zertifikate aktualisieren 5! 2} 2
Signieren/Verschlisseln ... Ents & OpenPGP-Zertifikate aktualisieren ... Beglaubigen... AufServersuchen... Notizblock
SmartCards verwalten
]Suchen ... <AIt+Q> >
Name El Zwischenablage r Zertifikatimport o | Gohtig seit
Verschlasseln ...
Sperrliste aus Datei importieren ... Srciien 03.06.2020
S/MIME-Signieren ... 03.06.2020
Sperrlisten-Zwischenspeicher leeren OpenPGP-Signieren ...
Sperrlisten-Zwischenspeicher ausgeben ‘ En&hlﬂsselnlﬂbupmfen

Fig. 168  Manual decryption option of the message sent to “Mailer2” in the “Kleopatra” tool.

Ergebnisse
Hier wird der Status und der Fortschritt der Verschlisselungs-Operationen angezeigt.

Alle Operationen abgeschlossen.

Inhalt der Zwischenablage — Zwischenablage:
Entschliisseln abgeschlossen.

Achtung: Sie kénnen sich nicht sicher sein wer diese
Nachricht verschliisselt hat da sie nicht signiert ist.

Fig. 169  Confirmation of the manual decryption in the “Kleopatra” tool.

20. You have decrypted the message on your clipboard. Open any word processor or Q
editor. Paste the decrypted contents of the clipboard into the editor. You should be ﬁ"
able to read the original mail including the subject “Secret Message” (fig. 170).

J *Unbenannt - Editor

Datei Bearbeiten Format Ansicht Hilfe

Content-Type: multipart/mixed; boundary="dLSgQ5XgUM50fPps9ZsG8kapymEUSuLho™;
protected-headers="v1"

From: Mailerl <mailerl@wildau.biz>

To: Mailer2 <mailer2@wildau.biz>

Message-ID: <6f68fc33-87be-dbee-6d24-866984fd5fa2@wildau.biz>

Subject: Geheime Nachricht

--dLSgQ5XgUM50fPps9ZsG8kapymEUSulLho
Content-Type: text/plain; charset=utf-8
Content-Transfer-Encoding: quoted-printable

Dies ist eine geheime Nachricht, welche verschl=C3=BCsselt =(C3=BCbertrage=

--dLSgQ5XgUM50fPps9ZsG8kapymEUSuLho- -

Fig. 170  Source text of the manually decrypted message sent to “Mailer2”.
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The tool-based exercise on encryption in the asymmetric procedure is now complete.
The third awareness-raising exercise in chapter 5.6 relates to an organization’s crypto
concept.

The development of a crypto concept is to be integrated into the information security
concept of an institution according to fig. 1 after careful analysis of the specific circum-
stances. It is a part of the security concept and cannot replace it. It documents the areas
of application in the institution where cryptographic protection mechanisms are re-
quired and indicates which processes and products are used and which organizational
rules and precautions apply. Often, however, it is not clear to ISOs how the institution’s
crypto concept document should be structured. The BSI’s 2008 guideline for creating
crypto concepts provides information on this, including annexes [123]. The BSI’s sample
crypto concept from 2010 [124] can also be used.

Our final exercise in chapter 5.6 revolves around the sample structure of a crypto con-
cept. The most important points from [124] are printed out on separate sheets and
should be exchanged and compiled by participants in order to create an outline structure
(fig. 171). The exchange of information about what term has what meaning in what con-
text promotes understanding of how such a document could potentially be structured—
“potentially,” because every institution has specific cryptographic conditions and often
has to observe individual specifications with regard to the written documentation. This
exercise also makes it much clearer to all participants how much work is involved in cre-

ating this kind of crypto concept. At the end, the structure produced by the group can be
compared with the original described in [124].

Technische
Sicherheit
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M usfcrj/f}s a/efaﬁ
/(rng to konzept

Bedarfsérhebung

1 .
Software ————  Hardware

2 A [ —— —_—
5 = :
Uberblick Installationsdetaills Geriite
Gesamtsystem
v T — >
Zielsetzung kryptographische Orte:
éu SchutzmaRnahmen Speiche,medien
Sicherheltsniveaus ———— Defekts Gergte
by ] Schliissel-
Schut; IT-Grundschutz Gesstaiche Aspekte ) .
3 A Zlbedarf Vargehenswelse 1 = fnanagement Altgerste
. nalys —_——
Parteien / s 2 - ) Schliisselerzeugung a"s'“:““"‘
Akteure Kategorie normal Schutzziele speichermedien
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s .
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Fig. 171 Raising awareness about developing a crypto concept. Here: a collection of ideas for the structure
of the document from participants in the training.



Please test yourself using the following questions and comments for chapter 5.6:

e Note the advantages and disadvantages of a symmetric encryption method.

e Note the advantages and disadvantages of an asymmetric encryption method.

e Explain the hybrid process using your online banking.

e You want to send Jane Doe an encrypted message using the asymmetric
method. What key do you need to use for encryption? What key does Jane Doe
need to use for decryption?

e You want to send John Doe a signed message using the asymmetric method.
What key do you need to use for signing? What key does John Doe use and
what are the consequences of this?

Chapter 5
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Chapter 6

6 ldeas for business continuity management based on BSI Standard

100-4

We conclude this book by returning to the beginning. According to fig. 1 and table 1,
business continuity management and the handling of security incidents must be set up
parallel to the ISMS. In our opinion, BSI Standard 100-4 [125], which is currently being
revised, offers crucial information for facilitating cooperation between BCOs and ISOs. It
should be noted that BSI Standard 100-4 describes an independent management system
for business continuity and emergency response. This pursues a different goal than that
of the ISMS according to BSI Standards 200-1 to 200-3. The aim of BSI Standard 100-4 is
to “show a systematic way of responding quickly to emergencies and crises of various
types and origins that can lead to an interruption of business. It describes more than IT
emergency management (IT service continuity management) and is therefore not to be
seen as a sub-area of the ISMS.” [125].

At the beginning, it is necessary to clarify the terms: What is the difference between the
terms “disruption,” “emergency,” “crisis,” and “disaster”? In short, a disruption is asso-
ciated with a low level of damage and is generally remedied within the institution in the
course of day-to-day business. The emergency is characterized by the fact that existing
service level agreements (SLAs) cannot be adhered to and normal business operations
cannot be maintained. High to very high levels of damage occur [125]. The ability of an
institution to perform certain tasks is thus severely impaired, and emergencies can no
longer be dealt with in the course of general day-to-day business. Contingency plans are
thus required that should be defined and tested beforehand. In addition, separate emer-
gency management organization is necessary [125]. Emergencies can escalate into a cri-
sis. Crises can, however, also arise for the institution independently. The difference be-
tween emergencies and crises for an institution is that there are no operating plans for
a crisis, which is always unique to some extent. A “crisis team” with decision-making
authority is necessary. A crisis endangers the existence of the institution and possibly
also people’s life and health. Ultimately, however, the crisis still has to be overcome
within the framework of the institution’s business activities. A disaster, meanwhile, ac-
cording to the BSI definition, cannot be remedied exclusively by the institution itself.
Owing to its geographical spread and impact on the population, disaster protection is
required, which in Germany is the task of the federal states and is supported by the fed-
eral government [125]. Each institution should therefore specifically define these four
terms and the term “normal operation.” For this purpose, we will present an idea for an
exercise.

Before an emergency management system can be established in an organization, the
framework conditions must first be clarified in accordance with BSI Standard 100-4 [125].
A guideline for business continuity management must be drawn up and initiated, co-
developed, and approved at executive level (see fig. 1 and table 1). In addition, the or-
ganizational requirements and the budget for emergency management must be clarified.
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“For business continuity management to succeed, it must be properly integrated at the
conceptual level into the existing authority or corporate culture. For this purpose, the
employees must be included in the process and prepared for their roles through aware-
ness-raising and training measures” [125].

According to BSI Standard 100-4, the process is as follows [125]:

¢ Initiation of emergency and business continuity management
e Draft concept

¢ Implementation of the contingency planning concept

e Emergency response

e Tests and exercises

¢ Maintenance and continuous improvement of the business continuity management
system (BCMS)

Here, two sides are clearly evident: contingency planning and emergency preparedness
on the proactive side, and contingency management and emergency response on the
reactive side. We recommend internalizing the relevant diagram from BSI Standard 100-
4 and adapting the content to your own institution (fig. 172):

Roles Areas of responsibility Roles
Contingency Emergency
Planning Response
Company or
government Cr:’l'sn mon
agency managemen
(Emr e
Implementation
L L
Emergency Officer g specifications g Crisis team
i 3,
______ gL L e
g 9 3 B
o . [« %
Emergency g:) Local control in the &)
Coordinators specialised areas
“> §® o% ‘f Emergency team
Contingency team oo Implementation %
P
/ A\
Proactiv Reactiv

Fig. 172 Two sides of business continuity management (Proactive left, Reactive right) according to BSI Stand-
ard 100-4 (image source: BSI, [125: 23, fig. 2: Roles and areas of responsibility]).

BSI Standard 100-4 emphasizes that “not every role described [...] is required in every
institution” [125]. Every institution should use fig. 172 as a good starting point for adapt-
ing the roles individually—according to their size, the logical organizational structure,
and the geographical distribution of the organizational units—and documenting their
specific responsibilities.



The primary task of business continuity management is to maintain business operations,
meaning the key business processes, which are in most cases critical. That is why the
critical business processes are the focus of emergency management. “Critical”—in the
context of business continuity management as defined by BSI Standard 100-4—means
time-critical in the sense that “this process requires a more rapid resumption of activity,
otherwise high damage to the organization can be expected.” [125]. Therefore, the busi-
ness process analysis is an important entry point for both the ISMS and the BCM (see fig.
1 and table 1). It is also important to weigh up the specific impact on the organization.
For this purpose, a so-called Business Impact Analysis (BIA) is generally carried out, which
tries to estimate the secondary damage caused to critical business processes by an in-
terruption in business. BSI Standard 100-4 makes it clear that there are many methods
and ways to do this [125]. Starting with the master data and all the business processes,
the recommendation is to select the critical processes, including the corresponding or-
ganizational units, on the basis of the following analytical steps:

e Carry out a damage analysis for the business processes.

e Define the restart parameters for the business processes.

e Take into account any interdependencies.

e Define the criticality and prioritization of business processes.

e Determine the resources for normal and emergency operation.

e Record the criticality of organizational resources and the time required to recover

them.

Below is one of the key diagrams in BSI Standard 100-4 [125] (see fig. 173). It shows
the time sequencing after an emergency event and identifies the essential parameters
for restarting a process. These parameters are to be defined by the organization and

taken into account in the emergency management and budget.

Normal operation Emergency response Normal operation
Contingency Planning Crisis management Post-emergency tasks

+ Event
100% d /\

to normal operation

Restoration Process backlog
I ]
Recovery
Reaction time
— Emergency operation

sainsealw [elpadg
uoljejeassy

0% )
Time

Fig. 173 Key parameters of business continuity management based on BSI Standard 100-4: these need to
be defined within the organization (image source: BSI, [125: 68, fig. 9: Phases of the response to
an emergency or crisis]).
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Fig. 173 shows the normal operation of a business process prior to an emergency event,
which causes the whole process to break down. Firstly, it is important to note when the
last data backup was performed (see chapter 5.2), as this ultimately defines the maxi-
mum amount of data that can be lost. The maximum permissible data loss must there-
fore be defined in advance by the institution. Secondly, there is a small gap between the
breakdown and reaction time, because the organization probably needs some time to
register the disruption first—this must be taken into account for each critical business
process in the institution. Thirdly, it is important to remember that reaction time does
not equate to a restart of the business process: it indicates the time from notification of
the breakdown to escalation with analysis of the actual nature of the problem and the
initiation of measures to restart the process. Fourthly, the actual restart rarely occurs
immediately during normal operation. It is more likely that emergency operation will kick
in. The organization should thus determine in advance the maximum tolerable period of
disruption (MTPD) or the recovery time objective (RTO) for each critical business process.
Such definitions rely on tests and exercises if they are to be realistic. Fifthly, emergency
operation will continue for a period until the actual return to normal operation can take
place. This transition is what defines the maximum tolerable downtime (MTD). Sixthly, it
should be noted that the recovery time can also be longer than the MTD, since it takes a
certain amount of time before normal operation can be achieved again. This can take
that much longer, if the incident and emergency operation have caused problems that
pose an existential threat to the company. Seventhly, once normal operation is achieved,
it is important to note that the work is still not finished. Rather, extra work may be nec-
essary until the level of normal operation has been stabilized (fig. 173, right). BSI Stand-
ard 100-4 [125] recommends that the resulting extra work time should be taken into
account when determining the MTPD. “If an emergency operation that lasts too long
causes the extra work to become so extensive that it can no longer be carried out in a
reasonable time, this can lead to further difficulties” [125].

The BSl is currently revising its Standard 100-4 and would like to introduce a step model
in future called BSI Standard 200-4 [126]. Similar to the modernized basic protection, this
tiered model is intended to give institutions an easier way into business continuity and
emergency management. It has the following goals [126]:
¢ simplified entry level to lower entry barriers for institutions, facilitating the “rudi-
mentary management” of emergencies and crises
e practical instructions for establishing a BCMS that is as comprehensive as possible,
examines all business processes, and is also compatible with the international stand-
ard ISO 22301
o definition of one or more intermediate levels that facilitate the transition from entry
level to an established BCMS.

In the implementation framework [127] drawn up by HiSolutions AG and the BSI, these
goals are explained in detail and documented extensively.



Implementation and training exercises for awareness-raising

According to fig. 1 and table 1, the analysis of business processes is of key importance
for both the ISM and the BCM. The business continuity management focuses on the crit-
ical business processes. With this in mind, exercises in business process modeling and in
carrying out a BIA in connection with further training in emergency management are
extremely useful. In practice, however, it should already be clear that business processes
are the starting point for security considerations. These will usually not have been mod-
eled by ISOs or BCOs but by employees from the organizational, human resources, or
technical departments, which is why an exchange of ideas is recommended between the
actors involved. We will not go into this further at this point. The relevant web course
offered by the BSI [128] and the DER: Detection and response [129] module—and, more
specifically, the DER.4 Emergency Management [130] component—in the IT-Grund-
schutz Compendium are suitable for trainings on BCM and emergency management.

Here, we will present two awareness-raising exercises: the first focuses on clarifying and
differentiating terms, while the second deals with security incidents. For the latter, the

module DER.2.1 Handling of security incidents [131] can be used.

Fig. 174 “Black Out” learning scenario to raise awareness of the terms “normal operation,” “disruption,”
“emergency,” “crisis,” and “catastrophe” based on BSI Standard 100-4. The board game was de-
veloped by Stefanie Gube in the elective course “Awareness of Information Security in Compa-

nies” in the summer semester 2018 at TH Wildau [132].
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Fig. 175  Game action in the “Black Out” learning scenario. The board and question cards were developed
by Stefanie Gube in the elective course “Awareness of Information Security in Companies” in the
summer semester 2018 at TH Wildau [132].

The first learning scenario is called “Black Out” (see figs. 174 and 175). The original idea
emerged from a course in the Administration and Law (VR) degree program and was de-
veloped as a pilot game by a student project team. Subsequent testing showed that the
game still needs to be revised. The professionalization of the game was carried out in the
following semester by Ms. Gube from the part-time Business Administration [132] pro-
gram. In general, this board game is about testing the extent to which players can differ-

”n u

entiate, on the basis of situation descriptions, between the terms “disruption,” “emer-
gency,” “crisis,” and “catastrophe” as defined by BSI Standard 100-4, and have an under-
standing of what is meant by “normal operation.” A moderator holds all the question
cards and reads the situation aloud. The game teams of two to three people give brief
advice and place their colored chip on the term that they think is appropriate (fig. 175,
top left). The moderator explains whether the answer is correct or not and places the
question card on the table (fig. 175, right). The team that has bet on the correct term is
allowed to move its second colored chip forward one square on the path from start to
finish. The procedure is repeated with the next question card. The team that reaches the

finish line first wins.

The second scenario for raising awareness on the topics presented in this chapter is
called Incident Management: this is part of the Security Arena licensed by the company
known_sense [39] and also appears in English. In our IT-Sicherheit@KMU project, it was
adapted for German users, and in the SecAwaredjob [43] project, for English speakers
based on TH Wildau’s specifications (fig. 176). The analog learning scenario is divided
into two phases: first, a total of twelve situation stories are read out loud and need to be
correctly categorized; after that, a colored chip is assigned to the registration office that
needs to be informed of the situation.



It is particularly important for players to exchange information about the extent to which
they are familiar with all the reporting offices in the institution.
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Fig. 176 Analog learning scenario “Incident Management (Reporting)” in the TH Wildau version for stu-
dents. The idea comes from the Security Arena and is licensed by known_sense [39]. The game

exists in different language versions.

Please test yourself using the following questions and comments for chapter 6:

e Explain the roles and responsibilities of contingency planning and emergency man-
agement.

e Explain the recovery time objective (RTO) as defined by BSI Standard 100-4.

e Explain the maximum tolerable downtime (MTD) as defined by BSI Standard 100-4.
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